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Core Concepts

This section focuses on fundamental principles and advanced concepts that an experienced
developer should master.

1. Explain the 6Rs of cloud migration and when you would apply each strategy.

The 6Rs framework provides strategic approaches for cloud migration:

¢ Rehost (Lift-and-Shift): Move applications as-is to cloud infrastructure. Use when speed is
critical, legacy apps have minimal documentation, or quick wins are needed. Minimal changes,
fastest migration, but doesn't leverage cloud-native benefits.

¢ Replatform (Lift-Tinker-and-Shift): Make minimal cloud optimizations without changing core
architecture. Example: migrating to RDS instead of self-managed databases. Balances speed
with some cloud benefits.

e Repurchase (Drop-and-Shop): Replace with SaaS solutions. Use when commercial
alternatives exist (e.g., moving from on-prem CRM to Salesforce). Reduces operational burden
but may require business process changes.

¢ Refactor/Re-architect: Redesign applications to be cloud-native. Use for critical applications
needing scalability, performance, or cost optimization. Highest effort but maximum cloud
benefits.

¢ Retire: Decommission applications no longer needed. Reduces migration scope and ongoing
costs.

¢ Retain: Keep on-premises temporarily or permanently. Use for applications with compliance
constraints, recent major investments, or those scheduled for retirement.

Decision factors: business criticality, technical debt, compliance requirements, time-to-market,
budget, and expected ROI.

2. How would you design a zero-downtime migration strategy for a mission-critical
database with terabytes of data?

Zero-downtime database migration strategy:

Phase 1: Preparation

e Assess database size, transaction volume, and dependencies
e Choose migration tool: AWS DMS, Azure Database Migration Service, or native replication
e Set up monitoring for replication lag and data consistency

Phase 2: Initial Replication

¢ Create target database in cloud with appropriate sizing
e Perform full data load during off-peak hours
¢ Enable continuous replication (CDC - Change Data Capture)

Phase 3: Sync and Validation

¢ Monitor replication lag until near-zero (typically <1 second)
¢ Run data validation scripts comparing row counts, checksums
e Test read replicas with production-like queries

Phase 4: Cutover

1. Enable read-only mode on source
2. Wait for replication lag = 0

3. Validate final data consistency

4. Update DNS/connection strings
5. Switch application traffic



6. Monitor for 24-48 hours
7. Keep source as fallback

Key considerations: Use blue-green deployment pattern, implement connection pooling with
failover, maintain rollback plan, and schedule during lowest traffic window despite being zero-
downtime.

3. What are the key differences between containerizing a legacy application versus
building a cloud-native application from scratch?

Containerizing legacy applications involves unique challenges:

Legacy Application Containerization Challenges:

o Stateful architecture: Legacy apps often store state locally; requires external state
management (Redis, databases)

¢ Configuration management: Hard-coded configs need extraction to environment variables or
config services

e Dependencies: May require specific OS versions, libraries, or runtime environments

¢ Monolithic design: Single large container vs. microservices; difficult to scale components
independently

¢ Logging: File-based logging needs redirection to stdout/stderr for container orchestration

* Process management: Multiple processes may require init systems or sidecar patterns

Cloud-Native from Scratch Advantages:

12-factor methodology: Designed for statelessness, external configuration, disposability
Microservices architecture: Independent scaling, deployment, and failure isolation
API-first design: Service mesh integration, distributed tracing built-in

Infrastructure as Code: Declarative deployments from day one

Migration strategy for legacy: Start with minimal containerization, gradually refactor toward
cloud-native patterns, use strangler fig pattern to incrementally replace components, and implement
observability early to understand behavior in containerized environment.

4. Describe your approach to cost optimization during and after cloud migration.

Comprehensive cost optimization strategy:

Pre-Migration Phase:

¢ Right-sizing analysis: Use tools like CloudHealth, AWS Migration Evaluator to analyze current
utilization

e TCO modeling: Calculate 3-year total cost including migration costs, training, operational
changes

¢ Architecture review: Ildentify opportunities for serverless, managed services, auto-scaling

During Migration:

¢ Reserved capacity: Avoid for initial migration; use on-demand until patterns stabilize

e Staging environments: Use smaller instances, auto-shutdown schedules

e Data transfer optimization: Use AWS Snowball/Azure Data Box for large datasets to avoid
egress fees

Post-Migration Optimization:

// Auto-scaling policy example

{
"TargetValue": 70,
"PredefinedMetric": "CPUUtilization",
"ScaleOutCooldown": 300,
"ScalelnCooldown": 600

}

¢ Compute: Reserved Instances (1-3 year), Savings Plans, Spot Instances for fault-tolerant
workloads



e Storage: Lifecycle policies (S3 Intelligent-Tiering), delete orphaned volumes/snapshots
¢ Database: Aurora Serverless for variable workloads, read replicas optimization
¢ Monitoring: AWS Cost Anomaly Detection, budget alerts, tagging strategy for chargeback

Continuous optimization: Quarterly reviews, FinOps practices, architectural improvements based
on actual usage patterns.

5. How do you handle network architecture and connectivity during a hybrid cloud
migration?

Hybrid cloud network architecture strategy:

Connectivity Options:

¢ VPN (Site-to-Site): Quick setup, encrypted, but limited bandwidth (typically 1-10 Gbps) and
higher latency. Good for initial migration or non-critical workloads.

¢ Direct Connect/ExpressRoute: Dedicated connection (1-100 Gbps), lower latency,
predictable performance. Essential for large-scale migrations and production hybrid workloads.

e SD-WAN: Multiple connection types with intelligent routing, failover, and optimization.

Network Design Principles:

/I VPC CIDR planning example
On-premises: 10.0.0.0/8

AWS VPC-Prod: 172.16.0.0/16
AWS VPC-Dev: 172.17.0.0/16
Azure VNet: 192.168.0.0/16
// Ensure no overlap

¢ IP addressing: Non-overlapping CIDR blocks across all environments

¢ DNS strategy: Hybrid DNS with Route 53 Resolver endpoints or Azure Private DNS

e Security: Network segmentation, security groups, NACLs, transit gateway for hub-spoke
topology

¢ Latency optimization: Place frequently accessed resources in same region/AZ

Migration-Specific Considerations:

¢ Bandwidth planning: Calculate data transfer requirements, schedule bulk transfers off-peak
¢ Routing: BGP configuration for dynamic routing, failover scenarios

¢ Monitoring: VPC Flow Logs, CloudWatch metrics for connection health

e Compliance: Data residency, encryption in transit (TLS 1.2+)

6. What strategies do you use for application dependency mapping and how does it
inform your migration wave planning?

Application dependency mapping methodology:

Discovery Tools and Techniques:

¢ Automated discovery: AWS Application Discovery Service, Azure Migrate, CloudScape, or
Turbonomic

¢ Network analysis: Flow log analysis, packet capture during peak operations

¢ Database connections: Query database connection pools, application configs

¢ Manual documentation: Interview application teams, review architecture diagrams

Dependency Analysis Framework:

{
"app": "OrderService",
"dependencies": [
{"service": "UserDB", "type": "strong", "calls/min": 5000},
{"service": "PaymentAPI", "type": "strong", "timeout": "5s"},
{"service": "EmailService", "type": "weak", "async": true}
]
}



¢ Strong dependencies: Synchronous, real-time requirements, must migrate together
¢ Weak dependencies: Asynchronous, can tolerate latency, migrate independently
¢ External dependencies: Third-party APIs, SaaS services, partner integrations

Wave Planning Strategy:

¢ Wave 0 (Pilot): Low-risk, standalone applications to validate process
e Wave 1-N: Group applications by dependency clusters, business priority, technical complexity
¢ Prioritization criteria: Business value, technical debt, licensing costs, compliance deadlines

Best practice: Create dependency graph visualization, identify circular dependencies early,
establish APl gateways for cross-environment communication during transition period.

7. Explain how you would implement disaster recovery and business continuity for a
multi-region cloud migration.

Multi-region DR/BC strategy:

Recovery Objectives:

¢ RTO (Recovery Time Objective): Maximum acceptable downtime (e.g., 1 hour, 4 hours)
e RPO (Recovery Point Objective): Maximum acceptable data loss (e.g., 15 minutes, 1 hour)
¢ Cost vs. availability tradeoff: More aggressive objectives require higher investment

DR Patterns by RTO/RPO:

e Backup & Restore (RTO: hours/days, RPO: hours): Automated backups to S3/Glacier,
lowest cost

¢ Pilot Light (RTO: 10s of minutes, RPO: minutes): Core infrastructure running, data
replicated, scale up on failover

¢ Warm Standby (RTO: minutes, RPO: seconds): Scaled-down version running, can handle
traffic immediately

¢ Hot Standby/Active-Active (RTO: seconds, RPO: near-zero): Full capacity in multiple
regions, highest cost

Implementation Architecture:

// Route 53 health check failover

{
"Type": "FAILOVER",
"Primary": "us-east-1-alb.example.com",
"Secondary": "eu-west-1-alb.example.com",
"HealthCheck": "app-health-check"

}

¢ Data replication: Cross-region RDS read replicas, DynamoDB Global Tables, S3 Cross-Region
Replication

¢ Traffic management: Route 53 health checks with failover routing, Global Accelerator

¢ Automation: Infrastructure as Code for rapid environment recreation, runbooks in AWS
Systems Manager

e Testing: Quarterly DR drills, chaos engineering, automated failover testing

Key consideration: Document and automate failover procedures, ensure team training, monitor
replication lag continuously.

8. How do you approach security and compliance during cloud migration, particularly for
regulated industries?

Security and compliance framework for cloud migration:

Pre-Migration Security Assessment:

¢ Compliance mapping: Identify applicable regulations (HIPAA, PCI-DSS, GDPR, SOC 2)

¢ Data classification: Categorize data by sensitivity, retention requirements, encryption needs

¢ Risk assessment: Threat modeling, vulnerability analysis, gap analysis against cloud security
standards



¢ Shared responsibility model: Document which security controls are CSP vs. customer
managed

Security Controls Implementation:

¢ Identity & Access: SSO integration, MFA enforcement, least privilege IAM policies, role-based
access

¢ Network security: Private subnets, security groups, WAF, DDoS protection, VPC endpoints

e Encryption: At-rest (KMS, customer-managed keys), in-transit (TLS 1.2+), key rotation policies

¢ Logging & monitoring: CloudTrail, GuardDuty, Security Hub, centralized SIEM integration

Compliance Automation:

// AWS Config rule for encryption
{
"ConfigRuleName": "s3-bucket-encryption",
"Source": {
"Owner": "AWS",
"Sourceldentifier": "S3_BUCKET_SERVER _SIDE_ENCRYPTION_ENABLED"
}

}

¢ Policy as Code: AWS Config, Azure Policy, OPA for continuous compliance validation
¢ Automated remediation: Lambda functions for non-compliant resource correction
¢ Audit trails: Immutable logs, retention policies, regular compliance reports

cope": {"ComplianceResourceTypes": ["AWS::S3::Bucket"]}

Regulated industry specifics: BAA agreements for HIPAA, PCI-compliant infrastructure, data
residency controls, regular penetration testing, third-party audits.

9. What is your approach to database migration performance testing and validation?

Database migration validation framework:

Pre-Migration Baseline:

¢ Performance metrics: Query response times, throughput (TPS), connection pool usage, slow
query analysis

¢ Workload characterization: Read/write ratio, peak load times, query patterns

¢ Data volume: Table sizes, index sizes, growth rate projections

Testing Phases:

¢ Data integrity validation: Row count comparison, checksum validation, foreign key
constraints

¢ Functional testing: Application-level tests against migrated database

¢ Performance testing: Load tests matching production patterns

¢ Failover testing: Validate rollback procedures, replication lag behavior

Validation Scripts:

-- Row count validation

SELECT 'source' as db, COUNT(*) FROM source.orders
UNION ALL

SELECT 'target' as db, COUNT(*) FROM target.orders;

-- Checksum comparison
SELECT MD5(GROUP_CONCAT(id, name ORDER BY id))
FROM orders WHERE created _date = CURDATE();

Performance Testing Tools:
¢ Load generation: Apache JMeter, Gatling, or database-specific tools (HammerDB, pgbench)
¢ Monitoring: CloudWatch Enhanced Monitoring, Performance Insights, slow query logs

¢ Comparison metrics: P50, P95, P99 latencies, error rates, connection timeouts

Acceptance criteria: <5% performance degradation from baseline, zero data loss, <1 second



replication lag, successful failover within RTO.

10. How do you manage and automate the migration of infrastructure using
Infrastructure as Code?

laC-driven migration automation strategy:

laC Tool Selection:

¢ Terraform: Multi-cloud support, state management, large ecosystem. Best for heterogeneous
environments.

¢ CloudFormation/ARM/Bicep: Native cloud tools, deep integration. Best for single-cloud
deployments.

¢ Pulumi: General-purpose languages, type safety. Best for developer-centric teams.

¢ CDK: Programmatic infrastructure, AWS-native. Best for complex logic and abstractions.

Migration Workflow:

// Terraform module structure
modules/

— networking/

— compute/

—— database/

— security/

environments/

— dev/

— staging/

— prod/
migration-waves/
wavel/
wave2/

Automation Strategy:

¢ Discovery to code: Use tools like Terraformer, Former2 to generate laC from existing
infrastructure

State management: Remote state (S3/Terraform Cloud), state locking, workspace separation
CI/CD pipeline: Automated plan/apply, drift detection, policy validation (Sentinel, OPA)
Testing: Terratest, Kitchen-Terraform for infrastructure testing

Migration Execution:

¢ Blue-green deployment: Build parallel environment, test, switch traffic, decommission old

¢ Incremental migration: Import existing resources, gradually replace with laC-managed
versions

¢ Rollback capability: Version control, state backups, documented rollback procedures

Best practices: Modular, reusable code; consistent naming conventions; comprehensive tagging
strategy; documentation as code; peer review process for infrastructure changes.
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Data Structures and Algorithms

Questions in this section test your understanding of how to work with and manipulate data
efficiently.

1. Explain how you would implement an LRU (Least Recently Used) cache with O(1) time
complexity for both get and put operations.

LRU Cache Implementation

An LRU cache requires O(1) access and eviction. Use a HashMap for O(1) lookups and a Doubly
Linked List to maintain access order.

e HashMap: Maps keys to node references

¢ Doubly Linked List: Maintains order (head = most recent, tail = least recent)
¢ Get operation: Move accessed node to head

¢ Put operation: Add to head, remove tail if capacity exceeded

class LRUCache:

def _init_ (self, capacity):
self.cache = {}
self.capacity = capacity
self.head = Node(0, 0)
self.tail = Node(0, 0)
self.head.next = self.tail
self.tail.prev = self.head

Time Complexity: O(1) for both get and put operations.

2. How would you find all pairs in an array that sum to a target value? What is the
optimal time complexity?

Two Sum Problem

Use a HashSet to achieve O(n) time complexity with a single pass through the array.

¢ lterate through array elements
e For each element, check if (target - element) exists in the set
¢ If found, you have a pair
e Otherwise, add current element to the set
def find_pairs(arr, target):
seen = set()
pairs =[]
for num in arr:
complement = target - num
if complement in seen:
pairs.append((complement, num))
seen.add(num)
return pairs

Time Complexity: O(n), Space Complexity: O(n)

3. Explain the sliding window technique and provide an example of finding the maximum
sum of a subarray of size k.

Sliding Window Technique

The sliding window technique optimizes problems involving contiguous subarrays or sublists by
avoiding redundant calculations.

e Calculate sum of first k elements (initial window)



¢ Slide window by removing leftmost element and adding next element
e Track maximum sum during sliding
¢ Reduces time complexity from O(n*k) to O(n)

def max_subarray_sum(arr, k):
window_sum = sum(arr[:k])
max_sum = window_sum
foriin range(k, len(arr)):
window_sum = window_sum - arr[i-k] + arr[i]
max_sum = max(max_sum, window_sum)
return max_sum

Time Complexity: O(n)

4. What is the difference between a stack and a queue? Implement a queue using two
stacks.

Stack vs Queue

Stack: LIFO (Last In First Out) - push/pop from same end

Queue: FIFO (First In First Out) - enqueue at rear, dequeue from front
Queue Using Two Stacks

Use two stacks: stackl for enqueue, stack2 for dequeue operations.

class QueueWithStacks:

def __init_ (self):
self.stackl, self.stack2 =[], []

def enqueue(self, x):
self.stackl.append(x)

def dequeue(self):
if not self.stack2:

while self.stackl: self.stack2.append(self.stackl.pop())

return self.stack2.pop() if self.stack2 else None

Time Complexity: Enqueue O(1), Dequeue amortized O(1)

5. How do you detect a cycle in a linked list? Explain Floyd's Cycle Detection Algorithm.

Floyd's Cycle Detection (Tortoise and Hare)

Use two pointers moving at different speeds to detect cycles in O(n) time with O(1) space.

¢ Slow pointer: Moves one step at a time
¢ Fast pointer: Moves two steps at a time
e [f there's a cycle, pointers will eventually meet
¢ [f fast pointer reaches null, no cycle exists
def has_cycle(head):
slow = fast = head
while fast and fast.next:
slow = slow.next
fast = fast.next.next
if slow == fast:
return True
return False

Time Complexity: O(n), Space Complexity: O(1)

6. Explain the difference between a Binary Search Tree (BST) and a Balanced Binary
Search Tree. Why is balancing important?

BST vs Balanced BST

Binary Search Tree (BST): Left subtree contains smaller values, right subtree contains larger
values. Can degrade to O(n) in worst case (skewed tree).



Balanced BST (AVL, Red-Black): Maintains height balance to ensure O(log n) operations.
Why Balancing Matters

Unbalanced BST: Search/insert/delete can be O(n) worst case
Balanced BST: Guarantees O(log n) for all operations

Critical for large datasets and real-time systems

Examples: AVL trees (strict), Red-Black trees (relaxed)

Height difference: Balanced trees maintain height = log(n), unbalanced can reach n.

7. How would you implement a min-heap and what are its time complexities for insertion
and extraction?

Min-Heap Implementation

A min-heap is a complete binary tree where parent nodes are smaller than children. Typically
implemented using an array.

Parent index: (i-1)//2

Left child: 2*i + 1

Right child: 2*i + 2

Insert: Add at end, bubble up

Extract min: Remove root, move last element to root, bubble down

class MinHeap:
def _init_ (self): self.heap =[]
def insert(self, val):
self.heap.append(val)
self._bubble_up(len(self.heap)-1)
def extract_min(self):
if not self.heap: return None
self.heap[0], self.heap[-1] = self.heap[-1], self.heap[0]
min_val = self.heap.pop()
self. bubble_down(0)
return min_val

Time Complexity: Insert O(log n), Extract O(log n)

8. What is a Trie data structure and what are its practical use cases in cloud migration
scenarios?

Trie (Prefix Tree)

A Trie is a tree-like data structure for storing strings where each node represents a character.
Enables efficient prefix-based operations.

Cloud Migration Use Cases

DNS resolution: Fast domain name lookups

Auto-completion: Resource name suggestions in cloud consoles
IP routing: Longest prefix matching for network routing
Configuration management: Hierarchical key-value stores
Log analysis: Pattern matching in log streams

class TrieNode:
def _init_ (self):
self.children = {}
self.is_end = False
class Trie:
def insert(self, word):
node = self.root
for char in word:
node = node.children.setdefault(char, TrieNode())
node.is_end = True

Time Complexity: O(m) where m is string length

9. Explain how you would implement a distributed hash table (DHT) for a cloud storage



system. What are the key challenges?

Distributed Hash Table (DHT)

A DHT distributes key-value pairs across multiple nodes using consistent hashing for scalability and
fault tolerance.

Key Components

Consistent Hashing: Maps keys to nodes, minimizes redistribution on node changes
Virtual Nodes: Improves load distribution
Replication: Stores copies on multiple nodes for availability

L]
[ ]
L]
¢ Routing: Finger tables or successor lists for O(log n) lookups

Key Challenges

¢ Maintaining consistency during node failures
¢ Handling network partitions (CAP theorem)

e Efficient data rebalancing

e Managing replication lag

Example: Amazon DynamoDB, Apache Cassandra use DHT principles.

10. How would you find the kth largest element in an unsorted array? Compare different
approaches and their trade-offs.

Finding Kth Largest Element

Multiple approaches with different trade-offs:

1. Sorting Approach

Sort array and access element at index (n-k). Time: O(n log n), Space: O(1)
2. Min-Heap Approach

Maintain heap of size k. Time: O(n log k), Space: O(k) - Best for small k

import heapq

def kth_largest_heap(nums, k):
heap = nums[:k]
heapq.heapify(heap)
for num in nums[k:]:

if num > heap[O0]:
heapqg.heapreplace(heap, num)

return heap[0]

3. Quickselect (Optimal)

Partition-based selection. Average: O(n), Worst: O(n?), Space: O(1)

Best choice: Quickselect for average case, Min-Heap for guaranteed performance.
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System Design

These questions evaluate your ability to think about the bigger picture, including architecture,
scalability, and performance.

1. Design a cloud migration strategy for a monolithic e-commerce application running on-
premises to AWS. How would you approach the migration with minimal downtime?

Migration Strategy Overview

For migrating a monolithic e-commerce application to AWS with minimal downtime, | would
recommend a phased strangler pattern approach combined with a hybrid cloud setup.

Key Steps

¢ Assessment Phase: Use AWS Migration Hub and Application Discovery Service to inventory
dependencies, database connections, and traffic patterns

 Database Migration: Use AWS DMS (Database Migration Service) with continuous replication
to sync on-premises databases to RDS/Aurora while keeping the source active

¢ Hybrid Connectivity: Establish AWS Direct Connect or VPN for low-latency communication
between on-premises and cloud during transition

¢ Strangler Pattern: Gradually extract microservices from the monolith, starting with stateless
components (product catalog, search), deploying them to ECS/EKS

¢ Traffic Migration: Use Route 53 weighted routing to gradually shift traffic from on-premises to
cloud (10%, 25%, 50%, 100%)

¢ Data Synchronization: Implement event-driven sync using SQS/SNS to keep both
environments consistent during transition

Architecture Considerations

e Use Application Load Balancer for intelligent traffic routing

¢ Implement CloudFront CDN for static assets early to reduce origin load

¢ Deploy ElastiCache for session management to enable stateless application servers
e Use S3 for shared file storage with sync from on-premises NFS

Rollback Strategy

Maintain bi-directional replication and DNS-based failback capability for at least 30 days post-
migration to ensure safe rollback if issues arise.

2. Design a multi-region disaster recovery architecture for a critical financial application.
What RPO and RTO targets would you aim for and how would you achieve them?

DR Architecture Design

For a critical financial application, | would design an active-active multi-region architecture
targeting RPO of near-zero and RTO under 5 minutes.

Target Metrics

¢ RPO (Recovery Point Objective): < 1 second using synchronous replication for critical data
e RTO (Recovery Time Objective): < 5 minutes with automated failover

Architecture Components

 Database Layer: Amazon Aurora Global Database with cross-region replication lag typically
under 1 second. Primary in us-east-1, secondary in eu-west-1

¢ Application Layer: Deploy identical application stacks in both regions using ECS/EKS with
auto-scaling

¢ Traffic Management: Route 53 health checks with failover routing policy, 30-second health



check intervals

¢ Data Consistency: Use DynamoDB Global Tables for session state and metadata with
automatic multi-region replication

¢ File Storage: S3 Cross-Region Replication (CRR) with replication time control (S3 RTC) for
99.99% replication within 15 minutes

Failover Mechanism

// Lambda function for automated failover
const failover = async (event) => {
await promoteAuroraSecondary('eu-west-1');
await updateRoute53('primary’, 'eu-west-1');
await notifySNS('Failover completed to EU');
return { statusCode: 200 };
b

Testing Strategy

e Conduct monthly DR drills with actual failover
¢ Implement chaos engineering using AWS FIS (Fault Injection Simulator)
e Monitor replication lag with CloudWatch alarms (threshold: 5 seconds)

3. How would you design a cloud migration solution for a legacy application with hard-
coded IP addresses and tight coupling to specific infrastructure?

Legacy Application Migration Strategy

Migrating tightly-coupled legacy applications requires a lift-and-shift approach followed by
gradual modernization.

Phase 1: Rehosting (Lift-and-Shift)

¢ Network Design: Create VPC with custom CIDR blocks matching on-premises IP ranges to
minimize application changes

¢ IP Preservation: Use Elastic Network Interfaces (ENI) with secondary private IPs matching
legacy IP addresses

e DNS Strategy: Implement Route 53 private hosted zones to resolve internal hosthames,
gradually replacing hard-coded IPs

¢ Migration Tool: Use AWS Application Migration Service (MGN) for block-level replication with
minimal downtime

Phase 2: Decoupling Infrastructure Dependencies

¢ Service Discovery: Introduce AWS Cloud Map or Consul for dynamic service discovery

e Configuration Management: Move hard-coded values to AWS Systems Manager Parameter
Store or Secrets Manager

¢ Load Balancing: Place Application Load Balancers in front of services to abstract backend IPs

Example Configuration Externalization

// Before: Hard-coded IP
String dbHost = "192.168.1.50";

// After: Dynamic configuration
import software.amazon.awssdk.services.ssm.*;
String dbHost = ssmClient.getParameter(

r-> r.name("/app/db/host")
).parameter().value();

Phase 3: Modernization
¢ Containerize stateless components using ECS/EKS
e Migrate databases to managed services (RDS, Aurora)

¢ Implement API Gateway for service-to-service communication

4. Design a cost-optimized cloud architecture for migrating a batch processing system
that runs nightly jobs with variable compute requirements.



Cost-Optimized Batch Processing Architecture

For variable batch workloads, leverage serverless and spot instances to minimize costs while
maintaining reliability.

Architecture Design

¢ Orchestration: AWS Step Functions for workflow management with error handling and retries

¢ Compute Layer: AWS Batch with Spot Instance allocation strategy (70% spot, 30% on-demand
for guaranteed capacity)

¢ Job Queue: Amazon SQS for decoupling job submission from execution

e Storage: S3 Standard-IA for input data, S3 Intelligent-Tiering for outputs

¢ Scheduling: EventBridge rules to trigger jobs based on time or S3 events

Cost Optimization Strategies

¢ Right-sizing: Use AWS Compute Optimizer recommendations to select optimal instance types
(typically compute-optimized c6i or memory-optimized r6i)

¢ Spot Instances: Configure Spot Fleet with multiple instance types for 60-90% cost savings

¢ Auto-scaling: Scale compute environment from 0 to N based on queue depth

¢ Data Lifecycle: Implement S3 lifecycle policies to move processed data to Glacier after 30
days

Sample Batch Job Definition

{

"jobDefinitionName": "nightly-etl",

"type": "container",

"schedulingPriority": 10,

"retryStrategy": {"attempts": 3},

"timeout": {"attemptDurationSeconds": 3600}
}

Monitoring and Cost Control

¢ Set CloudWatch billing alarms for unexpected cost spikes
e Use AWS Cost Explorer to analyze job-level costs with resource tags
¢ Implement AWS Budgets with automatic notifications at 80% threshold

5. How would you architect a zero-downtime migration for a stateful application with
active user sessions and real-time data processing?

Zero-Downtime Migration Strategy

Migrating stateful applications requires session synchronization and dual-write patterns to
maintain continuity.

Session Management Approach

¢ Session Externalization: Migrate sessions from in-memory to Redis (Amazon ElastiCache)
accessible by both on-premises and cloud

¢ Sticky Sessions: Use ALB session affinity during transition to route users consistently

¢ Session Replication: Implement bi-directional session sync between on-premises and cloud
Redis clusters

Data Synchronization Strategy

¢ Dual-Write Pattern: Write to both on-premises and cloud databases simultaneously
¢ Change Data Capture: Use AWS DMS or Debezium to stream database changes in real-time
¢ Event Sourcing: Publish all state changes to Amazon Kinesis for replay capability

Migration Phases

Phase 1: Deploy cloud infrastructure and establish data replication (lag < 1 second)
Phase 2: Migrate read traffic (10% increments) using Route 53 weighted routing
Phase 3: Enable dual-write mode for all write operations

Phase 4: Migrate write traffic gradually after validating data consistency



¢ Phase 5: Decommission on-premises after 30-day validation period
Session Sync Example

// Redis-based session sync

public void saveSession(Session s) {
redisOnPrem.set(s.id, s.data, 3600);
redisCloud.set(s.id, s.data, 3600);
kinesis.putRecord(

"'session-stream", s.id, s.toJson()

);

}

Rollback Mechanism

Maintain capability to instantly route all traffic back to on-premises using Route 53 DNS updates
(TTL: 60 seconds) if cloud issues are detected.

6. Design a cloud migration architecture for a globally distributed application requiring
low latency across multiple continents. How would you handle data sovereignty and
compliance?

Global Multi-Region Architecture

Design a geo-distributed active-active architecture with regional data residency compliance.
Regional Deployment Strategy

Primary Regions: us-east-1 (North America), eu-west-1 (Europe), ap-southeast-1 (Asia-Pacific)
Edge Locations: CloudFront with 450+ PoPs for static content and APl acceleration

Routing: Route 53 geolocation routing to direct users to nearest region

Compute: Deploy identical application stacks in each region using ECS Fargate for consistent
scaling

Data Sovereignty Compliance

¢ Data Residency: Partition user data by geography with strict region-locking (EU users' data
stays in eu-west-1)

e Database Design: Use DynamoDB with regional tables (not Global Tables) to prevent cross-
border replication

¢ Encryption: AWS KMS with customer-managed keys (CMK) per region for data-at-rest
encryption

¢ Audit Logging: CloudTrail logs stored in region-specific S3 buckets with Object Lock for
compliance

Cross-Region Communication

¢ API Gateway: Regional APl endpoints with custom domain names per geography
¢ Metadata Sync: For non-Pll data, use EventBridge cross-region event buses
¢ Search Index: Separate OpenSearch clusters per region for localized search

Latency Optimization

// Route 53 health check config
{
"Type": "HTTPS",
"ResourcePath": "/health",
"Requestinterval": 30,
"FailureThreshold": 2,
"MeasurelLatency": true

}
Compliance Frameworks
¢ Implement AWS Config rules for GDPR, CCPA, and regional compliance requirements

e Use AWS Artifact for compliance documentation and certifications
e Deploy AWS Security Hub for continuous compliance monitoring



7. How would you desigh a migration strategy for a microservices application with
complex inter-service dependencies and distributed transactions?

Microservices Migration Strategy

Migrate microservices using a dependency-aware phased approach with distributed transaction
patterns.

Dependency Analysis

¢ Service Mapping: Use AWS X-Ray or Jaeger to trace all inter-service calls and build
dependency graph

e Migration Order: Migrate leaf services first (no downstream dependencies), then work up the
dependency tree

¢ API Versioning: Implement versioned APIs to allow gradual migration without breaking
contracts

Migration Phases

¢ Phase 1 - Infrastructure: Set up EKS cluster, service mesh (Istio/AWS App Mesh), and
observability stack

* Phase 2 - Stateless Services: Migrate read-only and stateless services (catalog, search,
recommendations)

e Phase 3 - Stateful Services: Migrate services with databases using blue-green deployment

* Phase 4 - Core Services: Migrate transaction-heavy services (payment, order) with extensive
testing

Distributed Transaction Handling

¢ Saga Pattern: Replace distributed transactions with choreography-based sagas using SNS/SQS
¢ Event Sourcing: Store all state changes in Kinesis for audit and replay capability
¢ Compensating Transactions: Implement rollback logic for each service in the saga

Saga Orchestration Example

/! Step Functions saga definition
const saga = {
StartAt: "Reservelnventory",
States: {
Reservelnventory: {
Type: "Task", Resource: "arn:lambda:reserve",
Catch: [{ErrorEquals: ["ALL"],
Next: "Compensatelnventory"}]
}
}
b

Service Mesh Configuration

¢ Use App Mesh for traffic management between on-premises and cloud services

¢ Implement circuit breakers and retry policies for resilience

¢ Enable mTLS for secure service-to-service communication

¢ Use canary deployments with automatic rollback on error rate spikes

8. Design a cloud migration approach for a data-intensive application processing
petabytes of data. How would you handle data transfer and ensure data integrity?

Large-Scale Data Migration Strategy

For petabyte-scale migrations, use a hybrid approach combining physical and network
transfer methods.

Data Transfer Methods
¢ AWS Snowball Edge: For initial bulk transfer (80TB per device), order multiple devices in

parallel
¢ AWS Snowmobile: For 10+ petabytes, use Snowmobile (100PB capacity) for one-time



migration
e AWS DataSync: For ongoing incremental sync over Direct Connect (10/100 Gbps)
e S3 Transfer Acceleration: For distributed data sources, use accelerated endpoints

Data Integrity Verification

¢ Checksums: Generate MD5/SHA-256 checksums for all files before transfer

e S3 ETags: Verify multipart upload integrity using ETag validation

¢ Manifest Files: Create detailed inventory with file counts, sizes, and checksums

¢ AWS DataSync: Automatic verification of transferred data with byte-by-byte comparison

Migration Phases

Phase 1: Historical data via Snowball (weeks 1-4)

Phase 2: Establish Direct Connect for incremental sync (week 5)
Phase 3: Continuous replication using DataSync until cutover

Phase 4: Final sync during maintenance window, validate, and cutover

Data Validation Script

import boto3
s3 = boto3.client('s3")

def verify_transfer(bucket, manifest):
for file in manifest:
obj = s3.head_object(Bucket=bucket, Key=file['key'])
if obj['ETag'] != file['checksum']:
raise Exception(f'Integrity check failed: {file['key']}")

Performance Optimization

e Use S3 multipart upload for files > 100MB (parallel 10MB chunks)
¢ Implement S3 Transfer Manager with connection pooling
e Compress data before transfer (gzip/zstd) to reduce transfer time

9. How would you design a migration strategy for a legacy application using commercial
off-the-shelf (COTS) software with limited cloud compatibility?

COTS Application Migration Strategy

Migrating COTS applications requires compatibility assessment and hybrid architecture to
work within vendor constraints.

Assessment Phase

¢ Vendor Consultation: Verify cloud support, licensing models, and certified configurations

¢ Compatibility Testing: Deploy in non-production environment to identify issues (network
latency, storage IOPS, OS dependencies)

¢ Licensing Review: Understand BYOL (Bring Your Own License) vs. cloud marketplace licensing
implications

¢ Performance Baseline: Measure current performance metrics for comparison post-migration

Migration Approaches

e Option 1 - Rehost on EC2: Use EC2 instances matching on-premises specs, deploy in VPC
with similar network topology

¢ Option 2 - VMware Cloud on AWS: For VMware-dependent COTS, use VMC for seamless
migration with vMotion

¢ Option 3 - Containerization: If vendor supports, containerize using ECS/EKS with persistent
volumes (EBS/EFS)

Architecture Considerations

Storage: Use EBS Provisioned IOPS (io2) for database-heavy COTS requiring high I0PS
Networking: Dedicated placement groups for low-latency inter-instance communication
Backup: AWS Backup for automated snapshots with cross-region replication

High Availability: Multi-AZ deployment with shared storage on EFS or FSx



EC2 Instance Selection

// Terraform for COTS deployment
resource "aws_instance" "cots_app" {
ami = "ami-vendor-approved"
instance_type = "m5.4xlarge"
ebs_optimized = true
placement_group = aws_placement_group.low_latency.id

}
Risk Mitigation

¢ Maintain parallel on-premises environment for 90 days post-migration
¢ Implement automated failback using Route 53 health checks
¢ Work with vendor TAM for cloud-specific support agreement

10. Design a comprehensive testing and validation strategy for a critical cloud migration.
What types of testing would you perform and how would you validate success?

Comprehensive Migration Testing Strategy

Implement a multi-layered testing approach covering functional, performance, security, and
business continuity aspects.

Testing Phases

* Phase 1 - Pre-Migration Testing: Baseline performance, document all integrations, create
test data sets

* Phase 2 - Migration Testing: Validate data integrity, test rollback procedures, verify
configurations

¢ Phase 3 - Post-Migration Testing: End-to-end functional testing, performance
benchmarking, security validation

¢ Phase 4 - Production Validation: Canary testing, synthetic monitoring, real user monitoring

Test Types and Tools

¢ Functional Testing: Selenium/Cypress for Ul, Postman/REST Assured for APIs, validate all user
workflows

¢ Performance Testing: |Meter/Gatling for load testing, target 120% of peak production load

¢ Chaos Engineering: AWS FIS to inject failures (AZ outage, latency injection, instance
termination)

e Security Testing: AWS Inspector for vulnerability scanning, Prowler for CIS benchmark
compliance

¢ Data Validation: Compare row counts, checksums, and sample queries between source and
target

Performance Validation Script

// CloudWatch metric comparison
const validatePerformance = async () => {
const metrics = ['Latency', 'ErrorRate', 'Throughput'l;
for (let m of metrics) {
const baseline = await getMetric(m, 'onprem?);
const cloud = await getMetric(m, 'cloud');
if (cloud > baseline * 1.2) throw new Error("${m} degraded’);
}
b

Success Criteria

¢ Performance: Response time within 10% of baseline, 99.9% availability
¢ Data Integrity: 100% data accuracy, zero data loss

¢ Functionality: All critical user journeys pass automated tests

e Cost: Operating costs within projected budget (£15%)

e Security: Zero critical vulnerabilities, all compliance requirements met

Continuous Validation



Deploy synthetic canaries using CloudWatch Synthetics for 24/7 monitoring
Implement AWS X-Ray for distributed tracing and anomaly detection

Set up CloudWatch dashboards with KPIs and automated alerting

Conduct weekly review of CloudTrail logs for security audit
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Coding and Debugging

This section presents practical coding challenges and questions about debugging techniques.

1. Write a Python function to flatten a nested list of arbitrary depth.

Flattening Nested Lists
Here's an efficient recursive solution that handles nested lists of any depth:

def flatten(nested_list):
result =[]
for item in nested_list:
if isinstance(item, list):
result.extend(flatten(item))
else:
result.append(item)
return result

Key Points:

e Uses recursion to handle arbitrary nesting depth

¢ isinstance() checks if element is a list

e extend() adds all flattened elements efficiently

e Time complexity: O(n) where n is total elements

2. How would you debug a memory leak in a cloud migration application running in
production?

Memory Leak Debugging Strategy
Step-by-step approach:

¢ Monitor metrics: Use CloudWatch, Datadog, or Prometheus to track memory usage patterns
over time

e Heap dumps: Generate heap dumps using tools like jmap (Java), memory_profiler (Python), or
heapdump (Node.js)

¢ Profiling tools: Use py-spy, guppy3, or objgraph for Python; VisualVM for Java

¢ Check common culprits: Unclosed database connections, event listeners, circular references,
caching without eviction

¢ Enable GC logging: Analyze garbage collection patterns to identify retained objects

e Use APM tools: New Relic, AppDynamics for real-time memory profiling

For containerized apps, monitor container memory limits and OOMKilled events in Kubernetes.

3. Write a function to check if a string is a palindrome, optimized for performance.

Optimized Palindrome Check

Here's a highly efficient two-pointer approach:

def is_palindrome(s):

s = ".join(c.lower() for c in s if c.isalnum())
left, right = 0, len(s) - 1
while left < right:

if s[left] !'= s[right]:

return False

left +=1

right -=1
return True

Optimizations:



Two-pointer technique: O(n/2) comparisons
Single pass for cleaning and checking

Early exit on first mismatch

Space complexity: O(n) for cleaned string

4. Explain how you would implement distributed tracing for debugging microservices
during a cloud migration.

Distributed Tracing Implementation

Core Components:

¢ Instrumentation: Use OpenTelemetry SDK to instrument services with trace context
propagation

¢ Trace ID propagation: Pass trace IDs through HTTP headers (X-Trace-Id, X-Span-Id) across
service boundaries

¢ Span creation: Create spans for each operation with start time, duration, and metadata

¢ Collection: Use Jaeger, Zipkin, or AWS X-Ray as trace collectors

¢ Context injection: Inject trace context into logs for correlation

from opentelemetry import trace
tracer = trace.get tracer(__name_)

with tracer.start_as_current_span('migrate_data'):
# Migration logic here
span = trace.get _current_span()
span.set_attribute('records’, count)

This enables end-to-end request tracking across the migration pipeline.
5. What is monkey patching and when would you use it during cloud migration testing?

Monkey Patching in Migration Testing

Definition: Monkey patching is dynamically modifying or extending code at runtime, typically by
replacing methods or attributes.

Cloud Migration Use Cases:

Mock cloud API calls during testing without hitting actual services
Simulate network failures or latency for resilience testing

Override legacy system behaviors temporarily during phased migrations
Inject monitoring or logging into third-party libraries

import boto3
original_put = boto3.client('s3").put_object

def mock_put(*args, **kwargs):
print(‘Intercepted S3 upload')
return {'"ETag": 'mock-etag'}

boto3.client('s3').put_object = mock_put

Caution: Use sparingly in production; prefer dependency injection for testability.

6. Write a function to reverse a string in-place with O(1) space complexity.

In-Place String Reversal

In Python, strings are immutable, so true in-place reversal isn't possible. However, for mutable
structures like lists:

def reverse_in_place(chars):
left, right = 0, len(chars) - 1
while left < right:
chars[left], chars[right] = chars[right], chars[left]
left +=1
right -=1
return chars



Key Characteristics:

e Two-pointer technique from both ends

¢ O(n) time complexity

e O(1) space complexity (no extra data structures)
¢ Works with character arrays or lists

e For strings: list(s) - reverse - ".join()

7. How do you handle exceptions in asynchronous cloud migration tasks to ensure data
consistency?

Exception Handling in Async Migrations

Best Practices:

¢ Try-except blocks: Wrap async operations with specific exception handlers

¢ Retry logic: Implement exponential backoff with max retries using tenacity or backoff libraries
¢ Dead letter queues: Route failed messages to DLQs (SQS, EventBridge) for later analysis

¢ Idempotency: Use idempotency keys to safely retry operations

¢ Transaction logs: Maintain audit trails of migration state

import asyncio
from tenacity import retry, stop_after_attempt

@retry(stop=stop_after_attempt(3))
async def migrate_record(record):
try:
await upload_to_cloud(record)
except ClientError as e:
await log_failure(record, e)
raise

Always implement circuit breakers to prevent cascade failures.
8. Explain how you would use profiling tools to optimize a slow database migration script.

Database Migration Profiling

Profiling Approach:

cProfile: Profile Python execution to identify bottlenecks

line_profiler: Line-by-line execution time analysis

Query analysis: Use EXPLAIN ANALYZE to examine query plans
Connection pooling: Profile connection overhead with pg_stat activity
Memory profiling: Use memory_profiler to detect data loading issues

import cProfile
import pstats

profiler = cProfile.Profile()

profiler.enable()

migrate_database()

profiler.disable()

stats = pstats.Stats(profiler)
stats.sort_stats('cumulative').print_stats(10)

Common optimizations: Batch inserts, parallel processing, index creation after bulk loads, COPY
instead of INSERT.

9. Write a function to find duplicate records in a large dataset during cloud migration
validation.

Efficient Duplicate Detection

For large datasets, use hash-based approach for O(n) complexity:

def find_duplicates(records, key_func):
seen = {}
duplicates =[]



for record in records:
key = key func(record)
if key in seen:
duplicates.append((seen[key], record))
else:
seen[key] = record
return duplicates

For very large datasets:

e Use streaming with generators to avoid memory issues

¢ Implement Bloom filters for probabilistic duplicate detection

¢ Leverage database GROUP BY with HAVING COUNT(*) > 1

e Use distributed processing (Spark) for multi-TB datasets

10. How would you debug intermittent connection timeouts when migrating data to cloud
storage?

Debugging Intermittent Timeouts

Systematic Debugging Approach:

* Enable debug logging: Set boto3.set stream_logger("') for AWS SDK debug output

¢ Monitor metrics: Track connection pool exhaustion, DNS resolution time, SSL handshake
duration

Network analysis: Use tcpdump or Wireshark to capture packet-level issues

Timeout configuration: Separate connect_timeout from read_timeout

Retry configuration: Implement adaptive retry with jitter

import boto3
from botocore.config import Config

config = Config(

connect_timeout=5,

read_timeout=60,

retries={'max_attempts': 3, 'mode': 'adaptive'}
)

s3 = boto3.client('s3', config=config)

Check: VPC endpoints, NAT gateway limits, security group rules, and cloud provider service health
dashboards.
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Behavioral Questions

These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Tell me about a time when you successfully led a complex cloud migration project from
on-premises to the cloud.

Situation: At my previous company, we had a legacy monolithic application running on physical
data centers with increasing maintenance costs and scalability issues. The infrastructure was 10+
years old and causing frequent downtime.

Task: | was assigned to lead the migration of this critical application to AWS, ensuring zero data loss
and minimal downtime while modernizing the architecture.

Action: | developed a phased migration strategy:

¢ Conducted a comprehensive assessment using AWS Migration Hub and Application Discovery
Service

Created a detailed migration roadmap with 6 phases over 9 months

Implemented a hybrid cloud setup using AWS Direct Connect for secure connectivity
Refactored the monolith into microservices using containers (ECS) and serverless (Lambda)
Set up automated CI/CD pipelines and implemented infrastructure as code using Terraform
Executed parallel runs for 2 weeks to validate functionality before cutover

Result: Successfully migrated with only 4 hours of planned downtime. Achieved 40% cost reduction
in the first year, improved application performance by 60%, and reduced deployment time from
weeks to hours. The CEO presented our case study at an industry conference.

2. Describe a situation where a cloud migration project didn't go as planned. How did you
handle it?

Situation: During a database migration from Oracle on-premises to Amazon RDS, we encountered
unexpected data replication lag issues that threatened our go-live deadline. The lag was
accumulating to several hours instead of the expected minutes.

Task: | needed to identify the root cause quickly and implement a solution without postponing the
migration window, as business stakeholders had already communicated the change to customers.

Action:

e Immediately assembled a war room with database admins, network engineers, and AWS
support

Analyzed CloudWatch metrics and discovered network throughput bottlenecks

Identified that our VPN connection was insufficient for the data volume

Quickly provisioned AWS Direct Connect with higher bandwidth

Implemented AWS Database Migration Service with multi-threaded replication
Optimized large table migrations by partitioning data

Communicated transparently with stakeholders about the 48-hour delay

Result: Resolved the replication lag from hours to under 5 minutes. Completed the migration
successfully within the extended window. Documented lessons learned and created a network
capacity planning checklist that prevented similar issues in 3 subsequent migrations. The incident
became a valuable learning experience for the entire team.

3. Give me an example of how you handled conflicting priorities between different
stakeholders during a cloud migration.

Situation: While migrating an e-commerce platform to Azure, the development team wanted to
modernize to Kubernetes immediately, the finance team demanded the lowest possible costs, and
the security team required extensive compliance controls that would delay the timeline.

Task: | needed to balance these competing interests while keeping the project on track and



maintaining stakeholder satisfaction.
Action:

e Organized a stakeholder alignment workshop to understand each group's core concerns and
constraints

¢ Presented a data-driven analysis showing cost-benefit tradeoffs of different approaches

¢ Proposed a hybrid solution: lift-and-shift to Azure VMs first (phase 1), then containerize
incrementally (phase 2)

¢ Demonstrated how Azure Reserved Instances and Azure Hybrid Benefit would satisfy finance
requirements

¢ Worked with security to implement Azure Policy and Security Center from day one

¢ Created a shared project dashboard with clear metrics for each stakeholder's priorities

e Established bi-weekly steering committee meetings for transparent decision-making

Result: Achieved consensus on the phased approach. Phase 1 completed on time and 15% under
budget. Security compliance audit passed on first attempt. Development team successfully migrated
60% of services to AKS within 6 months of phase 1 completion. All stakeholder groups rated the
project 4.5/5 in the post-migration survey.

4. Tell me about a time when you had to quickly learn a new cloud technology or service
to complete a migration project.

Situation: Mid-way through a GCP migration project, our client decided to implement real-time
analytics on their migrated data. This required using Google Cloud Dataflow and Apache Beam,
technologies | had no prior hands-on experience with.

Task: | had 3 weeks to design and implement a streaming data pipeline that would process millions
of events per day, despite having no Dataflow expertise.

Action:

¢ Dedicated 2-3 hours daily to intensive learning: Google's official documentation, Coursera
courses, and hands-on labs

Built a proof-of-concept pipeline in my personal GCP account using sample data

Engaged with GCP support and joined the Apache Beam Slack community for expert guidance
Paired with a contractor who had Beam experience for knowledge transfer sessions

Applied software engineering best practices | knew: version control, testing, CI/CD
Implemented the pipeline incrementally, starting with batch processing before moving to
streaming

Result: Successfully delivered a production-ready streaming pipeline within the 3-week deadline.
The pipeline processed 5M+ events daily with sub-second latency. Client was impressed with the
quick turnaround. | subsequently became the team's Dataflow expert and trained 4 other engineers.
Created internal documentation and reusable templates that accelerated 2 future projects.

5. Describe a situation where you had to convince leadership to adopt a different cloud
migration strategy than originally planned.

Situation: Leadership had approved a simple lift-and-shift migration to AWS for a legacy .NET
application, expecting quick results and minimal changes. However, my assessment revealed the
application architecture was so tightly coupled to Windows Server features that cloud costs would be
3x higher than on-premises.

Task: | needed to persuade leadership to invest in refactoring the application, which would take 4
additional months and require more upfront investment, despite their preference for speed.

Action:

¢ Built a comprehensive TCO analysis comparing lift-and-shift vs. refactoring over 3 years

¢ Created a detailed cost projection showing lift-and-shift would cost $2.1M vs. $750K for
refactored architecture

¢ Developed a risk assessment highlighting scalability limitations and technical debt of lift-and-
shift

¢ Proposed a hybrid approach: refactor critical components to containers, lift-and-shift non-critical
parts

¢ Presented a compelling business case with ROI calculations and visual dashboards

¢ Arranged a technical demo showing performance improvements of the refactored approach

e Offered to run a 2-week pilot to prove the concept with minimal investment



Result: Leadership approved the refactoring approach after the successful pilot. The project took 6
months total but resulted in 65% cost savings compared to the lift-and-shift projection. Application
performance improved 4x, and we eliminated 80% of Windows licensing costs. Leadership later
acknowledged this decision saved the company over $1M annually.

6. Tell me about a time when you identified and mitigated significant security risks
during a cloud migration.

Situation: During pre-migration assessment for a healthcare company moving to AWS, | discovered
their existing on-premises environment had numerous security vulnerabilities: hardcoded credentials
in code, overly permissive network rules, and no encryption at rest. Simply replicating this to the
cloud would violate HIPAA compliance.

Task: | needed to address these security issues during migration without delaying the project
timeline or overwhelming the development team with too many changes.

Action:

¢ Conducted a comprehensive security audit using AWS Well-Architected Framework and HIPAA
guidelines

¢ Prioritized vulnerabilities into critical (must-fix), high (should-fix), and medium (nice-to-fix)
categories

¢ Implemented AWS Secrets Manager to eliminate hardcoded credentials

Designed a zero-trust network architecture using Security Groups and NACLs with least-privilege

access

Enabled encryption at rest for all RDS databases and S3 buckets using KMS

Set up AWS CloudTrail, GuardDuty, and Security Hub for continuous monitoring

Created automated compliance checks using AWS Config rules

Conducted security training workshops for the development team

Result: Successfully passed HIPAA compliance audit on first attempt with zero critical findings.
Prevented potential data breach that could have resulted in millions in fines. Security posture
improved from 45% to 92% compliance score. The security framework | established became the
company standard for all subsequent cloud projects. Received a company-wide recognition award for
this work.

7. Share an example of how you managed a cloud migration with tight budget
constraints.

Situation: A mid-sized startup needed to migrate their infrastructure from a colocation facility to
GCP, but they had only $50K budget for the entire migration, which was 40% less than my initial
estimate. They were burning cash and needed to reduce infrastructure costs quickly.

Task: | had to complete a comprehensive migration within the limited budget while ensuring
reliability and achieving cost savings that would justify the investment.

Action:

¢ Negotiated with GCP for startup credits and secured an additional $20K in cloud credits

e Prioritized workloads by business impact and migrated in strategic phases

Leveraged open-source tools (Terraform, Ansible) instead of expensive third-party migration
tools

Used preemptible VMs for non-production environments, saving 70% on compute costs
Implemented aggressive right-sizing based on actual usage metrics, not peak capacity
Automated the migration process to reduce manual labor costs

Trained internal team members to handle routine tasks instead of hiring external consultants
Negotiated a committed use discount with GCP for 1-year term

Result: Completed migration within the $50K budget (actually spent $47K). Reduced monthly
infrastructure costs by 55% ($8K to $3.6K). The cost savings paid back the migration investment in
under 6 months. Client was extremely satisfied and referred 2 other startups to our services. |
documented the cost-optimization playbook which became a valuable asset for future budget-
constrained projects.

8. Describe a time when you had to manage team conflicts or performance issues during
a critical migration phase.

Situation: During the cutover weekend of a major Azure migration, two senior engineers had a
heated disagreement about the rollback procedure. One wanted to proceed with the migration



despite minor issues, while the other insisted on rolling back. The tension was affecting team morale
and decision-making during a critical 48-hour window.

Task: | needed to resolve the conflict quickly, make the right technical decision, and keep the team
focused and productive during this high-pressure situation.

Action:

Called an immediate 15-minute team huddle to address the conflict directly

Asked each engineer to present their concerns with specific data and risk assessments
Facilitated a structured discussion focused on facts, not emotions

Reviewed our pre-defined go/no-go criteria established during migration planning

Made a clear decision based on the criteria: proceed with migration but implement additional
monitoring

Assigned specific responsibilities to each engineer to leverage their strengths

e Established 2-hour checkpoint meetings to assess progress and adjust if needed

¢ Privately acknowledged both engineers' concerns and explained the decision rationale

Result: The migration completed successfully within the planned window. Post-mortem revealed the
minor issues were resolved without impacting users. Both engineers appreciated the structured
decision-making approach and later collaborated effectively on subsequent projects. | updated our
migration runbook to include clearer go/no-go criteria and escalation procedures. Team cohesion
actually improved as we established better conflict resolution practices.

9. Tell me about a time when you had to migrate a system with zero downtime
requirements.

Situation: A financial trading platform required migration from on-premises to AWS with absolutely
zero downtime, as even seconds of unavailability could result in millions of dollars in lost trades. The
system processed 50,000 transactions per second during peak hours.

Task: | needed to design and execute a migration strategy that would achieve zero downtime while
maintaining data consistency and meeting strict latency requirements (sub-100ms response times).

Action:

Designed a blue-green deployment strategy with parallel environments
Implemented real-time database replication using AWS DMS with bi-directional sync
Set up AWS Global Accelerator and Route 53 for intelligent traffic routing

Created a gradual traffic shifting plan: 5%, 25%, 50%, 100% over 4 hours

Developed automated health checks and automatic rollback mechanisms

Conducted 3 full dress rehearsals in non-production environments

Positioned team members in different time zones for 24/7 coverage during migration
Implemented comprehensive monitoring with CloudWatch and custom dashboards
Coordinated with network team to ensure redundant connectivity via Direct Connect

Result: Achieved truly zero downtime migration. Transaction processing continued without
interruption throughout the entire cutover. Latency actually improved by 15% due to AWS's global
infrastructure. No data loss or inconsistencies detected. Client was so impressed they became a
reference customer. The migration methodology | developed was adopted as the standard approach
for all high-availability migrations in our organization.

10. Give me an example of how you've mentored or upskilled team members during a
cloud migration project.

Situation: | was leading a cloud migration project where 60% of the team had no cloud experience.
They were skilled infrastructure engineers but had only worked with traditional data centers. The
project's success depended on quickly building the team's cloud competency.

Task: | needed to upskill 8 engineers in AWS technologies while simultaneously delivering the
migration project on schedule, without compromising quality or falling behind.

Action:

¢ Created a structured 6-week learning path covering AWS fundamentals, networking, security,
and automation

¢ Implemented a buddy system pairing experienced cloud engineers with those learning

¢ Organized daily 30-minute knowledge-sharing sessions on specific AWS services

e Assigned progressively complex tasks, starting with simple EC2 migrations, advancing to



complex architectures

¢ Conducted weekly hands-on labs where team members built real AWS solutions

e Encouraged AWS certification and sponsored exam fees for the team

e Established a team wiki documenting lessons learned, best practices, and troubleshooting
guides

¢ Provided constructive code reviews on Infrastructure as Code with detailed feedback

¢ Celebrated learning milestones and created a supportive, blame-free environment

Result: All 8 engineers gained practical AWS skills within 3 months. 6 team members achieved AWS
Solutions Architect Associate certification. Team velocity increased 40% by month 4 as confidence
grew. Two engineers | mentored were promoted to cloud architect roles within a year. The project
finished on time with high quality. Team satisfaction scores improved from 3.2/5 to 4.6/5. The
learning program | created was adopted company-wide for cloud upskilling.
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