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Core Concepts

This section focuses on fundamental principles and advanced concepts that an experienced
developer should master.

1. Explain the architecture of GitLab CI/CD and how the GitLab Runner interacts with the
GitLab server.

GitLab CI/CD Architecture

GitLab CI/CD follows a distributed architecture with three main components:

¢ GitLab Server: Manages repositories, schedules jobs, and stores artifacts. It reads .gitlab-
ci.yml files and creates pipelines.

e GitLab Runner: An agent that executes CI/CD jobs. Runners can be shared, group-specific, or
project-specific.

¢ Executor: The environment where jobs run (Docker, Kubernetes, Shell, etc.).

Interaction Flow

¢ When code is pushed, GitLab Server parses the .gitlab-ci.yml file and creates a pipeline with
jobs.

e The server assigns jobs to available Runners based on tags and runner scope.

e Runners poll the GitLab API (or use long-polling) to request jobs.

The Runner downloads the job payload, executes it in the specified executor, and streams logs

back to the server.

Upon completion, the Runner uploads artifacts and reports the job status.

Runners authenticate using registration tokens and communicate via HTTPS. The architecture
enables horizontal scaling by adding more Runners.

2. How do you optimize GitLab CI/CD pipeline performance for large monorepo projects?

Pipeline Optimization Strategies

¢ Use DAG (Directed Acyclic Graph) pipelines: Define job dependencies with 'needs' keyword
instead of stages to enable parallel execution.

¢ Implement smart caching: Cache dependencies (node_modules, .m2, etc.) with appropriate
cache keys based on lock files.

¢ Leverage artifacts strategically: Only pass necessary files between jobs; set expiration
times to reduce storage.

¢ Enable rules and only/except: Skip unnecessary jobs using rules to check changed files or
branch patterns.

¢ Use Docker layer caching: Configure runners with Docker-in-Docker and enable --cache-from
for image builds.

¢ Implement job parallelization: Use the parallel keyword for test suites and matrix builds.

¢ Optimize Docker images: Use minimal base images and multi-stage builds to reduce pull
times.

¢ Configure runner autoscaling: Use Kubernetes or cloud autoscaling for dynamic runner
provisioning.

test:

needs: [build]

parallel: 5

cache:
key: ${ClI_COMMIT_REF_SLUG}
paths: [node_modules/]

only:
changes: [src/**, tests/**]

3. What are the differences between GitLab's merge request pipelines, merged results



pipelines, and merge trains?

Pipeline Types for Merge Requests

1. Merge Request Pipelines:

e Run on the source branch code only
e Activated with workflow:rules checking CI_PIPELINE_SOURCE == 'merge_request_event'
e Fast but doesn't test integration with target branch

2. Merged Results Pipelines:

¢ Run on a temporary merge of source and target branches

e Detects integration issues before merging

e Requires enabling 'Pipelines for merged results' in project settings
¢ Creates a virtual merge commit for testing

3. Merge Trains:

¢ Queues multiple merge requests and tests them sequentially in merge order
e Each MR is tested on top of previous MRs in the train

¢ Prevents conflicts when multiple MRs target the same branch

¢ Requires merged results pipelines to be enabled first

¢ Automatically merges when pipeline passes

Merge trains are ideal for high-velocity teams to prevent the 'last-one-in-breaks-main' problem
while maintaining fast merge cycles.

4. How do you implement dynamic child pipelines in GitLab, and what are their use cases?

Dynamic Child Pipelines

Dynamic child pipelines allow you to generate pipeline configurations programmatically and
trigger them as downstream pipelines.

Implementation

generate-config:
script:
- python generate_pipeline.py > pipeline.yml|
artifacts:
paths: [pipeline.yml]

child-pipeline:
trigger:
include:
- artifact: pipeline.yml
job: generate-config
strategy: depend

Key Use Cases

¢ Monorepo management: Generate jobs only for changed services/packages

¢ Matrix builds: Create test jobs for multiple OS/version combinations dynamically

¢ Environment-specific deployments: Generate deployment jobs based on infrastructure
state

¢ Conditional complexity: Build complex pipelines based on runtime conditions without
bloating .gitlab-ci.yml

¢ Multi-project orchestration: Coordinate pipelines across multiple projects with generated
configurations

The strategy: depend option makes the parent job status depend on child pipeline success,
enabling proper failure propagation.

5. Explain GitLab's security scanning features and how to integrate SAST, DAST, and
dependency scanning into CI/CD pipelines.

GitLab Security Scanning



GitLab provides integrated security scanning as part of its DevSecOps capabilities:
SAST (Static Application Security Testing)

¢ Analyzes source code for vulnerabilities without executing it
e Supports 15+ languages automatically detected
e Runs in the test stage by default

DAST (Dynamic Application Security Testing)

e Tests running applications for vulnerabilities
e Requires a deployed review app or staging environment
¢ Performs active security probing

Dependency Scanning

¢ |dentifies known vulnerabilities in dependencies
e Scans package manifests and lock files

Implementation

include:
- template: Security/SAST.gitlab-ci.yml
- template: Security/Dependency-Scanning.gitlab-ci.yml
- template: Security/DAST.gitlab-ci.yml

dast:
variables:
DAST_WEBSITE: https://staging.example.com

Results appear in the Security Dashboard and merge request widgets. Vulnerabilities can block
merges using approval rules.

6. What are GitLab CI/CD variables precedence rules, and how do you manage sensitive
variables securely?

Variable Precedence (Highest to Lowest)

Trigger variables: Passed when triggering a pipeline via API or trigger token
Scheduled pipeline variables: Defined in pipeline schedules

Manual pipeline run variables: Set when manually triggering a pipeline
Job variables: Defined in the job definition

Global variables: Defined at the top level of .gitlab-ci.yml

Group variables: Set at the group level

Project variables: Set in project CI/CD settings

Instance variables: Set by GitLab administrators
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Secure Variable Management

¢ Protected variables: Only exposed to protected branches/tags

¢ Masked variables: Hidden in job logs (must meet masking requirements)

¢ File variables: Stored as temporary files instead of environment variables

¢ External secrets: Integrate with HashiCorp Vault, AWS Secrets Manager using JWT tokens

deploy:
secrets:
DATABASE_PASSWORD:

vault: production/db/password@secret
token: $VAULT _TOKEN

7. How do you configure and optimize GitLab Runner executors for different workload
types?

GitLab Runner Executors

1. Docker Executor

¢ Best for: Isolated, reproducible builds



e Optimization: Use Docker layer caching, shared volumes, and pull policies
¢ Config: Set pull_policy = "if-not-present" and enable privileged mode for Docker-in-Docker

2. Kubernetes Executor

e Best for: Cloud-native, autoscaling workloads
¢ Optimization: Configure resource requests/limits, node selectors, and pod annotations
¢ Use namespace per project for isolation

3. Shell Executor

e Best for: Simple scripts, local development
¢ Optimization: Minimal overhead but lacks isolation
e Security risk: Jobs run as runner user

4. Docker+Machine Executor

e Best for: Autoscaling on cloud providers (AWS, GCP, Azure)
¢ Optimization: Configure IdleCount, IdleTime, and MaxBuilds

[[runners]]
executor = "docker"
[runners.docker]
image = "alpine:latest"
privileged = true
pull_policy = "if-not-present"
volumes = ["/cache"]

8. Explain GitLab's Container Registry integration and how to implement multi-stage
Docker builds with caching in CI/CD.

GitLab Container Registry

GitLab provides a built-in Docker registry tied to each project, accessible at
registry.gitlab.com/group/project.

Authentication and Integration

¢ CI/CD jobs automatically authenticate using $CI_REGISTRY_USER and $Cl_REGISTRY_PASSWORD
e Images are scanned for vulnerabilities if Container Scanning is enabled
e Supports cleanup policies to manage storage

Multi-stage Build with Caching

build:
image: docker:latest
services:
- docker:dind
before_script:
- docker login -u $ClI_REGISTRY_USER -p $CI_REGISTRY_PASSWORD $CI_REGISTRY
script:
- docker pull $CI_REGISTRY_IMAGE:cache || true
- docker build --cache-from $ClI_REGISTRY_IMAGE:cache --tag $CI_REGISTRY_IMAGE:$C|_COMMIT_SHA .
- docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

Best Practices

Use BuildKit for improved caching: DOCKER_BUILDKIT=1
Tag images with commit SHA and branch name
Implement cleanup policies to remove old images

Use multi-stage builds to reduce final image size

9. What are GitLab's compliance and audit features, and how do you implement
compliance pipelines?

GitLab Compliance Features

Compliance Frameworks:



¢ Label projects with compliance requirements (SOC2, HIPAA, GDPR)
¢ Enforce specific pipeline configurations
¢ Available in GitLab Ultimate

Audit Events:

e Track all administrative actions and security events
e Stream to external SIEM systems via webhook
¢ Includes user activity, permission changes, and CI/CD modifications

Compliance Pipelines:

¢ Enforce mandatory pipeline stages across all projects in a group
e Cannot be overridden by project maintainers
e Ensures security scans, approval gates, and audit steps

Implementation

# Group-level compliance pipeline
include:
- project: '‘compliance/pipelines'
file: 'security-scans.yml’

security-gate:
stage: .pre
script:
- echo "Mandatory security check"
allow_failure: false

Compliance pipelines are defined at the group level and automatically included in all child projects,
ensuring consistent security and audit controls.

10. How do you implement GitOps workflows using GitLab CI/CD with Kubernetes and
ArgoCD/Flux?

GitOps with GitLab

GitOps principles: Infrastructure and application state declared in Git, with automated
synchronization to clusters.

Architecture

¢ Application Repository: Contains source code and .gitlab-ci.yml
¢ Configuration Repository: Contains Kubernetes manifests or Helm charts
¢ GitOps Operator: ArgoCD or Flux watches config repo and syncs to cluster

Implementation Pattern

build:
script:
- docker build -t $IMAGE:$CI_COMMIT_SHA .
- docker push $IMAGE:$CI_COMMIT_SHA

update-manifest:
script:
- git clone https://gitlab.com/org/k8s-config.git
- cd k8s-config
- sed -i "s|image:.*[image: $IMAGE:$ClI_COMMIT_SHA|" deployment.yaml
- git commit -am "Update to $CI_COMMIT_SHA"
- git push

Benefits

Declarative: All changes tracked in Git history

Automated rollback: Revert Git commits to rollback deployments
Separation of concerns: Cl builds, GitOps operator deploys
Security: No cluster credentials in CI/CD pipelines

Use GitLab's Kubernetes Agent for pull-based deployments with enhanced security.
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Data Structures and Algorithms

Questions in this section test your understanding of how to work with and manipulate data
efficiently.

1. Implement an LRU (Least Recently Used) Cache with O(1) time complexity for both get
and put operations.

LRU Cache requires a combination of a hash map and a doubly linked list. The hash map
provides O(1) access to cache entries, while the doubly linked list maintains the order of usage.

Implementation Strategy:

¢ Use a hash map to store key-node pairs
e Use a doubly linked list where the head is most recently used and tail is least recently used
¢ On get: move accessed node to head
¢ On put: add new node to head, remove tail if capacity exceeded
class LRUCache:
def _init_ (self, capacity):

self.cache = {}

self.capacity = capacity

self.head = Node(0, 0)

self.tail = Node(O0, 0)

self.head.next = self.tail

self.tail.prev = self.head

Time Complexity: O(1) for both get and put operations Space Complexity: O(capacity)

2. Given an array of integers, find all pairs that sum to a target value. What's the most
efficient approach?

Two-pointer technique or hash set are the most efficient approaches depending on whether the
array is sorted.

Hash Set Approach (Unsorted Array):

def find_pairs(arr, target):

seen = set()

pairs =[]

for num in arr:
complement = target - num
if complement in seen:

pairs.append((complement, num))

seen.add(num)

return pairs

Two-Pointer Approach (Sorted Array):

def find_pairs_sorted(arr, target):
left, right = 0, len(arr) - 1
pairs =[]
while left < right:
current_sum = arr[left] + arr[right]

if current_sum == target:
pairs.append((arr[left], arr[right]))
left +=1
right-=1

elif current_sum < target:



left +=1
else:
right -=1
return pairs

Time Complexity: O(n) for hash set, O(n log n) for two-pointer if sorting needed Space
Complexity: O(n) for hash set, O(1) for two-pointer

3. Explain the difference between a stack and a queue, and provide a real-world use case
for each in GitLab's architecture.

Stack (LIFO - Last In First Out):

¢ Elements are added and removed from the same end (top)

e Operations: push(), pop(), peek()

¢ GitLab Use Case: Undo/redo operations in the Web IDE, function call stack in CI/CD pipeline
execution

Queue (FIFO - First In First Out):

e Elements are added at the rear and removed from the front

e Operations: enqueue(), dequeue(), peek()

¢ GitLab Use Case: CI/CD job queue, background job processing with Sidekiq, merge request
processing

class Stack:
def __init_ (self):
self.items =[]
def push(self, item):
self.items.append(item)
def pop(self):
return self.items.pop() if self.items else None

Time Complexity: O(1) for all basic operations in both structures

4. Implement a function to find the maximum sum of a subarray using Kadane's
algorithm. Explain why it's efficient.

Kadane's Algorithm is a dynamic programming approach that finds the maximum sum contiguous
subarray in O(n) time by maintaining the maximum sum ending at each position.

Implementation:

def max_subarray sum(arr):

if not arr:
return 0

max_current = max_global = arr[0]

foriin range(1, len(arr)):
max_current = max(arr[il, max_current + arr[i])
max_global = max(max_global, max_current)

return max_global

Why It's Efficient:

¢ Single pass through the array (O(n) time)

e Constant space O(1)

e At each position, decides whether to extend current subarray or start new one
¢ Avoids checking all possible subarrays (which would be O(n2?) or O(n3))

Key Insight: If the sum of current subarray becomes negative, it's better to start fresh from the
next element. Time Complexity: O(n) Space Complexity: O(1)

5. Design a data structure that supports insert, delete, and getRandom operations all in
O(1) average time complexity.

This requires combining a hash map and a dynamic array (list). The hash map stores value-to-
index mappings, while the array stores the actual values.



Implementation:

class RandomizedSet:
def _init_ (self):
self.data =[]
self.index_map = {}

def insert(self, val):
if val in self.index_map:
return False
self.index_mapl[val] = len(self.data)
self.data.append(val)
return True

Delete Strategy:

Swap the element to delete with the last element
Update the index map for the swapped element
Remove the last element from array

Remove the key from hash map

GetRandom Strategy:

o Generate random index between 0 and len(data)-1
e Return data[random_index]

Time Complexity: O(1) average for all operations Space Complexity: O(n)

6. Explain the sliding window technique and solve: Find the maximum sum of k
consecutive elements in an array.

The sliding window technique is an optimization that converts nested loops into a single loop by
maintaining a window of elements and sliding it across the data structure.

Problem: Maximum Sum of K Consecutive Elements

def max_sum_k consecutive(arr, k):

if len(arr) < k:
return None

window_sum = sum(arr[:k])

max_sum = window_sum

for i in range(k, len(arr)):
window_sum = window_sum - arr[i-k] + arr[i]
max_sum = max(max_sum, window_sum)

return max_sum

How It Works:

e Calculate sum of first k elements

¢ Slide window by removing leftmost element and adding next element

¢ Track maximum sum encountered

¢ Avoids recalculating entire sum for each window

Without Sliding Window: O(n*k) - recalculate sum for each position With Sliding Window: O(n) -
single pass with constant work per element Space Complexity: O(1)

7. What is a Trie (Prefix Tree) and when would you use it? Implement the insert and
search operations.

A Trie is a tree-like data structure that stores strings character by character, sharing common
prefixes. It's ideal for autocomplete, spell checking, and IP routing.

GitLab Use Cases:

¢ Autocomplete for repository names, usernames, or file paths
e Search suggestions in the global search



e Validating branch name patterns
Implementation:

class TrieNode:
def _init_ (self):
self.children = {}
self.is_end = False

class Trie:
def __init__(self):
self.root = TrieNode()

def insert(self, word):
node = self.root
for char in word:
if char not in node.children:
node.children[char] = TrieNode()
node = node.children[char]
node.is_end = True

def search(self, word):
node = self.root
for char in word:
if char not in node.children:
return False
node = node.children[char]
return node.is_end

Time Complexity: O(m) where m is the length of the word Space Complexity: O(n*m) where n is
number of words

8. Implement a function to detect a cycle in a linked list. What's the optimal space
complexity?

The optimal approach is Floyd's Cycle Detection Algorithm (Tortoise and Hare), which uses
two pointers moving at different speeds to detect cycles in O(1) space.

Implementation:

def has_cycle(head):

if not head or not head.next:
return False

slow = head

fast = head

while fast and fast.next:
slow = slow.next
fast = fast.next.next
if slow == fast:

return True
return False

How It Works:

Slow pointer moves one step at a time

Fast pointer moves two steps at a time

If there's a cycle, fast will eventually catch up to slow
If fast reaches None, there's no cycle

Finding Cycle Start:

o After detecting cycle, reset one pointer to head
¢ Move both pointers one step at a time
e They'll meet at the cycle's starting node

Time Complexity: O(n) Space Complexity: O(1) - optimal!



9. Explain the difference between a min-heap and a max-heap. Implement heapify
operation and explain its time complexity.

Min-Heap vs Max-Heap:

¢ Min-Heap: Parent node is always smaller than or equal to children. Root is minimum element.
¢ Max-Heap: Parent node is always greater than or equal to children. Root is maximum element.
e Both are complete binary trees, typically implemented as arrays

Heapify Operation (Min-Heap):

def heapify(arr, n, i):

smallest = i

left=2*i+1

right =2 *i+ 2

if left < n and arr[left] < arr[smallest]:
smallest = left

if right < n and arr[right] < arr[smallest]:
smallest = right

if smallest !'=i:
arrlil, arr[smallest] = arr[smallest], arr[i]
heapify(arr, n, smallest)

GitLab Use Case:

e Priority queue for CI/CD jobs (max-heap for priority)
¢ Finding top K most active repositories (min-heap)
¢ Merge K sorted lists in log(K) time

Time Complexity: O(log n) for single heapify, O(n) to build heap from array Space Complexity:
O(log n) for recursion stack

10. Solve the problem: Merge K sorted linked lists efficiently. What data structure would
you use and why?

The optimal solution uses a min-heap (priority queue) to efficiently track and extract the smallest
element among K lists.

Why Min-Heap?

¢ Always gives the smallest element in O(log K) time
e Better than comparing all K heads repeatedly (which is O(K))
¢ Maintains only K elements in heap at any time

Implementation:
import heapq

def merge_k_lists(lists):
heap =[]
for i, Ist in enumerate(lists):
if Ist:
heapqg.heappush(heap, (Ist.val, i, Ist))
dummy = ListNode(0)
current = dummy
while heap:
val, i, node = heapqg.heappop(heap)
current.next = node
current = current.next
if node.next:
heapq.heappush(heap, (node.next.val, i, node.next))
return dummy.next

Algorithm Steps:

¢ Initialize heap with first node from each list
e Extract minimum, add to result



¢ Insert next node from same list into heap
e Repeat until heap is empty

Time Complexity: O(N log K) where N is total nodes, K is number of lists Space Complexity: O(K)
for the heap
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System Design

These questions evaluate your ability to think about the bigger picture, including architecture,
scalability, and performance.

1. Design a scalable URL shortener service like bit.ly. What are the key components and
how would you handle high traffic?

System Design: URL Shortener

Key Components:

API Gateway: Handle incoming requests for URL shortening and redirection
Application Servers: Stateless servers for business logic

Database: Store URL mappings (short code to long URL)

Cache Layer: Redis/Memcached for frequently accessed URLs

Load Balancer: Distribute traffic across application servers

Architecture Approach:

¢ Short URL Generation: Use base62 encoding (a-z, A-Z, 0-9) with auto-incrementing ID or
hash-based approach

 Database Choice: NoSQL (Cassandra/DynamoDB) for horizontal scalability, or SQL with
sharding

e Caching Strategy: Cache hot URLs (80/20 rule), use LRU eviction policy

e CAP Theorem: Favor availability and partition tolerance (AP) - eventual consistency is
acceptable

¢ Rate Limiting: Prevent abuse using token bucket algorithm

Scalability Considerations:

¢ Horizontal scaling of stateless application servers
¢ Database sharding by hash of short code

e CDN for global distribution
¢ Asynchronous analytics processing

Sample Encoding Logic:

function encodeBase62(id) {
const chars = '0123456789abcdefghijkimnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ;
let result = ";
while (id > 0) {
result = chars[id % 62] + result;
id = Math.floor(id / 62);
}

return result;

}
Estimated Capacity: 7 characters base62 = 62”7 = ~3.5 trillion URLs

2. Design a real-time news feed system like Twitter or Facebook. How would you handle
millions of concurrent users and ensure low latency?

System Design: Real-Time News Feed

Core Components:

Feed Generation Service: Creates personalized feeds
Post Service: Handles new post creation

Fan-out Service: Distributes posts to followers
Timeline Cache: Pre-computed feeds stored in Redis
WebSocket/SSE Servers: Real-time push notifications



e Media Storage: S3/CDN for images and videos
Feed Generation Strategies:

e Fan-out on Write (Push Model): When user posts, write to all followers' feeds immediately.
Good for users with few followers, high read:write ratio

¢ Fan-out on Read (Pull Model): Generate feed on demand by querying followed users. Good
for celebrities with millions of followers

e Hybrid Approach: Use push for regular users, pull for celebrities

Architecture Decisions:

Database: Cassandra for timeline storage (wide column, time-series optimized)
Cache: Redis sorted sets for timeline (score = timestamp)

Message Queue: Kafka for asynchronous fan-out processing

Ranking Algorithm: ML-based relevance scoring (engagement, recency, relationships)

Sample Redis Timeline Structure:

/] Store timeline as sorted set
ZADD user:123:timeline timestampl post_id 1
ZADD user:123:timeline timestamp2 post_id_2

// Retrieve latest 50 posts
ZREVRANGE user:123:timeline 0 49

/! Trim old posts
ZREMRANGEBYRANK user:123:timeline 0 -1001

Scalability: Partition by user ID, use consistent hashing, implement read replicas

3. Design a distributed rate limiting system that can handle 100k requests per second.
Explain your approach to accuracy vs performance trade-offs.

System Design: Distributed Rate Limiter
Rate Limiting Algorithms:

Token Bucket: Tokens added at fixed rate, consumed per request. Allows bursts
Leaky Bucket: Fixed outflow rate, smooths traffic spikes

Fixed Window: Counter per time window, simple but edge case issues

Sliding Window Log: Track timestamps, accurate but memory intensive
Sliding Window Counter: Hybrid approach, good accuracy with efficiency

Distributed Architecture:

¢ Centralized Approach: Redis cluster as single source of truth
¢ Decentralized Approach: Local counters + periodic sync
e Hybrid Approach: Redis for global limits, local cache for performance

Redis-Based Implementation:

// Sliding window counter with Redis
const key = “rate:${userld}:${currentWindow}";
const count = await redis.incr(key);
await redis.expire(key, windowSize);

if (count > limit) {
throw new RateLimitError();

}

return allowed;
Trade-offs:

¢ Accuracy: Centralized Redis = high accuracy but network latency
¢ Performance: Local counters = fast but potential over-limit in distributed system
¢ Recommended: Use Redis with pipelining, Lua scripts for atomic operations

Lua Script for Atomicity:

local current = redis.call('incr', KEYS[1])



if current == 1 then
redis.call('expire', KEYS[1], ARGV[1])

end

if current > tonumber(ARGV[2]) then
return O

end

return 1

Scalability: Redis cluster with hash slots, rate limit by user/IP/API key

4. Design a distributed cache system. How would you handle cache invalidation,
consistency, and the thundering herd problem?

System Design: Distributed Cache

Architecture Components:

Cache Nodes: Redis/Memcached cluster

Consistent Hashing: Distribute keys across nodes

Cache Aside Pattern: Application manages cache population
Write-Through/Write-Behind: Cache updated on writes
Replication: Master-slave for high availability

Cache Invalidation Strategies:

TTL (Time To Live): Automatic expiration, simple but may serve stale data
Write-Through Invalidation: Update cache on database write
Event-Based Invalidation: Pub/Sub to notify cache invalidation
Version-Based: Include version in cache key

Thundering Herd Solutions:

Problem: Cache expires, multiple requests hit database simultaneously
Solution 1 - Lock: First request gets lock, others wait

Solution 2 - Probabilistic Early Expiration: Refresh before actual expiry
Solution 3 - Request Coalescing: Merge concurrent identical requests

Lock-Based Prevention:

async function getWithLock(key) {
let value = await cache.get(key);
if (value) return value;

const lock = await acquireLock(key, 5000);
if (lock) {

value = await db.query(key);

await cache.set(key, value, 3600);

await releaselock(key);
}

return value;

}
Consistency Models:

¢ Strong Consistency: Synchronous cache invalidation, higher latency
¢ Eventual Consistency: Async invalidation, better performance
¢ Trade-off: Most systems choose eventual consistency with short TTL

5. Design a video streaming platform like YouTube. How would you handle video
encoding, storage, and adaptive bitrate streaming for millions of users?

System Design: Video Streaming Platform

Core Components:

Upload Service: Handle video file uploads

Transcoding Service: Convert videos to multiple formats/resolutions
Storage: Distributed object storage (S3, GCS)

CDN: Edge caching for low-latency delivery

Metadata Service: Store video info, thumbnails, analytics



¢ Streaming Service: Serve video chunks via HLS/DASH
Video Processing Pipeline:

Step 1: Upload to temporary storage, generate upload ID
Step 2: Queue transcoding job (SQS/Kafka)

Step 3: Transcode to multiple bitrates (360p, 720p, 1080p, 4K)
Step 4: Generate thumbnails and preview

Step 5: Store chunks in object storage

Step 6: Update metadata and mark as available

Adaptive Bitrate Streaming (ABR):

Protocol: HLS (HTTP Live Streaming) or MPEG-DASH
Segmentation: Break video into 2-10 second chunks
Manifest File: M3U8 playlist with available qualities

Client Logic: Monitor bandwidth, switch quality dynamically

Sample HLS Manifest:

#EXTM3U
#EXT-X-STREAM-INF:BANDWIDTH=800000,RESOLUTION=640x360
360p.m3u8
#EXT-X-STREAM-INF:BANDWIDTH=2000000,RESOLUTION=1280x720
720p.m3u8
#EXT-X-STREAM-INF:BANDWIDTH=5000000,RESOLUTION=1920x1080
1080p.m3u8

Storage Strategy:

Hot Storage: Recently uploaded/popular videos on SSD
Warm Storage: Standard S3 for regular access

Cold Storage: Glacier for archival

Replication: Multi-region for disaster recovery

Scalability: Distributed transcoding workers, CDN for 95%+ cache hit rate, separate read/write
paths

6. Design a distributed search engine like Elasticsearch. How would you handle indexing,
querying, and ranking at scale?

System Design: Distributed Search Engine
Architecture Components:

Indexing Service: Process and index documents
Index Storage: Inverted index data structure
Query Service: Parse and execute search queries
Ranking Service: Score and rank results

Shard Manager: Distribute index across nodes
Replication Manager: Maintain index replicas

Inverted Index Structure:

¢ Concept: Map terms to document IDs containing them

e Example: 'python' -> [docl, doc3, doc7]

e Storage: Term dictionary + postings list

¢ Optimization: Compression, skip lists for faster intersection

Sharding Strategy:

¢ Document-Based Sharding: Distribute documents across shards by hash/range

¢ Term-Based Sharding: Distribute terms (less common, communication overhead)
¢ Recommended: Document-based with consistent hashing

¢ Replication: Primary-replica model for fault tolerance

Query Processing Flow:

1. Parse query: 'machine learning python'
2. Tokenize: ['machine’, 'learning’, ‘python’']
3. Scatter to all shards



4. Each shard finds matching docs
5. Gather results from all shards
6. Merge and rank globally

7. Return top K results

Ranking Algorithm:

TF-IDF: Term frequency X Inverse document frequency
BM25: Improved probabilistic ranking function
PageRank: Link-based authority scoring

Machine Learning: Learning to rank with features

CAP Theorem Trade-offs:

¢ Choice: AP (Availability + Partition Tolerance)
¢ Reasoning: Eventual consistency acceptable, search must stay available
¢ Implementation: Async replication, read from any replica

Performance Optimization: Caching hot queries, query result caching, filter caching, field data
caching

7. Design a ride-sharing platform like Uber. How would you handle real-time location
tracking, driver-rider matching, and surge pricing?

System Design: Ride-Sharing Platform
Core Services:

Location Service: Track driver and rider positions
Matching Service: Connect riders with nearby drivers
Trip Service: Manage trip lifecycle

Pricing Service: Calculate fares and surge pricing
Payment Service: Process transactions

Notification Service: Real-time updates via WebSocket

Location Tracking Architecture:

Client: Mobile app sends GPS coordinates every 4-5 seconds
Gateway: WebSocket servers for persistent connections
Storage: Redis for active driver locations (geospatial data)
Database: Cassandra for trip history and analytics

Geospatial Indexing:

Approach 1 - Geohash: Encode lat/Ing into string, prefix matching for proximity
Approach 2 - QuadTree: Recursively divide map into quadrants

Approach 3 - S2 Geometry: Google's library, used by Uber

Redis Implementation: GEOADD and GEORADIUS commands

Redis Geospatial Operations:

/] Add driver location
GEOADD drivers:active Ing lat driver_id

/! Find drivers within 5km radius
GEORADIUS drivers:active Ing lat 5 km WITHDIST

// Update location
GEOADD drivers:active new_Ing new_lat driver_id

Driver-Rider Matching Algorithm:

Step 1: Find available drivers within radius (expand if none found)
Step 2: Score drivers by: distance, rating, acceptance rate, direction
Step 3: Send request to top 3-5 drivers simultaneously

Step 4: First to accept wins, cancel others

Surge Pricing:

e Trigger: Demand > Supply in geohash region
¢ Calculation: Multiplier = f(pending_requests, active_drivers, historical _data)



¢ Implementation: Real-time analytics on Kafka streams
e Storage: Cache current multipliers in Redis by region

Scalability: Partition by geographic region, stateless services, event-driven architecture with Kafka

8. Design a distributed job scheduler like Airflow or Kubernetes Cronjob. How would you
ensure reliability, handle failures, and prevent duplicate executions?

System Design: Distributed Job Scheduler

Core Components:

Scheduler Service: Determine when jobs should run
Job Queue: Store pending jobs (RabbitMQ/Kafka)
Worker Pool: Execute jobs

State Store: Track job status (PostgreSQL/MongoDB)
Coordinator: Leader election and task distribution
Monitoring: Track execution metrics and failures

Scheduling Strategies:

¢ Cron-based: Time-triggered jobs (daily, hourly, etc.)
¢ DAG-based: Dependency graphs (Airflow style)

¢ Event-driven: Triggered by external events

¢ Priority Queue: High-priority jobs execute first

Preventing Duplicate Execution:

Problem: Multiple schedulers might trigger same job

Solution 1 - Distributed Lock: Acquire lock before execution

Solution 2 - Idempotency Key: Database constraint on job_id + execution_time
Solution 3 - Leader Election: Single active scheduler using Zookeeper/etcd

Distributed Lock Implementation:

async function executejob(jobld, timestamp) {
const lockKey = “lock:${jobld}:${timestamp} ;
const acquired = await redis.set(

lockKey, workerld, 'NX', 'EX', 300

);

if ('acquired) return; // Another worker got it

await runjob(jobld);
await redis.del(lockKey);

}
Failure Handling:

Retry Logic: Exponential backoff with max attempts
Dead Letter Queue: Failed jobs after max retries
Timeout: Kill jobs exceeding time limit

Circuit Breaker: Pause scheduling if system unhealthy
Checkpointing: Save progress for long-running jobs

State Transitions:

e SCHEDULED - QUEUED - RUNNING - SUCCESS/FAILED
e Store state with timestamp and worker ID
¢ Use optimistic locking for state updates

Scalability: Horizontal worker scaling, partition jobs by priority/type, use message queue for
decoupling

9. Design a notification system that supports multiple channels (email, SMS, push, in-
app). How would you ensure delivery, handle rate limits, and prioritize notifications?

System Design: Multi-Channel Notification System

Architecture Components:



¢ API Gateway: Receive notification requests

¢ Notification Service: Route to appropriate channel

¢ Channel Services: Email, SMS, Push, In-app handlers

e Template Service: Manage notification templates

¢ Queue System: Buffer and prioritize notifications (Kafka/SQS)
¢ Delivery Tracker: Monitor delivery status

¢ User Preference Service: Store user notification settings

Message Flow:

Step 1: API receives notification request with user_id, type, priority
Step 2: Check user preferences (opted out channels, quiet hours)
Step 3: Apply template and personalization

Step 4: Enqueue to appropriate channel queue(s)

Step 5: Workers consume and send via provider APIs

Step 6: Track delivery status and retry failures

Priority Queue Structure:

// Kafka topics by priority
topic: notifications.critical
topic: notifications.high
topic: notifications.medium
topic: notifications.low

// Consumer groups per channel
group: email-workers

group: sms-workers

group: push-workers

Rate Limiting Strategy:

¢ Provider Limits: SMS providers limit messages/second

¢ User Limits: Don't spam users (max N per hour)

¢ Implementation: Token bucket per user and per provider
e Backpressure: Slow consumption when approaching limits

Channel Selection Logic:

function selectChannels(user, notifType) {
const prefs = getUserPreferences(user);
const channels =[];

if (notifType === 'CRITICAL') {
channels.push('SMS', 'PUSH', 'EMAIL");

} else if (prefs.email && lisQuietHours(user)) {
channels.push('EMAIL');

}

return channels;

}

Delivery Guarantees:

At-least-once: Retry on failure, may duplicate

Idempotency: Use unique notification_id to prevent duplicates
Retry Policy: Exponential backoff, max 3 attempts

Dead Letter Queue: Failed notifications for manual review

Monitoring: Track delivery rates, latency per channel, failure reasons, user engagement metrics

10. Design a distributed file storage system like Google Drive or Dropbox. How would you

handle file synchronization, conflict resolution, and versioning?

System Design: Distributed File Storage

Core Components:

¢ Upload Service: Handle file uploads with chunking
¢ Metadata Service: Store file info, permissions, hierarchy
¢ Block Storage: Store file chunks (S3, distributed file system)



e Sync Service: Detect changes and propagate
¢ Notification Service: Real-time updates to clients
¢ Version Control: Maintain file history

File Upload Strategy:

Chunking: Split files into 4MB blocks

Deduplication: Hash each chunk (SHA-256), store once if duplicate
Delta Sync: Upload only changed chunks

Resumable: Track uploaded chunks, resume on failure
Compression: Compress before upload

Metadata Structure:

file_id: 'uuid’,
name: 'document.pdf’,
parent folder_id: 'folder_uuid’,
chunks: ['hashl', 'hash2', 'hash3'],
version: 5,
modified_at: timestamp,
modified_by: 'user_id’,
size: 12582912
}

Synchronization Approach:

Client Watcher: Monitor file system events (create, modify, delete)
Change Detection: Compare local state with server metadata
Polling: Periodic sync for offline changes

Long Polling/WebSocket: Server pushes updates to clients
Version Vector: Track last known version per device

Conflict Resolution:

Last Write Wins: Simple but may lose data

Operational Transformation: Merge concurrent edits (complex)

Version Branching: Create conflicted copies for user resolution

Recommended: Automatic merge for non-overlapping changes, manual for conflicts

Conflict Detection Logic:

if (serverVersion > clientVersion) {
if (clientHasLocalChanges) {
createConflictedCopy();
downloadServerVersion();
} else {
downloadServerVersion();
}
}

Versioning:

e Storage: Keep metadata for last N versions

¢ Chunks: Reuse unchanged chunks across versions

¢ Garbage Collection: Delete old versions after retention period

¢ Restore: Rebuild file from version metadata + chunks

Scalability: Shard metadata by user _id, replicate blocks across regions, CDN for downloads,
eventual consistency model
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Coding and Debugging

This section presents practical coding challenges and questions about debugging techniques.

1. How would you flatten a nested list in Python without using external libraries?

Flattening a Nested List

You can use recursion or iteration with a stack to flatten nested lists. Here's a recursive
approach:

def flatten(nested_list):
result =[]
for item in nested_list:
if isinstance(item, list):
result.extend(flatten(item))
else:
result.append(item)
return result

print(flatten([1, [2, 3], [[4], 5]11))
# Output: [1, 2, 3, 4, 5]

For an iterative approach, use a stack to avoid recursion depth issues with deeply nested
structures.

2. Write a function to check if a string is a palindrome, considering only alphanumeric
characters and ignoring case.

Palindrome Check

Use two pointers from both ends, skipping non-alphanumeric characters:

def is_palindrome(s):
left, right = 0, len(s) - 1
while left < right:
while left < right and not s[left].isalnum():

left +=1
while left < right and not s[right].isalnum():
right-=1

if s[left].lower() != s[right].lower():
return False
left, right = left + 1, right - 1
return True

This solution has O(n) time complexity and O(1) space complexity.

3. How do you reverse a string in-place in languages like C or C++, and why is it different
in Python?

In-Place String Reversal

In C/C++, strings are mutable character arrays, so you can swap characters in-place:

void reverse(char* str) {
int left = 0, right = strlen(str) - 1;
while (left < right) {
char temp = str[left];
strileft++] = strlright];
strlright--] = temp;
}



}

In Python, strings are immutable, so you cannot modify them in-place. You must create a new
string: reversed_str = original[::-1] or use ".join(reversed(original)).

4. What debugging tools and techniques do you use for troubleshooting production issues
in GitLab CI/CD pipelines?

Debugging GitLab CI/CD Pipelines

e CI_DEBUG_TRACE: Set this variable to true to enable verbose logging of all commands
executed

artifacts and reports: Preserve logs, test results, and build outputs for post-mortem analysis
script debugging: Add set -x in bash scripts to trace execution

interactive debugging: Use gitlab-runner exec locally to test jobs

job logs: Examine detailed job logs in GitLab Ul with timestamps

environment variables: Print variables using export or printenv to verify configuration

retry and timeout: Configure appropriate retry logic and timeouts to handle transient failures

5. Explain memory profiling techniques and tools you would use to identify memory leaks
in a Python application.

Memory Profiling in Python

e memory_profiler: Line-by-line memory usage with @profile decorator

¢ tracemalloc: Built-in module to trace memory allocations and find top consumers
¢ objgraph: Visualize object references and find circular references causing leaks

¢ gc module: Use gc.get objects() to inspect all tracked objects

e pympler: Provides detailed memory summaries and tracks object growth over time

import tracemalloc
tracemalloc.start()
# Your code here
snapshot = tracemalloc.take_snapshot()
top_stats = snapshot.statistics('lineno')
for stat in top_stats[:51]:

print(stat)

6. How do you implement custom exception handling in Python, and what are best
practices for exception hierarchies?

Custom Exception Handling

Create custom exception classes by inheriting from Exception or more specific base exceptions:

class GitLabAPIError(Exception):
def _init_ (self, message, status_code=None):
self.message = message
self.status_code = status_code
super().__init_ (self.message)

try:
raise GitLabAPIError('Pipeline failed', 500)
except GitLabAPIError as e:
print(f'Error: {e.message}, Code: {e.status code}')

Best practices:

¢ Create exception hierarchies for different error categories
¢ Include relevant context in exception attributes

¢ Use specific exceptions rather than generic ones

¢ Document exceptions in docstrings

7. What is monkey patching and when would you use it? Provide an example in the
context of testing GitLab API integrations.

Monkey Patching



Monkey patching is dynamically modifying or extending code at runtime. It's useful for testing to
mock external dependencies:

import gitlab

def mock_get_project(self, project_id):
return {'id": project_id, 'name': 'Test Project'}

# Monkey patch the GitLab client
gitlab.Gitlab.projects.get = mock_get_project

gl = gitlab.Gitlab('https://gitlab.com’, 'token")
project = gl.projects.get(123)
print(project['name']) # 'Test Project

Use cases: Mocking external APIs, hotfixing third-party libraries, testing. Caution: Can make code
harder to maintain and debug.

8. How would you implement a rate limiter for API calls in Python to respect GitLab API
rate limits?

Rate Limiter Implementation

Use a token bucket algorithm or sliding window approach:

import time
from collections import deque

class RateLimiter:
def __init__ (self, max_calls, period):
self.max_calls = max_calls
self.period = period
self.calls = deque()

def allow_request(self):

now = time.time()

while self.calls and self.calls[0] < now - self.period:
self.calls.popleft()

if len(self.calls) < self.max_calls:
self.calls.append(now)
return True

return False

For production, consider using Redis for distributed rate limiting across multiple instances.

9. Explain the difference between shallow and deep copying in Python, and when each
should be used.

Shallow vs Deep Copy

Shallow copy creates a new object but references nested objects:

import copy

original = [[1, 2], [3, 411

shallow = copy.copy(original)
shallow[0][0] = 99

print(original) # [[99, 2], [3, 4]] - modified!

Deep copy recursively copies all nested objects:
deep = copy.deepcopy(original)

deep[0][0] = 88

print(original) # [[99, 2], [3, 4]] - unchanged

Use shallow copy for simple objects or when you want to share nested references. Use deep copy
for complete independence, but note it's slower and may fail with circular references.

10. How would you debug a deadlock situation in a multi-threaded Python application
interacting with GitLab's API?



Debugging Deadlocks

Techniques to identify and resolve deadlocks:

e Thread dumps: Use faulthandler module or send SIGQUIT to dump all thread stacks
threading module: Use threading.enumerate() to list all threads and their states

timeout on locks: Use lock.acquire(timeout=5) instead of blocking indefinitely

lock ordering: Always acquire locks in the same order across all threads

deadlock detection: Implement timeout mechanisms and logging around lock acquisitions

import threading
import faulthandler
faulthandler.enable()

lockl = threading.Lock()

if lockl.acquire(timeout=5):
# Critical section
lockl.release()

else:
print(‘Timeout acquiring lock")
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Behavioral Questions

These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Tell me about a time when you had to debug a critical production issue in a GitLab
CI/CD pipeline.

Situation: Our production deployment pipeline failed during a critical release window, blocking a
security patch from reaching production.

Task: | needed to identify the root cause quickly and restore the pipeline functionality within 30
minutes to meet our SLA.

Action: | accessed the GitLab CI/CD logs, identified a failing Docker image build due to a registry
authentication issue, temporarily switched to a backup registry, and updated the .gitlab-ci.yml
configuration. | also implemented retry logic for registry connections.

Result: The pipeline was restored in 18 minutes, the security patch deployed successfully, and |
documented the incident with preventive measures that reduced similar failures by 85% over the
next quarter.

2. Describe a situation where you had to optimize a slow GitLab CI/CD pipeline.

Situation: Our main application pipeline was taking 45 minutes to complete, causing developer
frustration and delaying feedback cycles.

Task: | was assigned to reduce the pipeline execution time by at least 50% without compromising
test coverage or deployment safety.

Action: | analyzed the pipeline stages, implemented parallel job execution, utilized GitLab's caching
mechanism for dependencies, optimized Docker layer caching, and split large test suites into smaller
parallel jobs. | also moved non-critical tests to scheduled pipelines.

Result: Pipeline execution time dropped to 12 minutes (73% reduction), developer satisfaction
scores improved by 40%, and we maintained 100% test coverage while increasing deployment
frequency from 3 to 8 times per day.

3. Give an example of how you handled a conflict with a team member regarding GitLab
workflow or branching strategy.

Situation: A senior developer insisted on using a trunk-based development approach while |
advocated for GitLab Flow with feature branches for our distributed team.

Task: | needed to resolve the disagreement constructively and establish a workflow that would work
for our entire team of 12 developers across 3 time zones.

Action: | organized a meeting where both of us presented our approaches with pros and cons. |
created a comparison matrix showing merge frequency, code review effectiveness, and rollback
capabilities. We ran a two-week trial with each approach on different projects and gathered team
feedback.

Result: The data showed GitLab Flow reduced merge conflicts by 60% and improved code review
participation. The senior developer agreed to adopt it, and we documented the workflow in our team
handbook. Team velocity increased by 25% over the next sprint.

4. Tell me about a time when you implemented a new GitLab feature or tool that
significantly improved your team's workflow.

Situation: Our team struggled with manual security scanning and compliance checks, causing
delays in releases and occasional security vulnerabilities reaching production.

Task: | needed to automate security and compliance checks without adding significant overhead to



the development process.

Action: | implemented GitLab's built-in SAST, DAST, and dependency scanning features into our
Cl/CD pipeline. | configured custom rules for our compliance requirements, set up automated merge
request approvals based on scan results, and created dashboards for security metrics. | also
conducted training sessions for the team.

Result: We detected and fixed 23 vulnerabilities in the first month that would have reached
production. Compliance audit time reduced from 2 days to 2 hours, and we achieved 100% security
scan coverage across all projects. Management approved budget for GitLab Ultimate based on these
results.

5. Describe a situation where you had to mentor junior developers on GitLab best
practices.

Situation: Three junior developers joined our team and were unfamiliar with GitLab's advanced
features, causing inconsistent commit practices, broken pipelines, and poor merge request quality.

Task: | was assigned as their mentor to bring them up to speed within one month while maintaining
my regular development responsibilities.

Action: | created a structured learning plan covering GitLab fundamentals, CI/CD concepts, and our
team's specific workflows. | conducted weekly hands-on workshops, performed pair programming
sessions, and implemented a buddy system for merge request reviews. | also created documentation
and video tutorials for reference.

Result: All three junior developers became proficient within 3 weeks, their merge request rejection
rate dropped from 60% to 15%, and they began contributing to pipeline improvements. Two of them
later trained additional team members using my materials, creating a sustainable knowledge
transfer process.

6. Tell me about a time when you had to make a difficult technical decision regarding
GitLab infrastructure or architecture.

Situation: Our self-hosted GitLab instance was experiencing performance degradation with 200+
users, frequent timeouts, and our PostgreSQL database was reaching capacity limits.

Task: | needed to decide between scaling our existing infrastructure, migrating to GitLab.com, or
implementing a distributed GitLab architecture, each with different cost and complexity implications.

Action: | conducted a thorough analysis of our usage patterns, growth projections, and costs for
each option. | set up a proof-of-concept with GitLab Geo for distributed architecture, benchmarked
performance improvements, and presented findings with 3-year TCO calculations to leadership. | also
surveyed the engineering team for their preferences.

Result: We implemented a distributed GitLab architecture with Geo, reducing latency by 70% for
remote teams, improving availability to 99.9%, and accommodating 3x user growth. The solution
cost 30% less than migrating to GitLab.com while maintaining full control over our data.

7. Describe a situation where a GitLab deployment or migration you managed didn't go as
planned.

Situation: During a major GitLab version upgrade from 13.x to 14.x, we encountered an unexpected
database migration failure that caused a 3-hour production outage.

Task: | needed to quickly restore service, complete the upgrade safely, and prevent similar incidents
in future upgrades.

Action: | immediately initiated our rollback procedure to restore the previous version and service
availability. | analyzed the migration logs, identified an incompatible custom database index, and
coordinated with GitLab support. | then created a detailed upgrade plan with a staging environment
that exactly mirrored production, tested the migration multiple times, and scheduled the upgrade
during a maintenance window with full team backup.

Result: The second upgrade attempt succeeded flawlessly in 45 minutes. | documented the lessons
learned and implemented a mandatory staging validation process for all future upgrades. We've
completed 6 subsequent major upgrades with zero unplanned downtime, and my upgrade checklist
was adopted company-wide.



8. Give an example of how you've used GitLab to improve collaboration between
development and operations teams.

Situation: Our development and operations teams worked in silos, leading to deployment delays,
frequent production issues, and finger-pointing when problems occurred.

Task: | was tasked with improving collaboration and implementing DevOps practices using GitLab as
the central platform.

Action: | implemented GitLab's environment management and deployment tracking features,
created shared dashboards showing deployment status and metrics, established automated
notifications for both teams, and introduced ChatOps integration with Slack. | also organized weekly
cross-functional retrospectives and made infrastructure code reviewable by both teams in GitLab.

Result: Deployment frequency increased from weekly to daily, mean time to recovery decreased
from 4 hours to 30 minutes, and cross-team collaboration score improved from 4.2 to 8.7 out of 10.
Both teams reported better visibility and shared ownership, and we reduced production incidents by
65% over six months.

9. Tell me about a time when you had to balance speed of delivery with code quality and
security in your GitLab workflows.

Situation: Business stakeholders demanded faster feature releases while our security team insisted
on more rigorous checks after a minor security incident, creating tension between speed and safety.

Task: | needed to design a GitLab workflow that satisfied both requirements without compromising
either speed or security.

Action: | implemented a tiered pipeline approach with fast feedback loops for developers (unit tests
and linting in under 5 minutes) and parallel security scanning that didn't block initial testing. |
configured automatic merge for low-risk changes passing all checks, manual approval for medium-
risk changes, and security team review for high-risk changes. | also implemented feature flags for
safer production rollouts.

Result: Average merge time for low-risk changes dropped from 4 hours to 15 minutes, while
security scan coverage reached 100%. We deployed 3x more frequently without any security
incidents. Both business and security stakeholders were satisfied, and the workflow became a
template for other teams.

10. Describe a situation where you had to troubleshoot and resolve a complex GitLab
Runner issue.

Situation: Our GitLab Runners were experiencing intermittent failures with Docker-in-Docker builds,
causing random pipeline failures that developers couldn't reproduce locally, affecting 30% of builds.

Task: | needed to identify the root cause of these intermittent failures and implement a permanent
solution to restore pipeline reliability.

Action: | enabled detailed logging on the runners, discovered resource contention issues during
peak hours, and identified that our runner configuration had insufficient Docker daemon memory
limits. | implemented runner autoscaling using GitLab Runner with AWS EC2 spot instances,
configured proper resource limits, and set up monitoring with Prometheus and Grafana to track
runner health and performance metrics.

Result: Pipeline failure rate dropped from 30% to under 2%, build times improved by 40% during
peak hours due to better resource availability, and infrastructure costs decreased by 35% using spot
instances. | documented the configuration and monitoring setup, which was adopted across all
engineering teams supporting 50+ runners.
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