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Core Concepts

This section focuses on fundamental principles and advanced concepts that an experienced
developer should master.

1. Explain the lifecycle of a DAG execution in Apache Airflow, from scheduling to task
completion.

DAG Execution Lifecycle

The lifecycle of a DAG execution in Airflow involves multiple components working together:

¢ Scheduler Process: Continuously parses DAG files from the dags folder, creates DagRun
instances based on schedule_interval, and queues Tasklnstances that are ready to run

¢ Executor: Receives queued tasks from the scheduler and assigns them to workers (behavior
varies by executor type)

o Worker: Executes the actual task logic, updates task state in the metadata database

¢ Metadata Database: Stores all state information including DagRun status, Taskinstance
states, and execution history

¢ State Transitions: Tasks move through states: none - scheduled —» queued - running —»
success/failed/skipped

The scheduler continuously monitors for completed tasks to trigger downstream dependencies. The
webserver reads from the metadata database to display real-time execution status.

2. What are the key differences between LocalExecutor, CeleryExecutor, and
KubernetesExecutor? When would you choose each?

Executor Comparison

LocalExecutor:

e Runs tasks as subprocesses on the same machine as the scheduler

e Supports parallelism through multiprocessing

e Best for: Development, small-scale production with single-node deployments
¢ Limitations: Single point of failure, limited horizontal scalability

CeleryExecutor:

¢ Distributes tasks across multiple worker nodes using Celery distributed task queue

e Requires message broker (Redis/RabbitMQ) for task distribution

e Best for: Multi-node production environments with predictable workloads

¢ Advantages: Proven stability, persistent worker pools, good for steady-state workloads

KubernetesExecutor:

e Spawns each task in a dedicated Kubernetes pod

¢ Dynamic resource allocation per task

¢ Best for: Cloud-native deployments, variable workloads, task isolation requirements

¢ Advantages: Resource efficiency, task-level resource specification, automatic scaling

3. How does XCom work internally, and what are its limitations? How would you handle
large data transfers between tasks?

XCom Mechanism and Limitations

How XCom Works:

XCom (cross-communication) stores small messages in the metadata database
Tasks push data using task_instance.xcom_push(key, value) or by returning values
Downstream tasks pull data using task_instance.xcom_pull(task_ids, key)

Data is serialized (pickle by default) and stored in the xcom table



Key Limitations:

¢ Database size constraints (typically limited to a few MB per value)
¢ Performance degradation with large payloads
¢ Not designed for passing datasets or large objects

Best Practices for Large Data:

e Store data in external systems (53, GCS, HDFS) and pass only references/URIs via XCom
¢ Use intermediate storage with custom XCom backends
¢ Implement custom XCom serialization for specific data types

def extract_task():
# Write to S3
s3_path = write_to s3(data)
return s3_path # Only path via XCom

def transform_task(**context):
s3_path = context['ti']l.xcom_pull(task_ids="extract')
data = read_from_s3(s3_path)

4. Explain the concept of DAG serialization and why it was introduced. How does it
improve Airflow performance?

DAG Serialization

What is DAG Serialization:

Introduced in Airflow 2.0, DAG serialization converts DAG objects into JSON format and stores them
in the metadata database. The webserver and other components read from this serialized
representation instead of parsing Python DAG files directly.

Why It Was Introduced:

e Security: Prevents arbitrary code execution in the webserver by eliminating the need to import
DAG files

¢ Performance: Webserver no longer needs a copy of all DAG files or their dependencies

e Simplified Deployment: DAG files only need to exist where the scheduler runs

* Reduced Parsing Load: Only the scheduler parses DAGs; webserver reads pre-serialized
versions

Performance Benefits:

¢ Faster webserver startup and Ul responsiveness

¢ Reduced memory footprint on webserver instances

¢ Better horizontal scaling of webservers

¢ Elimination of DAG parsing bottlenecks in multi-component architectures

Enable with: store_serialized_dags = True in airflow.cfg (default in Airflow 2.0+)

5. What are Dynamic Task Mapping (TaskFlow API 2.3+) and how does it differ from
traditional task generation patterns?

Dynamic Task Mapping

Traditional Approach (Pre-2.3):

foriin range(10):
task = PythonOperator(
task_id=f'process_{i}',
python_callable=process func
)

upstream >> task >> downstream
This creates tasks at DAG parse time, requiring code changes to modify task count.
Dynamic Task Mapping (2.3+):

@task
def get_items():



return [1, 2, 3, 4, 5]

@task
def process_item(item):
return item * 2

results = process_item.expand(item=get_items())
Key Differences:

¢ Runtime Generation: Tasks are created at runtime based on upstream task output, not parse
time

e Dynamic Parallelism: Number of parallel tasks determined by data, not hardcoded

¢ Better Ul: Mapped tasks are grouped in the Ul for better visualization

¢ Reduced DAG Complexity: Eliminates complex loop-based task generation logic

Use Cases: Processing variable-length lists, fan-out patterns, data-driven parallelism

6. How do Sensors work in Airflow? Explain the difference between poke and reschedule
modes and their impact on resources.

Airflow Sensors

How Sensors Work:

Sensors are special operators that wait for a condition to be met (file existence, database record,
external system state). They repeatedly check the condition until success, timeout, or failure.

Poke Mode:

e Sensor holds a worker slot and continuously checks the condition at specified intervals
e Worker remains occupied during the entire sensing period

e Configuration: mode='poke’', poke_interval=60

* Pros: Lower latency when condition becomes true, simpler state management

¢ Cons: Wastes worker slots, can exhaust executor capacity with many long-running sensors

Reschedule Mode:

Sensor releases the worker slot between checks

Task is rescheduled by the scheduler for the next poke
Configuration: mode='reschedule'

Pros: Efficient resource utilization, scales better with many sensors
Cons: Higher scheduler load, slight latency between checks

sensor = S3KeySensor(
task_id="wait_for_file’,
bucket name='my-bucket’,
bucket_key='data.csv',
mode='reschedule’,
poke_interval=300,
timeout=3600

)

Best Practice: Use reschedule mode for long-running sensors (>5 minutes)

7. Explain Airflow's task dependency mechanisms: bitshift operators,
set_upstream/downstream, and chain. How do you handle complex branching logic?

Task Dependency Patterns

Bitshift Operators (Most Common):

task_a >> task_b >> task c # Linear
task_a >> [task b, task c] >> task_d # Fan-out/in
[task_a, task b] >> task ¢ # Multiple upstream

Set Methods:

task b.set upstream(task a)
task_c.set_downstream(task_d)



Chain Function:

from airflow.models.baseoperator import chain
chain(task_a, task b, task c) # Linear
chain(task _a, [task b, task c], task d) # Complex

Complex Branching with BranchPythonOperator:

def choose_branch(**context):
if condition:
return 'task_b'
return 'task_c'

branch = BranchPythonOperator(
task id='branch’,
python_callable=choose_branch
)

task_a >> branch >> [task b, task c]
Advanced Patterns:

e Trigger Rules: Control task execution based on upstream states (all_success, all_failed,
one_success, none_failed)

¢ ShortCircuitOperator: Stops downstream execution if condition is False

¢ Latest Only: Skips tasks if not in the most recent DAG run

8. What is the purpose of Pools in Airflow? How do you use them to manage resource
constraints and prevent system overload?

Airflow Pools

Purpose:

Pools are a mechanism to limit parallelism for specific groups of tasks, enabling resource
management at a more granular level than global parallelism settings.

Use Cases:

e Limiting concurrent connections to external systems (databases, APIs)
¢ Preventing resource exhaustion on shared infrastructure

e Managing rate limits imposed by third-party services

e Controlling concurrent writes to storage systems

Configuration:

¢ Create pools via Ul (Admin —= Pools) or CLI
e Specify pool name and slot count
¢ Assign tasks to pools using the pool parameter

# CLI creation
airflow pools set db_pool 5 "Database pool"

# Task assignment

task = PythonOperator(
task_id="'query_db',
python_callable=query function,
pool='db_pool’,
pool_slots=2 # This task uses 2 slots

)
Behavior:

¢ Tasks wait in scheduled state until pool slots are available
e Default pool has unlimited slots (default_pool)
¢ Pool slots are released when task completes

Best Practice: Use pools for external resource management, not for general parallelism control (use
executor parallelism for that)



9. How does Airflow handle timezone awareness? What are the implications of
execution_date and logical_date in different timezone configurations?

Timezone Management in Airflow

Timezone Configuration:

Airflow stores all timestamps in UTC in the metadata database
Default timezone: UTC (recommended to keep it)

Can be changed via default_timezone in airflow.cfg

DAG-level timezone: DAG(schedule_interval='0 9 * * *', start_date=...,
timezone="'America/New_York")

execution_date vs logical_date:

¢ execution_date (deprecated): The logical date for which the DAG run is executing (start of
the data interval)

¢ logical_date (Airflow 2.2+): Replacement for execution_date with clearer naming

¢ Both represent the start of the data interval, not when the DAG actually runs

Key Concepts:

e data_interval_start: Beginning of the data period

¢ data_interval_end: End of the data period

¢ A DAG with schedule_interval='@daily' and logical_date 2024-01-01 00:00:00 runs after 2024-
01-02 00:00:00

# Accessing in tasks

def my_task(**context):
logical = context['logical_date']
start = context['data_interval_start']
end = context['data_interval_end']

Timezone Implications: When using non-UTC timezones, schedule calculations account for DST
transitions, which can cause unexpected behavior during clock changes.

10. Explain the concept of SubDAGs and TaskGroups. What are the problems with
SubDAGs that led to TaskGroups being introduced?

SubDAGs vs TaskGroups

SubDAGs (Legacy Approach):

SubDAGs allow encapsulating a group of tasks into a reusable component that appears as a single
task in the parent DAG.

def subdag _factory(parent, child, args):
dag = DAG(f'{parent}.{child}', **args)
taskl = DummyOperator(task id='taskl', dag=dag)
task2 = DummyOperator(task _id='task2', dag=dag)
return dag

subdag = SubDagOperator(
task id='subdag’,
subdag=subdag_factory('parent’, 'subdag’, args)
)

Problems with SubDAGs:

¢ Deadlock Issues: SubDAGs occupy a worker slot while waiting for child tasks, causing
potential deadlocks

e Poor Ul/UX: Requires clicking through to see subdag tasks

¢ Complex Scheduling: Independent scheduler behavior can cause timing issues

¢ Resource Inefficiency: Holds executor slots unnecessarily

TaskGroups (Modern Solution):

from airflow.utils.task_group import TaskGroup

with TaskGroup('processing_group') as group:



taskl = DummyOperator(task_id="taskl')
task2 = DummyOperator(task_id='task2')
taskl >> task?2

start >> group >> end
Advantages:

Pure Ul grouping without separate DAG execution
No deadlock issues

Better performance and resource utilization
Cleaner Ul with expandable/collapsible groups
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Data Structures and Algorithms

Questions in this section test your understanding of how to work with and manipulate data
efficiently.

1. How would you implement a thread-safe LRU Cache in Python with O(1) get and put
operations?

Implementation Strategy

Use a doubly linked list combined with a hash map for O(1) access and eviction. Add threading
locks for thread safety.

from collections import OrderedDict
from threading import Lock

class LRUCache:
def _init_ (self, capacity):
self.cache = OrderedDict()
self.capacity = capacity
self.lock = Lock()

def get(self, key):
with self.lock:
if key not in self.cache:
return -1
self.cache.move_to_end(key)
return self.cache[key]

def put(self, key, value):
with self.lock:
if key in self.cache:
self.cache.move_to_end(key)
self.cache[key] = value
if len(self.cache) > self.capacity:
self.cache.popitem(last=False)

Time Complexity: O(1) for both get and put operations
Space Complexity: O(capacity)

2. Explain the difference between a Set and a Dictionary in terms of implementation and
use cases. What are their time complexities?

Core Differences

e Set: Stores unique keys only, implemented as a hash table with keys mapping to dummy
values

¢ Dictionary: Stores key-value pairs, implemented as a hash table with keys mapping to actual
values

Time Complexities
¢ Insertion: O(1) average for both
¢ Lookup: O(1) average for both
e Deletion: O(1) average for both
e Worst case: O(n) when hash collisions occur

Use Cases

e Set: Membership testing, removing duplicates, mathematical set operations (union,



intersection)
¢ Dictionary: Key-value mapping, caching, counting occurrences, lookup tables

Memory: Sets use less memory than dictionaries since they don't store values.

3. How do you find all pairs in an array that sum to a target value? Provide an optimized
solution.

Optimized Hash Set Approach

Use a hash set to achieve O(n) time complexity by storing complements as you iterate.

def find_pairs_with_sum(arr, target):
seen = set()
pairs = set()

for num in arr:
complement = target - num
if complement in seen:
pair = tuple(sorted([num, complement]))
pairs.add(pair)
seen.add(num)

return list(pairs)
Time Complexity: O(n) - single pass through array
Space Complexity: O(n) - for the hash set

Alternative: Two-pointer approach on sorted array also gives O(n log n) due to sorting, but O(1)
extra space if sorting in-place.

4. Implement a Min Stack that supports push, pop, top, and getMin operations all in O(1)
time.

Two-Stack Solution

Maintain a main stack and a min stack that tracks minimum values at each level.

class MinStack:
def _init_ (self):
self.stack =[]
self.min_stack =[]

def push(self, val):
self.stack.append(val)
min_val = min(val, self.min_stack[-1] if self.min_stack else val)
self.min_stack.append(min_val)

def pop(self):
self.stack.pop()
self.min_stack.pop()

def top(self):
return self.stack[-1]

def getMin(self):
return self.min_stack[-1]

Time Complexity: O(1) for all operations

Space Complexity: O(n) for storing both stacks

5. What is the sliding window technique? Solve the problem of finding the maximum sum
of k consecutive elements in an array.

Sliding Window Technique

A two-pointer approach that maintains a window of elements and slides it across the data



structure to avoid redundant calculations.
Maximum Sum of K Consecutive Elements

def max_sum_subarray(arr, k):
if len(arr) < k:
return None

window_sum = sum(arr[:k])
max_sum = window_sum

for i in range(k, len(arr)):
window_sum = window_sum - arr[i-k] + arr[i]
max_sum = max(max_sum, window_sum)
return max_sum
Time Complexity: O(n) - single pass after initial window

Space Complexity: O(1)

Key Concept: Subtract the leftmost element and add the new rightmost element instead of
recalculating the entire sum.

6. How do you detect a cycle in a linked list? Explain Floyd's Cycle Detection Algorithm.

Floyd's Cycle Detection (Tortoise and Hare)

Use two pointers moving at different speeds. If there's a cycle, they will eventually meet.

def has_cycle(head):
if not head or not head.next:
return False

slow = head
fast = head

while fast and fast.next:
slow = slow.next
fast = fast.next.next
if slow == fast:
return True

return False
Time Complexity: O(n) - at most 2n iterations
Space Complexity: O(1) - only two pointers
Finding Cycle Start

After detecting cycle, reset one pointer to head and move both at same speed. They meet at cycle
start.

7. Implement a Trie (Prefix Tree) with insert, search, and startsWith methods. What are
the time complexities?

Trie Implementation

class TrieNode:
def __init_ (self):
self.children = {}
self.is_end = False

class Trie:
def _init_ (self):
self.root = TrieNode()

def insert(self, word):



node = self.root
for char in word:
if char not in node.children:
node.children[char] = TrieNode()
node = node.children[char]
node.is_end = True

def search(self, word):
node = self. find_node(word)
return node is not None and node.is_end

def startsWith(self, prefix):
return self._find_node(prefix) is not None

def find_node(self, prefix):
node = self.root
for char in prefix:
if char not in node.children:
return None
node = node.children[char]
return node

Time Complexity: O(m) where m is the word/prefix length

Space Complexity: O(n*m) where n is number of words

8. What is a Heap data structure? Implement heapify operation and explain when to use
Min Heap vs Max Heap.

Heap Overview

A complete binary tree where parent nodes satisfy heap property. Typically implemented as an
array.

¢ Min Heap: Parent = children (root is minimum)
e Max Heap: Parent = children (root is maximum)

Heapify Down Operation

def heapify_down(arr, n, i):
smallest =i
left=2*i+1
right =2*i+ 2

if left < n and arr[left] < arr[smallest]:
smallest = left

if right < n and arr[right] < arr[smallest]:
smallest = right

if smallest !'=i:
arr[i], arr[smallest] = arr[smallest], arrl[i]
heapify_down(arr, n, smallest)

Time Complexity: O(log n)
Use Cases

¢ Min Heap: Finding minimum, priority queues, Dijkstra's algorithm
¢ Max Heap: Finding maximum, heap sort, top K problems

9. Explain the difference between BFS and DFS. When would you choose one over the
other for graph traversal?

Breadth-First Search (BFS)

¢ Uses a queue (FIFO)
e Explores level by level
¢ Finds shortest path in unweighted graphs



e Space: O(w) where w is maximum width
Depth-First Search (DFS)

e Uses a stack or recursion (LIFO)

e Explores as deep as possible first

e Better for path existence problems

e Space: O(h) where h is maximum height

When to Use

¢ BFS: Shortest path, level-order traversal, finding nearest neighbor, web crawling
¢ DFS: Topological sort, cycle detection, maze solving, backtracking problems, memory-
constrained scenarios

Time Complexity: Both are O(V + E) for graphs with V vertices and E edges

10. How do you find the kth largest element in an unsorted array? Compare different
approaches and their complexities.

Approach Comparison

1. Sorting Approach

def kth_largest_sort(arr, k):
return sorted(arr, reverse=True)[k-1]

Time: O(n log n), Space: O(1) or O(n)
2. Min Heap Approach
import heapq

def kth_largest_heap(arr, k):
return heapq.nlargest(k, arr)[-1]

Time: O(n log k), Space: O(k)
3. Quickselect (Optimal)

def quickselect(arr, k):
k = len(arr) - k
left, right = 0, len(arr) - 1

while left < right:
pivot = partition(arr, left, right)
if pivot < k:
left = pivot + 1
elif pivot > k:
right = pivot - 1
else:
break
return arr[k]

Time: O(n) average, O(n?) worst, Space: O(1)

Best Choice: Quickselect for average case, Min Heap for streaming data
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System Design

These questions evaluate your ability to think about the bigger picture, including architecture,
scalability, and performance.

1. How would you design a scalable data pipeline orchestration system using Apache
Airflow for a company processing 10TB of data daily across multiple sources?

Architecture Overview
For a large-scale data pipeline, | would design a multi-layered architecture:

¢ Executor Choice: Use CeleryExecutor or KubernetesExecutor for horizontal scalability.
KubernetesExecutor is preferred for dynamic resource allocation per task.

 Database: PostgreSQL with connection pooling (pgbouncer) and read replicas for metadata
storage. Consider partitioning the task_instance table by execution_date.

* Message Broker: Redis or RabbitMQ for CeleryExecutor with high availability configuration.

e Storage: Distributed file system (S3, GCS) for logs and XComs. Enable remote logging to
prevent scheduler disk bottlenecks.

Scalability Patterns

* DAG Design: Keep DAGs lightweight, avoid top-level code execution, use dynamic task
generation sparingly
o Worker Pools: Segregate workers by resource requirements (CPU-intensive, memory-

intensive, 1/0-bound)
e Task Concurrency: Configure task_concurrency, dag_concurrency, and parallelism based on

resource availability
¢ Monitoring: Integrate with Prometheus/Grafana for metrics on task duration, failure rates, and

queue depth
High Availability

Deploy multiple scheduler instances (Airflow 2.x supports HA), use load balancers for webserver, and
implement automated failover for critical components.

2. Design an Airflow-based system to handle real-time streaming data ingestion with
batch processing. How would you ensure exactly-once semantics?

Hybrid Architecture

Combining streaming and batch processing requires careful coordination:

e Streaming Layer: Use Kafka/Kinesis for real-time ingestion with Airflow triggering micro-
batches via sensors (KafkaConsumerSensor or custom sensors)
¢ Batch Layer: Schedule regular DAGs for processing accumulated data with appropriate

intervals (5-15 minutes)
¢ Lambda Architecture: Maintain both real-time (speed layer) and batch (batch layer) paths,

merging results in serving layer

Exactly-Once Semantics

¢ Idempotency: Design all tasks to be idempotent using upsert operations or unique execution

identifiers
e Transactional Writes: Use database transactions or atomic file operations
¢ Checkpointing: Store Kafka offsets in metadata database, commit only after successful

processing
¢ Task Retries: Configure retry logic with exponential backoff and proper cleanup in

on_failure_callback

def process_batch(**context):



offset = get_last_offset(context['execution_date'])
records = consume_kafka(offset)
with transaction():

process_records(records)

save_offset(offset + len(records))

Monitoring

Track lag metrics, duplicate detection counters, and implement alerting for processing delays
exceeding SLAs.

3. How would you architect a multi-tenant Airflow deployment where different teams
have isolated environments but share infrastructure?

Isolation Strategies

Multi-tenancy in Airflow requires careful separation of concerns:

¢ Namespace Isolation: Deploy separate Airflow instances per tenant in Kubernetes
namespaces with resource quotas

* DAG-Level Isolation: Use separate DAG folders with access controls, prefix DAG IDs with
tenant identifiers

* Database Isolation: Use separate schemas per tenant in the same PostgreSQL instance or
dedicated databases for strict isolation

¢ Resource Pools: Create tenant-specific pools to prevent resource starvation

Shared Infrastructure

¢ KubernetesExecutor: Best choice for multi-tenancy, provides pod-level isolation with
namespace-based segregation

e RBAC: Enable role-based access control with tenant-specific roles limiting DAG visibility and
execution permissions

¢ Custom Authentication: Integrate with SSO (OAuth, LDAP) mapping users to tenant groups

TENANT_A_POOL = Pool(
pool='tenant_a_pool’,
slots=50,
description="'Dedicated pool for Tenant A’
)
dag = DAG(
'‘tenant_a_pipeline’,
default_args={'pool': 'tenant_a_pool'})

Cost Allocation
Implement custom metrics exporters to track resource usage per tenant for chargeback models.

4. Design a disaster recovery and backup strategy for an Airflow deployment running
mission-critical data pipelines. What's your RTO and RPO?

Backup Components

A comprehensive DR strategy must cover all stateful components:

¢ Metadata Database: Continuous replication to standby region, automated snapshots every 6
hours, point-in-time recovery enabled (RPO: 5 minutes)

¢ DAG Files: Version controlled in Git with automated sync, stored in S3 with versioning enabled

¢ Logs: Remote logging to S3/GCS with cross-region replication

e Connections & Variables: Export to encrypted files daily, stored in secrets manager (AWS
Secrets Manager, HashiCorp Vault)

Recovery Strategy

e Active-Passive Setup: Maintain warm standby in secondary region with replicated database

e RTO Target: 15 minutes for critical pipelines, 1 hour for non-critical (automated failover
scripts)

* RPO Target: 5 minutes for metadata, 0 for DAG code (Git-based)



from airflow.models import Connection
import json

def backup_connections():
conns = Connection.get_connection_from_secrets()
backup = {c.conn_id: c.get_uri() for c in conns}
with open('backup.enc’, 'w') as f:
f.write(encrypt(json.dumps(backup)))

Testing

Quarterly DR drills with documented runbooks, automated health checks post-failover, and rollback
procedures.

5. How would you implement a dynamic DAG generation system that creates pipelines
based on external configuration files or database entries while maintaining performance?

Dynamic DAG Patterns

Dynamic DAG generation requires balancing flexibility with scheduler performance:

¢ Single DAG Factory: Use a factory function that reads configuration and generates multiple
DAG objects in one file

¢ Configuration Source: Store configs in Git (YAML/JSON files) rather than database to avoid
scheduler queries on every parse

¢ Caching: Implement caching layer for configuration reads with TTL to reduce I/O overhead

¢ Globals Limitation: Generate DAGs at module level, assign to globals() to ensure Airflow
discovers them

import yaml
from airflow import DAG

with open(‘configs/pipelines.yaml’) as f:
configs = yaml.safe_load(f)

for config in configs:
dag_id = config['dag_id']
dag = DAG(dag_id, **config['params'])
# Add tasks dynamically
globals()[dag_id] = dag

Performance Considerations

¢ Parsing Time: Keep DAG file parsing under 2 seconds, use min_file_process_interval to control
refresh rate

¢ DAG Count: Limit to 1000 DAGs per instance, consider splitting across multiple Airflow
deployments

¢ Validation: Implement schema validation for configs to catch errors early

Alternative Approach

For database-driven configs, use a single DAG with dynamic task generation using
BranchPythonOperator or TaskGroup.

6. Design an Airflow monitoring and alerting system that provides visibility into pipeline
health, SLA violations, and resource utilization across a distributed deployment.

Monitoring Layers

Comprehensive monitoring requires multiple observation points:

¢ Infrastructure Metrics: CPU, memory, disk I/O, network for scheduler, webserver, and
workers using Prometheus exporters

¢ Application Metrics: Task success/failure rates, duration percentiles, queue depth, scheduler
heartbeat using StatsD/Prometheus

¢ Business Metrics: Data quality checks, record counts, processing lag, SLA compliance

¢ Logs: Centralized logging with ELK/Splunk, structured logging with correlation IDs



Airflow-Specific Monitoring

from airflow.plugins_manager import AirflowPlugin
from airflow.listeners import hookimpl

class MetricsListener:
@hookimpl
def on_task_instance_failed(self, task_instance, error):
statsd.increment(f'task.failed.{task_instance.dag _id}")
if is_critical(task_instance):
send_pagerduty_alert(task_instance, error)

Alerting Strategy

e SLA Monitoring: Use Airflow's built-in SLA miss callbacks with escalation policies

¢ Tiered Alerts: Warning (Slack), Critical (PagerDuty), based on severity and business impact

¢ Alert Fatigue Prevention: Implement smart grouping, suppress duplicate alerts, and use
anomaly detection

Dashboards

Create role-specific Grafana dashboards: executive (SLA compliance), operations (resource
utilization), data engineers (task-level metrics).

7. How would you design cross-DAG dependencies and orchestrate complex workflows
spanning multiple teams and systems in Airflow?

Dependency Patterns

Managing cross-DAG dependencies requires careful coordination mechanisms:

¢ ExternalTaskSensor: Wait for specific tasks in other DAGs, configure appropriate timeouts
and poke intervals

¢ TriggerDagRunOperator: Explicitly trigger downstream DAGs with context passing via
configuration

¢ Dataset-Based Scheduling (Airflow 2.4+): Use dataset-aware scheduling for producer-
consumer patterns

e Custom Sensors: Poll external systems, databases, or file systems for completion signals

from airflow.sensors.external_task import ExternalTaskSensor
from airflow.operators.trigger_dagrun import TriggerDagRunOperator

wait_upstream = ExternalTaskSensor(
task_id='wait_for_etl’,
external_dag_id='daily_etl',
external_task_id='final_task’,
execution_delta=timedelta(hours=1)

)
Advanced Orchestration
¢ Event-Driven: Use message queues (Kafka, SQS) with custom operators for loose coupling
between teams
¢ API-Based: Expose REST APIs for external systems to trigger DAGs with authentication
¢ Metadata Tables: Maintain orchestration state in shared database tables for complex multi-
system workflows
Best Practices

Document dependencies in DAG documentation, implement circuit breakers for cascading failures,
use timeout configurations to prevent indefinite blocking.

8. Design a strategy for managing Airflow configuration, secrets, and environment-
specific settings across development, staging, and production environments.

Configuration Management

Environment management requires structured approach to configuration:



¢ Airflow Config: Use environment variables for airflow.cfg overrides, deploy base config via
ConfigMaps in Kubernetes

e DAG Configuration: Externalize environment-specific values to Variables, use templating with
Jinja2

¢ Infrastructure as Code: Terraform/CloudFormation for infrastructure, Helm charts for
Kubernetes deployments

¢ GitOps: Separate Git branches/repositories per environment with automated CI/CD pipelines

Secrets Management

¢ Secrets Backend: Integrate with AWS Secrets Manager, GCP Secret Manager, or HashiCorp
Vault

¢ Connection Management: Never hardcode credentials, use Airflow Connections with secrets
backend

¢ Encryption: Enable Fernet key rotation, encrypt sensitive Variables

from airflow.hooks.base import BaseHook

def get db_connection():
conn = BaseHook.get _connection('prod_db')
return create_engine(conn.get_uri())

API_KEY = Variable.get('api_key', deserialize_json=False)
Environment Promotion

¢ Testing: Unit tests for DAG integrity, integration tests in staging with production-like data
¢ Deployment: Blue-green deployments for DAG updates, canary releases for critical changes
¢ Validation: Automated DAG validation in CI pipeline before deployment

9. How would you implement data lineage tracking and impact analysis in Airflow to
understand upstream/downstream dependencies and data flow across pipelines?

Lineage Architecture

Data lineage requires capturing metadata at multiple levels:

* DAG-Level Lineage: Use Airflow's built-in lineage backend to track dataset inputs/outputs

e Task-Level Tracking: Implement custom operators that emit lineage events to metadata
store

e Column-Level Lineage: Integrate with tools like Apache Atlas, DataHub, or Marquez for fine-
grained tracking

¢ OpenlLineage Integration: Use OpenLineage standard for interoperability with other data
tools

from airflow.lineage import AUTO
from airflow.lineage.entities import File

task = BashOperator(
task_id='process’,
bash_command="'process.sh’,
inlets={'datasets": [File('/data/input.csv')]},
outlets={'datasets': [File(‘/data/output.csv')]}
)

Impact Analysis
e Dependency Graph: Build graph database (Neo4j) storing table/column relationships
extracted from SQL parsing
¢ Change Impact: Query graph to identify all downstream consumers before schema changes
¢ Data Quality: Link quality check results to lineage for root cause analysis

Implementation Strategy

Use custom callbacks to extract lineage on task completion, implement parsers for SQL/Spark jobs to
extract source/target tables, expose lineage via REST API for consumption by data catalog tools.

10. Design a cost optimization strategy for an Airflow deployment running on cloud



infrastructure (AWS/GCP/Azure). How would you reduce compute and storage costs while
maintaining performance?

Compute Optimization

Reducing compute costs requires intelligent resource allocation:

¢ Right-Sizing: Profile task resource usage, allocate appropriate CPU/memory limits per task
using KubernetesExecutor pod_override

¢ Spot/Preemptible Instances: Use spot instances for non-critical batch workloads with
appropriate retry logic

¢ Auto-Scaling: Implement cluster autoscaling for workers based on queue depth and task
pending time

¢ Task Consolidation: Combine small tasks using TaskGroups to reduce scheduling overhead

task = KubernetesPodOperator(

task id='process',

namespace="airflow',

resources=<
‘request_memory': '512Mi’,
'limit_memory': '1Gi',
‘request_cpu': '500m’

}

node_selector={'workload": 'spot'}

)
Storage Optimization

* Log Retention: Implement lifecycle policies for S3/GCS logs (30 days hot, 90 days cold, then
delete)

¢ XCom Cleanup: Regularly purge old XCom data, use external storage for large payloads

e Database Maintenance: Archive old task_instance and dag_run records, implement
partitioning

Scheduling Efficiency

Reduce scheduler load by increasing min_file_process_interval, use LatestOnlyOperator for backfill
prevention, implement smart scheduling with appropriate catchup settings.
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Coding and Debugging

This section presents practical coding challenges and questions about debugging techniques.

1. Write a custom Airflow operator that retries a task with exponential backoff. How
would you implement this?

Custom Operator with Exponential Backoff

Create a custom operator by extending BaseOperator and implementing retry logic with
exponential backoff:

from airflow.models import BaseOperator
from airflow.utils.decorators import apply_defaults
import time

class ExponentialBackoffOperator(BaseOperator):
@apply_defaults
def _init_ (self, max_retries=3, base_delay=2, *args, **kwargs):
super().__init_ (*args, **kwargs)
self.max_retries = max_retries
self.base_delay = base_delay

def execute(self, context):
for attempt in range(self.max_retries):
try:
return self.run_task(context)
except Exception as e:
if attempt == self.max_retries - 1:
raise
delay = self.base_delay ** attempt
time.sleep(delay)

Key points: apply_defaults decorator handles default args, exponential delay calculation, and
proper exception re-raising on final attempt.

2. How do you debug a DAG that's not appearing in the Airflow Ul? What are the common
causes and debugging steps?

Debugging Missing DAGs
Common causes and debugging steps:

e Syntax Errors: Run python your_dag.py to check for Python syntax errors

e DAG Parsing Errors: Check the Airflow logs at $AIRFLOW_HOME/logs/scheduler/ for parsing
exceptions

Import Errors: Verify all imports are available in the Airflow environment

DAG File Location: Ensure the file is in the dags_folder specified in airflow.cfg

No DAG Object: Confirm a DAG object is instantiated with dag = DAG(...)

DAG Paused: Check if DAG is paused in Ul or run airflow dags unpause dag_id

Parsing Timeout: Increase dagbag_import_timeout in airflow.cfg if DAG is complex

Use airflow dags list CLI command to verify DAG is loaded. Run airflow dags show dag_id to visualize
structure.

3. Write a TaskFlow API function that flattens a nested list of task outputs. How do you
handle XCom serialization?

Flattening Nested Lists with TaskFlow

Using the @task decorator with proper XCom handling:



from airflow.decorators import dag, task
from datetime import datetime

@dag(start_date=datetime(2023, 1, 1), schedule=None)
def flatten_list_dag():
@task
def create_nested_list():
return [[1, 2], [3, [4, 5]], 6]

@task
def flatten(nested_list):
result =[]

for item in nested_list:
if isinstance(item, list):
result.extend(flatten.function(item))
else:
result.append(item)
return result

flatten(create_nested_list())

flatten_list_dag()

XCom serialization: Airflow automatically serializes Python objects to JSON. For complex objects,
implement custom enable_xcom_pickling=True in config or use custom XCom backends.

4. How would you implement memory profiling for a task that's causing OOM errors in
Airflow?

Memory Profiling in Airflow Tasks

Implement memory profiling using memory_profiler and Airflow's resource monitoring:

from memory_profiler import profile
from airflow.decorators import task

@task

©@profile

def memory_intensive_task():
large_list = [i for i in range(10000000)]
processed = [x * 2 for x in large_list]
return len(processed)

Additional debugging approaches:

¢ Resource Limits: Set executor_config with memory limits in KubernetesExecutor
¢ Tracemalloc: Use Python's built-in tracemalloc module for detailed memory tracking
¢ Chunking: Process data in batches to reduce memory footprint

e Task Logs: Monitor stats_logger metrics for memory usage patterns

¢ External Monitoring: Use Prometheus with Airflow's StatsD integration

Configure task with: executor_config={'KubernetesExecutor': {'request_memory": '2Gi',
'limit._memory': '4Gi'}}

5. Write code to check if a string is a palindrome using Airflow's TaskFlow API. How do
you pass context variables?

Palindrome Check with Context

Using TaskFlow with context variables and execution date:

from airflow.decorators import dag, task
from datetime import datetime

@dag(start_date=datetime(2023, 1, 1), schedule=None)
def palindrome_dag():
@task
def check palindrome(text: str, **context):
clean = ".join(c.lower() for c in text if c.isalnum())



is_palindrome = clean == clean[::-1]
exec_date = context['execution_date']
return {'text': text, 'is_palindrome': is_palindrome, 'checked_at": str(exec_date)}

check_palindrome('A man a plan a canal Panama’)

palindrome_dag()

Context access: Use **context or @task(provide_context=True). Available keys include:
execution_date, dag_run, task _instance, params, etc.

6. How do you implement custom exception handling and alerting for failed tasks in
Airflow?

Custom Exception Handling and Alerting

Implement using on_failure_callback and custom exceptions:

from airflow.decorators import dag, task
from airflow.exceptions import AirflowException
from datetime import datetime

def alert_on_failure(context):
task _instance = context['task _instance']
exception = context.get('exception’)
# Send to Slack, PagerDuty, etc.
print(f"Task {task _instance.task_id} failed: {exception}")

@dag(start_date=datetime(2023, 1, 1), default_args={'on_failure_callback': alert_on_failure})
def error_handling_dag():

@task
def risky_task():
try:
result =10/0

except ZeroDivisionError as e:
raise AirflowException(f"Critical error: {e}")
risky_task()

Additional strategies:

e SLA Callbacks: Use sla_miss_callback for time-based alerts
¢ Email Alerts: Configure email_on_failure=True and email in default_args
e Custom Sensors: Create sensors that trigger alerts on specific conditions

7. Explain how to use monkey patching to modify Airflow operator behavior at runtime.
Provide an example.

Monkey Patching Airflow Operators

Monkey patching allows runtime modification of operator behavior, useful for testing or temporary
fixes:

from airflow.operators.python import PythonOperator
from airflow import DAG
from datetime import datetime

original_execute = PythonOperator.execute

def patched_execute(self, context):
print(f"Patched: Executing {self.task_id}")
result = original_execute(self, context)
print(f"Patched: Completed {self.task _id}")
return result

PythonOperator.execute = patched_execute

with DAG('patched_dag', start date=datetime(2023, 1, 1)) as dag:
task = PythonOperator(task_id="test', python_callable=lambda: print('Hello"))



Use cases:

Adding logging/monitoring to existing operators
Injecting retry logic or error handling

Testing operator behavior without modifying source
Temporary workarounds for library bugs

Caution: Monkey patching can cause maintenance issues and unexpected behavior. Use sparingly
and document thoroughly.

8. How do you debug XCom serialization issues when passing complex objects between
tasks?

Debugging XCom Serialization

XCom serialization issues occur with non-JSON-serializable objects. Debugging strategies:

Check Serialization: Test with json.dumps(your_object) to identify problematic fields
Custom Serialization: Implement _dict  or custom serializer methods

Enable Pickling: Set enable_xcom_pickling=True in airflow.cfg (security risk)
Custom XCom Backend: Implement custom backend for large objects (53, GCS)
Use External Storage: Store complex objects externally, pass references via XCom

from airflow.decorators import task
import json

@task
def serialize_complex_object():
class CustomObj:
def _init_ (self):
self.data = [1, 2, 3]
def to_dict(self):
return {'data': self.data}

obj = CustomObj()
return obj.to_dict() # Return serializable dict

For debugging, check task logs for TypeError: Object of type X is not JSON serializable errors.

9. Write a function to reverse a string in chunks using Airflow's dynamic task mapping.
How does it improve performance?

Dynamic Task Mapping for String Reversal

Using expand() for parallel chunk processing:

from airflow.decorators import dag, task
from datetime import datetime

@dag(start_date=datetime(2023, 1, 1), schedule=None)
def reverse_chunks_dag():
@task
def create_chunks(text: str, chunk_size: int = 10):
return [text[i:i+chunk_size] for i in range(0, len(text), chunk_size)]

@task
def reverse_chunk(chunk: str):
return chunk[::-1]

@task
def combine_chunks(chunks: list):
return ".join(chunks)

chunks = create_chunks('Hello World from Airflow Dynamic Tasks')
reversed_chunks = reverse_chunk.expand(chunk=chunks)
combine_chunks(reversed _chunks)

reverse_chunks_dag()



Performance benefits: Dynamic task mapping creates parallel tasks for each chunk, utilizing
multiple workers. Reduces total execution time for large datasets by distributing workload across
executors.

10. How do you implement and debug a custom Airflow sensor that checks for file
existence with exponential backoff?

Custom Sensor with Debugging

Implement a file sensor with exponential backoff and comprehensive logging:

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults
import os

import time

class ExponentialFileSensor(BaseSensorOperator):

@apply_defaults

def _init_ (self, filepath, base_wait=30, max_wait=600, *args, **kwargs):
super().__init__(*args, **kwargs)
self.filepath = filepath
self.base_wait = base_wait
self.max_wait = max_wait
self.attempt =0

def poke(self, context):

self.attempt +=1

exists = os.path.exists(self.filepath)

self.log.info(f"Attempt {self.attempt}: File {self.filepath} exists={exists}")

if not exists:
wait = min(self.base_wait * (2 ** self.attempt), self.max_wait)
self.log.info(f"Waiting {wait}s before next check")

return exists

Debugging tips: Use self.log.info() for visibility, test with mode='reschedule’ to free worker slots,
monitor sensor duration in Ul, check timeout and poke_interval settings.
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Behavioral Questions

These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Tell me about a time when you had to troubleshoot a failing Airflow DAG in production.
How did you approach it?

Situation: Our data pipeline processing customer transactions was failing intermittently, causing
delays in daily reports that business stakeholders relied on.

Task: | needed to identify the root cause quickly and implement a fix without disrupting other
running pipelines.

Action: | examined the Airflow logs and task instance details, discovering that a specific task was
timing out due to database connection pool exhaustion. | implemented connection pooling limits,
added retry logic with exponential backoff, and set up proper monitoring alerts using Airflow's SLA
features.

Result: The DAG success rate improved from 70% to 99.5%, and we reduced troubleshooting time
by 60% through better observability. The monitoring system now alerts us proactively before failures
occur.

2. Describe a situation where you optimized a slow-running Airflow workflow. What was
your process?

Situation: A critical ETL pipeline was taking 8 hours to complete, missing our 6-hour SLA window
and blocking downstream processes.

Task: | was responsible for reducing the execution time to meet the SLA while maintaining data
accuracy.

Action: | profiled the DAG and identified bottlenecks: sequential task execution and inefficient SQL
queries. | refactored the DAG to use task groups with parallel execution, optimized database
queries with proper indexing, implemented dynamic task mapping for parallel processing of data
partitions, and moved heavy transformations to a distributed processing framework (Spark).

Result: Reduced pipeline execution time from 8 hours to 3.5 hours (56% improvement), meeting
SLA consistently and freeing up resources for other workflows.

3. Share an experience where you had to design an Airflow architecture for a complex
data ecosystem. What considerations did you make?

Situation: Our company was migrating from cron jobs to Airflow, with 50+ data pipelines across
multiple teams and varying SLA requirements.

Task: | led the design of a scalable, multi-tenant Airflow architecture that could handle diverse
workloads.

Action: | implemented a CeleryExecutor setup with separate worker pools for different priority
levels, established DAG development standards and CI/CD pipelines, configured RBAC for team-
based access control, set up centralized logging with ELK stack, and created reusable custom
operators and sensors for common patterns.

Result: Successfully onboarded all teams within 3 months, achieved 99.9% uptime, reduced
operational overhead by 40%, and established a foundation supporting 200+ DAGs with clear
ownership and monitoring.

4. Tell me about a time when you had to handle a critical Airflow upgrade or migration.
What challenges did you face?

Situation: We needed to upgrade from Airflow 1.10 to 2.x to access new features and security
patches, but we had 100+ production DAGs with potential breaking changes.



Task: | was tasked with planning and executing the migration with zero data loss and minimal
downtime.

Action: | created a parallel staging environment running Airflow 2.x, audited all DAGs for deprecated
features and rewrote incompatible code, implemented comprehensive testing using pytest with
DAG validation tests, performed a phased rollout starting with non-critical DAGs, and maintained
detailed rollback procedures.

Result: Completed migration in 6 weeks with only 2 hours of planned downtime, discovered and
fixed 15 hidden bugs during testing, and gained access to dynamic task mapping and the TaskFlow
API, which improved developer productivity by 30%.

5. Describe a situation where you implemented monitoring and alerting for Airflow
pipelines. What metrics did you focus on?

Situation: Our team was experiencing frequent pipeline failures that went unnoticed until business
users reported missing data.

Task: | needed to implement a comprehensive monitoring solution to detect and alert on issues
proactively.

Action: | integrated Airflow with Prometheus and Grafana to track key metrics: task duration,
success/failure rates, queue depth, and worker utilization. | configured SLA callbacks and custom
alerting rules in Airflow, set up PagerDuty integration for critical failures, and created dashboards
showing pipeline health and trends.

Result: Reduced mean time to detection (MTTD) from 4 hours to 5 minutes, decreased incidents
reported by business users by 85%, and enabled data-driven capacity planning that prevented
resource bottlenecks.

6. Tell me about a time when you had to balance technical debt with feature delivery in
your Airflow implementation.

Situation: Our Airflow codebase had accumulated significant technical debt with duplicated code,
hard-coded values, and poor error handling, while business demanded new features urgently.

Task: | needed to address the technical debt without blocking critical business requirements.

Action: | proposed a hybrid approach: allocating 30% of sprint capacity to refactoring while
delivering features. | created reusable custom operators and template DAGs, introduced
Airflow Variables and Connections to eliminate hard-coded values, implemented comprehensive
unit tests, and documented best practices in a team wiki.

Result: Reduced DAG development time by 50% through reusable components, decreased
production incidents by 40%, and maintained consistent feature delivery. The refactored codebase
became a reference for new team members.

7. Share an experience where you had to coordinate with multiple teams to implement a
cross-functional data pipeline in Airflow.

Situation: We needed to build a real-time customer analytics pipeline requiring data from 4
different teams: product, marketing, sales, and engineering, each with different data formats and
schedules.

Task: | was responsible for coordinating the technical implementation and ensuring all teams could
contribute effectively.

Action: | organized weekly sync meetings to align on requirements and timelines, designed a
modular DAG structure with ExternalTaskSensors for cross-DAG dependencies, created clear API
contracts and data schemas using Great Expectations for validation, provided training sessions on
Airflow best practices, and established a shared responsibility model with clear ownership.

Result: Delivered the pipeline on time, enabling real-time analytics that increased marketing
campaign ROI by 25%. The collaboration framework became a template for future cross-functional
projects.

8. Describe a time when you had to make a difficult trade-off decision regarding Airflow
infrastructure or design.



Situation: We faced a choice between using KubernetesExecutor for better resource isolation or
CeleryExecutor for simpler operations, while under pressure to deploy quickly.

Task: | needed to evaluate both options and make a recommendation that balanced current needs
with future scalability.

Action: | conducted a thorough analysis comparing operational complexity, cost, scalability, and
team expertise. | created proof-of-concepts for both approaches, documented pros and cons, and
presented findings to stakeholders. | recommended starting with CeleryExecutor due to team
familiarity and faster time-to-production, with a planned migration path to Kubernetes.

Result: We launched in 3 weeks instead of projected 8 weeks, met immediate business needs, and
successfully migrated to KubernetesExecutor 9 months later when the team had gained experience
and the use case justified the complexity.

9. Tell me about a situation where you had to debug a complex data quality issue in an
Airflow pipeline.

Situation: Business analysts reported inconsistent numbers in a financial reporting dashboard, but
the Airflow DAG showed all tasks succeeded.

Task: | needed to identify the source of data discrepancies while ensuring data integrity for
compliance.

Action: | implemented comprehensive logging at each transformation step, added data quality
checks using custom sensors that validated row counts and key metrics, traced data lineage
through the entire pipeline, and discovered a race condition where tasks were reading partially
written data. | fixed it by implementing proper XCom communication and atomic operations.

Result: Eliminated data inconsistencies, implemented automated data quality gates that prevented
12 similar issues in the following quarter, and established data validation as a standard practice
across all pipelines.

10. Share an experience where you mentored team members on Airflow best practices.
What approach did you take?

Situation: Three junior engineers joined our team with limited Airflow experience, and they were
struggling with DAG development, causing delays and code quality issues.

Task: | was assigned to mentor them and bring them up to speed quickly while maintaining code
quality standards.

Action: | created a structured learning path with hands-on exercises covering Airflow fundamentals,
conducted weekly code review sessions focusing on best practices like idempotency and proper
task dependencies, developed a library of DAG templates and reusable components, paired with
them on complex tasks, and established a safe sandbox environment for experimentation.

Result: All three engineers became productive within 6 weeks and independently delivered
production DAGs within 3 months. Two of them later became Airflow advocates, creating internal
documentation and training materials that benefited the broader organization.
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