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Core Concepts

This section focuses on fundamental principles and advanced concepts that an experienced developer should master.

1. What is Event Driven Architecture and how does it differ from traditional request-response architectures?

Event Driven Architecture (EDA) is a software design pattern where components communicate through the production, detection, and consumption of events
rather than direct method calls or API requests.

Key Differences:

e Coupling: EDA promotes loose coupling - producers don't know about consumers, while request-response creates tight coupling between caller and callee
Communication: EDA uses asynchronous, fire-and-forget messaging; request-response is synchronous and blocking
Scalability: EDA naturally supports horizontal scaling and load leveling through message queues

o
o
¢ Resilience: Systems can continue operating even when some components are unavailable

o Temporal decoupling: Producers and consumers don't need to be available simultaneously
Example Flow:

In request-response, an order service directly calls inventory and payment services. In EDA, the order service emits an 'OrderPlaced' event, and inventory/payment
services independently subscribe and react to it. This enables better fault tolerance, easier addition of new features (just add subscribers), and improved system
evolution.

2. Explain the difference between Event Notification, Event-Carried State Transfer, Event Sourcing, and CQRS patterns.

Four Distinct Patterns:

1. Event Notification:
e Minimal event payload - just signals something happened
e Consumers query back for details if needed
e Example: {"eventType": "OrderPlaced", "orderld": "123"}
* Keeps events small but increases coupling

2. Event-Carried State Transfer:
¢ Event contains all relevant data consumers need
e Reduces coupling - no callback queries required
e Example: {"orderld": "123", "customerld": "456", "items": [...], "total": 99.99}
e Enables consumers to maintain local caches

3. Event Sourcing:

e Store all state changes as immutable event sequence
e Current state derived by replaying events
e Provides complete audit trail and temporal queries
¢ Events are the source of truth, not derived data
4. CQRS (Command Query Responsibility Segregation):
e Separate models for writes (commands) and reads (queries)
¢ Often combined with Event Sourcing but independent pattern
¢ Write model optimized for consistency, read models for performance
e Enables multiple specialized read projections

These patterns often work together: Event Sourcing generates events, CQRS separates concerns, and events use either notification or state transfer approaches.

3. What are the key challenges of implementing Event Driven Architecture and how do you address them?

Major Challenges and Solutions:
1. Eventual Consistency:

e Challenge: Data isn't immediately consistent across services
e Solution: Design Uls to handle stale data, use correlation IDs for tracking, implement compensation logic

2. Event Ordering:

e Challenge: Events may arrive out of order
e Solution: Use partition keys in Kafka, sequence numbers, idempotent consumers, or accept eventual ordering

3. Debugging and Tracing:

e Challenge: Distributed flows are hard to trace
e Solution: Implement distributed tracing (OpenTelemetry), correlation IDs, centralized logging, event replay capabilities

4. Duplicate Events:

e Challenge: At-least-once delivery guarantees cause duplicates
e Solution: Make consumers idempotent using deduplication tables, unique constraint violations, or business logic that handles duplicates naturally

5. Schema Evolution:

e Challenge: Changing event structure breaks consumers
e Solution: Use schema registries (Confluent), versioned events, backward/forward compatible changes, consumer-driven contracts

6. Operational Complexity:

e Challenge: More infrastructure components to manage
e Solution: Use managed services (AWS EventBridge, Azure Event Grid), infrastructure as code, comprehensive monitoring

7. Testing:

e Challenge: Asynchronous flows are harder to test
¢ Solution: Contract testing, event simulation, testcontainers for integration tests, chaos engineering

4. How do you ensure exactly-once processing semantics in an event-driven system?

True exactly-once processing is theoretically impossible in distributed systems, but we can achieve exactly-once semantics through careful design.

Approaches:



1. Idempotent Consumers (Most Practical):

e Design operations so multiple executions produce same result
e Use deduplication tables with unique event IDs
e Leverage database unique constraints

// |dempotent handler example
function handlePayment(event) {
try {
db.insert({
eventld: event.id,
paymentld: event.paymentld,
amount: event.amount
1
} catch (UniqueConstraintError) {
// Already processed, ignore

}
2. Transactional Outbox Pattern:

e Write business data and outbound event in same transaction
e Separate process publishes events from outbox table
e Guarantees atomicity between state change and event emission

3. Kafka Transactions:

o Kafka supports exactly-once semantics (EOS) within its ecosystem
e Requires idempotent producers and transactional consumers
e Enable with enable.idempotence=true and transactional.id

4. Two-Phase Commit (Avoid if Possible):

¢ Distributed transactions across services
e High latency, complexity, and availability impact
e Better to use saga patterns with compensation

Best Practice: Combine at-least-once delivery with idempotent consumers. This provides exactly-once semantics without the complexity and performance penalties
of distributed transactions.

5. Explain the Saga pattern and compare orchestration vs choreography approaches for distributed transactions.

Saga Pattern manages distributed transactions by breaking them into a sequence of local transactions, each with a compensating transaction for rollback.

Orchestration Approach:

e Central coordinator controls the saga workflow

e Orchestrator sends commands to participants and handles responses
e Easier to understand and debug - single place to see flow

e Better for complex workflows with conditional logic

e Creates coupling to orchestrator service

// Orchestrator pseudocode
class OrderSaga {
async execute(order) {
try {
await inventory.reserve(order);
await payment.charge(order);
await shipping.schedule(order);
} catch (error) {
await this.compensate();

}
}

Choreography Approach:

¢ No central coordinator - services react to events

e Each service knows what to do when it sees an event
e Better decoupling and service autonomy

e More resilient - no single point of failure

e Harder to understand overall flow - logic distributed

¢ Risk of cyclic dependencies between events

When to Use Each:

Orchestration: Complex business logic, need visibility, tight SLAs, regulatory requirements Choreography: Simple workflows, high autonomy needed, evolving
requirements, loosely coupled teams

Hybrid Approach:
Many systems use both - orchestration for critical paths (order fulfillment) and choreography for ancillary concerns (notifications, analytics).
6. How do you handle schema evolution and versioning in event-driven systems?

Schema Evolution Strategies:
1. Schema Registry Approach:

e Centralized schema management (Confluent Schema Registry, AWS Glue)
e Enforce compatibility rules: backward, forward, or full

e Version schemas automatically

¢ Producers/consumers validate against registry

2. Compatibility Types:

* Backward: New consumers can read old events (add optional fields)
e Forward: Old consumers can read new events (remove optional fields)
e Full: Both backward and forward compatible

3. Practical Versioning Patterns:
// Version in event type

"eventType": "OrderPlaced.v2",
"version": "2.0",

"orderld": "123",

"newField": "value"

}




// Consumer handles multiple versions
switch(event.version) {

case "1.0": handleV1(event);

case "2.0": handleV2(event);

}
4. Safe Evolution Rules:

e Always add fields as optional with defaults
Never remove required fields

Never change field types

Use field deprecation before removal
Document breaking changes clearly

5. Migration Strategies:

¢ Expand-Contract: Add new field, migrate consumers, remove old field
¢ Dual-Write: Temporarily publish both versions
¢ Event Upcasting: Transform old events to new schema on read

6. Avro/Protobuf Benefits:

e Built-in schema evolution support

e Compact binary format

e Strong typing with code generation

e Better than JSON for production systems

Key principle: Never break existing consumers. Always maintain backward compatibility or coordinate breaking changes carefully.

7. What is the difference between message queues and event streams? When would you use each?

Message Queues (RabbitMQ, SQS, Azure Service Bus):

Consumption model: Messages deleted after consumption
Delivery: Typically to single consumer (competing consumers pattern)
Ordering: FIFO queues available but limited throughput

Retention: Short-term (minutes to days)

Use cases: Task distribution, work queues, point-to-point messaging

Event Streams (Kafka, AWS Kinesis, Pulsar):

e Consumption model: Events retained, multiple consumers read independently
Delivery: Pub-sub with consumer groups

Ordering: Guaranteed per partition

Retention: Long-term (days to indefinite)

Replay: Consumers can rewind and replay events

Use cases: Event sourcing, stream processing, data integration, audit logs

Decision Matrix:
Use Message Queues when:

e Task distribution among workers
e Simple request/response patterns

e Don't need event replay

e Lower throughput requirements (<10K msg/sec)
e Priority queues or complex routing needed

Use Event Streams when:

e Multiple independent consumers need same events
e Event replay and reprocessing required

e High throughput (100K+ msg/sec)

e Event sourcing or CQRS patterns

e Stream processing and analytics

¢ Building event-driven microservices

Hybrid Approach:
Many systems use both - Kafka for event backbone and queues for task distribution:
Kafka (events) - Consumer - SQS (tasks) - Workers

This combines Kafka's replay capabilities with SQS's simple task distribution model.

8. How do you implement dead letter queues and handle poison messages in event-driven systems?

Dead Letter Queues (DLQ) store messages that cannot be processed successfully after multiple attempts, preventing them from blocking the main queue.

Implementation Strategy:
1. Retry Logic with Exponential Backoff:

async function processMessage(msg) {
const maxRetries = 3;
const retryCount = msg.retryCount || 0;

try {
await handleEvent(msg);
} catch (error) {
if (retryCount < maxRetries) {
await retry(msg, retryCount + 1);
} else {
await sendToDLQ(msg, error);

}
}

2. DLQ Message Structure:

e Original message payload
Error details and stack trace
Retry count and timestamps
Correlation ID for tracing
Source queue/topic information

3. Poison Message Patterns:



¢ Malformed data: Schema validation failures

¢ Business rule violations: Invalid state transitions

* Dependency failures: Downstream service unavailable
e Bug-triggered: Code errors with specific inputs

4. DLQ Processing Strategies:

e Manual review: Alert on-call, investigate and fix

o Automated replay: After fixing bug, replay from DLQ
¢ Data correction: Transform and resubmit

e Discard: Log and drop if not recoverable

5. Platform-Specific Features:

e SQS: Automatic DLQ after maxReceiveCount

* RabbitMQ: x-dead-letter-exchange header

e Kafka: No native DLQ, implement custom with separate topic
e Azure Service Bus: Built-in dead-letter subqueue

6. Monitoring and Alerting:

e Alert when DLQ depth exceeds threshold

e Track DLQ rate as percentage of total messages
¢ Dashboard showing common error types

e SLA for DLQ resolution time

Best Practice: Always implement DLQs in production. A single poison message shouldn't block processing of thousands of valid messages.
9. Explain the Transactional Outbox pattern and how it solves the dual-write problem.
The Dual-Write Problem:

Challenge: Atomically updating database and publishing event is impossible without distributed transactions.

// Problematic approach
db.saveOrder(order);  // Success
eventBus.publish(event); // Fails - inconsistent state!

If database succeeds but event publish fails, system state diverges. If event publishes but database fails, consumers process non-existent data.
Transactional Outbox Solution:
Pattern Steps:

e 1. Write business data and event to outbox table in single transaction
e 2. Separate process reads outbox and publishes events

e 3. Mark events as published or delete them

e 4. Guarantees atomicity using local transaction

// Within single transaction
BEGIN TRANSACTION;
INSERT INTO orders VALUES (...);
INSERT INTO outbox (event_type, payload)
VALUES ('OrderPlaced’, '{...}");
COMMIT;

// Separate publisher process
SELECT * FROM outbox
WHERE published = false;
publish_to_kafka(events);
UPDATE outbox SET published = true;

Implementation Approaches:
1. Polling Publisher:
e Periodic query for unpublished events
e Simple but adds latency
e Risk of duplicate publishing (needs idempotency)
2. Transaction Log Tailing (CDC):
e Tools like Debezium read database transaction log
¢ Near real-time, no polling overhead
e More complex setup
3. Hybrid Approach:
o Application triggers immediate publish attempt

e Background job catches any missed events
e Best of both worlds

Benefits:

e Guaranteed consistency between database and events
¢ No distributed transactions needed

e Natural audit log of all events

e Can replay events from outbox

Considerations:
e Outbox table grows - need cleanup strategy

e Publisher must be idempotent
e Slight latency vs direct publish

10. How do you design event schemas and what are the best practices for event payload design?
Event Schema Design Principles:
1. Self-Describing Events:

¢ Include event type, version, timestamp, and correlation ID

e Enough context for consumers to process independently

"eventld": "uuid-v4",

"eventType": "OrderPlaced",
"eventVersion": "1.0",

"timestamp": "2024-01-15T10:30:00Z",
"correlationld": "trace-id",



}
2

"causationld": "parent-event-id",
"data": { /* payload */ }

. Event Payload Strategies:

¢ Thin Events (Notification): Just IDs, consumers fetch details
* Fat Events (State Transfer): Complete data, no callback needed
e Hybrid: Core data + IDs for optional details

. Naming Conventions:

e Use past tense: OrderPlaced, PaymentProcessed (not PlaceOrder)
e Be specific: CustomerAddressChanged vs CustomerUpdated

e Domain-driven: use ubiquitous language

e Namespace events: com.company.orders.OrderPlaced

. What to Include:

¢ Always: Entity ID, event type, timestamp, version

e Consider: Changed fields only vs full snapshot

e Avoid: Sensitive data (PIl, credentials), derived values
¢ Include: Relevant context for business decisions

. Schema Format Choice:

e JSON: Human-readable, flexible, larger size

e Avro: Compact, schema evolution, requires registry
¢ Protobuf: Efficient, strongly typed, good tooling

¢ CloudEvents: CNCF standard for event metadata

. Anti-Patterns to Avoid:

e Overly generic events (EntityChanged)
¢ Including consumer-specific data

e Mixing commands and events

e Breaking changes without versioning

e Enormous payloads (>1MB)

. Testing Schemas:

Use contract testing (Pact)
Validate against schema registry
Test backward/forward compatibility

.
.
.
¢ Document with examples
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Data Structures and Algorithms

Questions in this section test your understanding of how to work with and manipulate data efficiently.

1. How would you implement an LRU (Least Recently Used) cache with O(1) time complexity for both get and put operations?

LRU Cache Implementation

An LRU Cache requires a combination of a HashMap and a Doubly Linked List. The HashMap stores key-node pairs for O(1) access, while the doubly linked list
maintains insertion order.

¢ Get Operation: Move accessed node to front (most recent)
e Put Operation: Add new node to front, remove least recent if capacity exceeded
¢ Time Complexity: O(1) for both operations
¢ Space Complexity: O(capacity)
class LRUCache:
def __init_ (self, capacity):
self.cache = {}
self.capacity = capacity
self.head = Node(0, 0)
self.tail = Node(0, 0)
self.head.next = self.tail
self.tail.prev = self.head

2. Explain the difference between a Stack and a Queue, and provide a real-world use case for each in event-driven systems.

Stack vs Queue
Stack (LIFO - Last In First Out):

¢ Elements added and removed from the same end
e Operations: push(), pop(), peek()

e Time Complexity: O(1) for all operations

¢ Use Case: Undo/Redo operations, function call stack, backtracking in event processing

Queue (FIFO - First In First Out):

e Elements added at rear, removed from front

e Operations: enqueue(), dequeue(), peek()

e Time Complexity: O(1) for all operations

¢ Use Case: Message queues (RabbitMQ, SQS), event buffers, task scheduling in distributed systems

3. How do you find all pairs in an array that sum to a target value? What is the optimal time complexity?

Pair Sum Problem
Use a HashSet to achieve O(n) time complexity by storing complements as you iterate through the array.
Algorithm:

¢ lterate through array once

e For each element, check if (target - element) exists in set
e |f found, record the pair

e Add current element to set

def find_pairs(arr, target):

seen = set()

pairs =[]

for num in arr:
complement = target - num
if complement in seen:

pairs.append((complement, num))

seen.add(num)

return pairs

Time Complexity: O(n) | Space Complexity: O(n)
4. What is a Trie data structure and when would you use it in an event-driven system?

Trie (Prefix Tree)
A Trie is a tree-like data structure for storing strings where each node represents a character. It excels at prefix-based operations.
Key Characteristics:
e Root node is empty
e Each path from root represents a word
¢ Nodes can mark end of valid words
¢ Time Complexity: O(m) for insert/search where m is word length
Event-Driven Use Cases:
¢ Route matching in event routers (e.g., /user/*/events)
e Topic subscription patterns in pub/sub systems

e Auto-complete for event type suggestions
e Fast lookup of event handlers by event name prefix

5. Implement a sliding window algorithm to find the maximum sum of k consecutive elements in an array.

Sliding Window Maximum Sum
The sliding window technique optimizes problems involving consecutive elements by maintaining a window and updating it incrementally.
Approach:

e Calculate sum of first k elements

¢ Slide window by adding next element and removing first

e Track maximum sum encountered

def max_sum_subarray(arr, k):
if len(arr) < k:



return None
window_sum = sum(arr[:k])
max_sum = window_sum
foriin range(k, len(arr)):
window_sum = window_sum - arr[i-k] + arr[i]
max_sum = max(max_sum, window_sum)
return max_sum

Time Complexity: O(n) | Space Complexity: O(1)
6. How does a Hash Map work internally, and what strategies handle collisions?
Hash Map Internals

A Hash Map uses a hash function to map keys to array indices (buckets) for O(1) average-case access.
Core Mechanism:

e Hash function converts key to integer
e Modulo operation maps to bucket index
¢ Load factor triggers resizing (typically 0.75)

Collision Resolution Strategies:

¢ Chaining: Each bucket contains a linked list/tree of entries
¢ Open Addressing: Linear probing, quadratic probing, double hashing
¢ Java 8+ Optimization: Buckets convert to balanced trees when size exceeds threshold

Time Complexity: O(1) average, O(n) worst case | Space Complexity: O(n)
7. Explain the difference between a Binary Search Tree (BST) and a Balanced BST. Why does it matter for event processing?
BST vs Balanced BST

Binary Search Tree (BST):

e Left subtree contains smaller values, right contains larger
e Search/Insert/Delete: O(h) where h is height
¢ Problem: Can degrade to O(n) with skewed trees

Balanced BST (AVL, Red-Black):

e Maintains height balance through rotations
e Guarantees O(log n) for all operations
o Self-balancing after insertions/deletions

Event Processing Applications:

e Priority queues for event scheduling
e Timestamp-ordered event logs

e Maintaining sorted event streams

e Range queries on event attributes

8. How would you detect a cycle in a directed graph? Provide the algorithm and complexity.
Cycle Detection in Directed Graph

Use Depth-First Search (DFS) with a recursion stack to track nodes in the current path.
Algorithm:

e Maintain three states: unvisited, visiting, visited
e Mark node as 'visiting' when entering DFS

¢ If you encounter a 'visiting' node, cycle exists

e Mark as 'visited' when backtracking

def has_cycle(graph):
visited, rec_stack = set(), set()
def dfs(node):
visited.add(node)
rec_stack.add(node)
for neighbor in graph[nodel:
if neighbor not in visited and dfs(neighbor):
return True
elif neighbor in rec_stack:
return True
rec_stack.remove(node)
return False
return any(dfs(n) for n in graph if n not in visited)

Time Complexity: O(V + E) | Space Complexity: O(V)
9. What is a Bloom Filter and how can it optimize event deduplication in distributed systems?
Bloom Filter
A Bloom Filter is a probabilistic data structure that tests set membership with space efficiency, allowing false positives but never false negatives.
How It Works:

e Bit array of size m, initialized to O

¢ k independent hash functions

¢ Insert: Set k bits to 1 based on hash values

e Query: Check if all k bits are 1
Event Deduplication Use Case:

e Quickly filter already-processed event IDs

e Reduce database lookups by 95%+

¢ Handle false positives with secondary verification

o Memory-efficient for billions of events

Trade-offs: Configurable false positive rate vs space | No deletion support (use Counting Bloom Filter)
10. Implement a Min Heap and explain its use in priority-based event processing.
Min Heap Implementation

A Min Heap is a complete binary tree where parent nodes are smaller than children, enabling O(log n) insertions and O(1) minimum access.



class MinHeap:

def __init_ (self):
self.heap =[]

def insert(self, val):
self.heap.append(val)
self._bubble_up(len(self.heap) - 1)

def extract_min(self):
if not self.heap: return None
self._swap(0, len(self.heap) - 1)
min_val = self.heap.pop()
self._bubble_down(0)
return min_val

Event Processing Applications:

¢ Priority Queues: Process high-priority events first

* Event Scheduling: Execute events by timestamp

* Rate Limiting: Track next available execution time

o Complexity: Insert O(log n), Extract-Min O(log n), Peek O(1)
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System Design

These questions evaluate your ability to think about the bigger picture, including architecture, scalability, and performance.

1. Design a scalable event-driven order processing system for an e-commerce platform that handles millions of orders per day. How would you
ensure reliability, consistency, and fault tolerance?

Architecture Overview
An event-driven order processing system should leverage message brokers, event sourcing, and the saga pattern for distributed transactions.
Key Components

e Event Producer: Order service publishes OrderCreated, OrderPaid, OrderShipped events
Message Broker: Apache Kafka or AWS SNS/SQS for durability and scalability

Event Consumers: Inventory, Payment, Notification, Shipping services

Event Store: Persistent log of all events for audit and replay

Dead Letter Queue: Handle failed messages with retry logic

Ensuring Reliability

At-least-once delivery: Use idempotent consumers with deduplication keys
Event sourcing: Store all state changes as immutable events

Saga pattern: Implement compensating transactions for rollback scenarios
Circuit breakers: Prevent cascading failures across services

Consistency Model

Use eventual consistency with the outbox pattern to ensure atomic writes:

BEGIN TRANSACTION
INSERT INTO orders (id, status) VALUES (1, 'CREATED');
INSERT INTO outbox_events (aggregate_id, event_type, payload)
VALUES (1, 'OrderCreated', '{...}');
COMMIT;

Scalability Considerations

e Partition events by order_id for parallel processing
e Use consumer groups for horizontal scaling

¢ Implement backpressure mechanisms

e Cache frequently accessed data with Redis

2. How would you design a real-time notification system using event-driven architecture that supports multiple channels (email, SMS, push
notifications) and handles 100K+ notifications per second?

High-Level Architecture
Design a multi-channel notification system with event streaming, fanout pattern, and channel-specific processors.
Core Components

o Event Gateway: Receives notification requests via REST/gRPC
Event Stream: Kafka topics partitioned by user_id

Channel Router: Routes events to appropriate channel processors
Channel Processors: Email, SMS, Push notification workers
Delivery Tracker: Stores delivery status and retry logic

Event Flow

NotificationRequested Event

V;Iidation & Enrichment

Uier Preference Check

Crtannel Fanout (SNS Topic)

Ei\ail Queue | SMS Queue | Push Queue
Cf‘:annel-Specific Workers

Handling Scale
¢ Partitioning: 100+ Kafka partitions for parallel processing
¢ Rate Limiting: Token bucket algorithm per channel to respect provider limits
¢ Batching: Aggregate similar notifications (e.g., 100 emails per batch)
¢ Priority Queues: Separate queues for critical vs. promotional notifications
Reliability Patterns
Exponential backoff for retries (max 3 attempts)
Dead letter queue for permanently failed notifications

Idempotency using notification_id to prevent duplicates
Circuit breaker for third-party provider failures

o
o
.
o

Monitoring

Track metrics: delivery rate, latency percentiles (p95, p99), failure rate by channel, queue depth.

3. Design an event-driven analytics pipeline that processes clickstream data from a website with 10 million daily active users. How would you
handle late-arriving events and ensure exactly-once processing semantics?

Pipeline Architecture
Build a lambda architecture combining real-time and batch processing layers for comprehensive analytics.
Data Flow

¢ Ingestion Layer: Kafka Connect or Kinesis Firehose captures clickstream events



Stream Processing: Apache Flink or Kafka Streams for real-time aggregations
Batch Processing: Spark jobs for historical analysis and corrections

Storage: S3/HDFS for raw events, Cassandra/DynamoDB for serving layer
Query Layer: Druid or ClickHouse for OLAP queries

Handling Late-Arriving Events

Use watermarks and allowed lateness in stream processing:

stream
.keyBy(event -> event.userld)
.window(TumblingEventTimeWindows.of(Time.minutes(5)))
.allowedLateness(Time.hours(1))
.sideOutputLateData(lateDataTag)
.aggregate(new CountAggregator());

Exactly-Once Semantics

¢ Transactional Producers: Kafka transactions for atomic writes

* Idempotent Consumers: Store processing offsets with results atomically
¢ Two-Phase Commit: Coordinate writes across multiple sinks

¢ Checkpointing: Flink state snapshots for failure recovery

Event Time vs Processing Time
Always use event time for accurate analytics. Include timestamp in event payload and handle clock skew.
Optimization Strategies

e Partition events by user_id or session_id for locality

* Pre-aggregate at edge before sending to pipeline

e Use columnar formats (Parquet, ORC) for storage efficiency

¢ Implement data retention policies (hot/warm/cold tiers)

4. How would you design an event-driven architecture for a stock trading platform that requires ultra-low latency (<10ms) and must handle order
matching, portfolio updates, and risk checks in real-time?

Low-Latency Architecture
Design requires in-memory processing, event sourcing, and careful attention to network and serialization overhead.
Core Components

e Order Gateway: FIX protocol or WebSocket for order submission

e Event Bus: Chronicle Queue or LMAX Disruptor (in-memory, lock-free)

¢ Matching Engine: Single-threaded event processor with order book in memory
¢ Risk Engine: Pre-trade risk checks using cached portfolio state

* Market Data Feed: Separate high-frequency event stream

Event Processing Pattern

// LMAX Disruptor pattern

EventHandler[] handlers = {
riskCheckHandler,
matchingEngineHandler,
portfolioUpdateHandler,
auditLogHandler

disruptor.handIeEventsWith(handIers);
Latency Optimization Techniques

e Zero-copy: Direct memory access, avoid serialization where possible

e CPU pinning: Bind critical threads to specific cores

* Lock-free algorithms: Use CAS operations instead of locks

e Batch processing: Process events in micro-batches (100-1000 events)
¢ Co-location: Deploy matching engine and risk engine on same host

Consistency and Durability

e Use event sourcing: persist all events to durable log asynchronously
* Snapshot matching engine state every N events for recovery

e Replicate events to standby instance for failover

¢ Implement deterministic event replay for disaster recovery

CAP Theorem Trade-offs
Prioritize Consistency and Partition Tolerance (CP). Use synchronous replication to standby with automatic failover.

5. Design a distributed event-driven system for a ride-sharing platform that matches drivers with riders in real-time. How would you handle
geospatial queries, dynamic pricing, and ensure eventual consistency across services?

System Architecture
Combine event-driven microservices with geospatial indexing and real-time matching algorithms.
Key Services

¢ Location Service: Tracks driver/rider positions via GPS events

Matching Service: Finds nearby drivers using geohashing

Pricing Service: Calculates dynamic pricing based on supply/demand events
Trip Service: Manages trip lifecycle (requested, accepted, started, completed)
Notification Service: Sends real-time updates to mobile apps

Event Types

DriverLocationUpdated { driverld, lat, Ing, timestamp }
RideRequested { riderld, pickupLocation, destination }
RideMatched { rideld, driverld, riderld, eta }
RideStarted { rideld, startTime }

RideCompleted { rideld, endTime, fare }

Geospatial Matching Strategy
¢ Geohashing: Index driver locations in Redis with GEOADD command

* Query: Use GEORADIUS to find drivers within 5km radius
¢ Ranking: Score drivers by distance, rating, and acceptance rate



e Reservation: Temporarily lock driver to prevent double-matching
Dynamic Pricing
Event-driven surge pricing calculation:

// Aggregate demand/supply events

val pricingFactor = demandEvents
.window(5.minutes)
.map(region -> demandCount / supplyCount)
filter(ratio -> ratio > 1.5)
.map(ratio -> min(ratio * 1.5, 3.0));

Eventual Consistency Patterns

* Saga Pattern: Coordinate ride matching across multiple services with compensating transactions
e CQRS: Separate write model (trip state) from read model (driver availability)

e Event Sourcing: Reconstruct trip state from event log

¢ Optimistic Locking: Version-based updates to prevent conflicts

6. How would you architect an event-driven system for a social media feed that handles millions of posts per day, supports real-time updates, and
personalizes content for each user? Discuss fanout strategies and caching.

Feed Architecture Approaches
Hybrid fanout strategy combining fanout-on-write for active users and fanout-on-read for celebrities.
System Components

e Post Service: Creates posts and publishes PostCreated events

¢ Fanout Service: Distributes posts to followers' feeds

¢ Timeline Service: Assembles personalized feed on demand

¢ Ranking Service: Scores posts using ML model (engagement prediction)
e Cache Layer: Redis for hot feeds, Cassandra for cold storage

Fanout Strategies

Fanout-on-Write (Push Model):

e Pre-compute feeds for users with <1M followers
e Write post_id to each follower's feed cache
e Fast reads, slower writes, more storage

Fanout-on-Read (Pull Model):

e For celebrities (>1M followers), store posts in author's timeline
e Aggregate on read from followed users
e Slower reads, fast writes, less storage

Event Processing Flow
PostCreated Event

Fanout Decision (follower count check)
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if followers < 1M:

FanoutWorker writes to N follower feeds
else:

Index in celebrity_posts table

Real-Time Updates

e WebSocket connections for active users
¢ Publish FeedUpdated events to user-specific channels
¢ Client polls for updates if WebSocket unavailable

Caching Strategy

e L1 Cache: User's feed (top 100 posts) in Redis with 5min TTL

e L2 Cache: Post content in CDN with 1hr TTL

e Cache warming: Pre-populate feeds for active users

¢ Invalidation: On new post, update follower caches asynchronously

Personalization
Rank posts using features: recency, engagement score, user affinity, content type preference.

7. Design an event-driven system for a hotel booking platform that handles inventory management, overbooking prevention, and distributed
transactions across payment, booking, and notification services. How would you ensure data consistency?

Distributed Transaction Challenge
Booking requires coordinating multiple services atomically: check availability, reserve room, process payment, send confirmation.
Architecture Components

¢ Booking Service: Orchestrates booking saga

¢ Inventory Service: Manages room availability

e Payment Service: Processes payment transactions

¢ Notification Service: Sends booking confirmations

e Saga Orchestrator: Manages distributed transaction state

Saga Pattern Implementation

Use orchestration-based saga for complex booking workflow:

BookingSaga:

1. ReserveRoom (Inventory)
Compensate: ReleaseRoom

2. ProcessPayment (Payment)
Compensate: RefundPayment

3. CreateBooking (Booking)
Compensate: CancelBooking

4. SendConfirmation (Notification)

Preventing Overbooking



¢ Pessimistic Locking: Acquire distributed lock on room inventory during reservation
¢ Version-Based Updates: Use optimistic locking with version field

* Reservation Timeout: Hold room for 10 minutes, release if payment not completed
o Buffer Inventory: Keep 5% safety buffer for system errors

Event Sourcing for Consistency

// Events stored in order

RoomReserved { bookingld, roomld, timestamp }
PaymentProcessed { bookingld, amount, txnid }
BookingConfirmed { bookingld, confirmationCode }
// Rebuild state by replaying events

Handling Failures

¢ Idempotency: Use idempotency keys for all operations
o Retry Logic: Exponential backoff with jitter

* Timeout Handling: Set reasonable timeouts (payment: 30s, inventory: 5s)
« Compensating Transactions: Automatic rollback on saga failure

Consistency Model
Use eventual consistency with strong consistency for critical operations (payment, inventory updates) using two-phase commit or consensus algorithms.

8. How would you design a multi-region event-driven architecture for a globally distributed application that requires active-active deployment,
conflict resolution, and maintains low latency for users worldwide?

Multi-Region Architecture
Deploy active-active across multiple AWS regions with event replication and conflict-free replicated data types (CRDTSs).

Key Components

¢ Regional Event Brokers: Kafka cluster in each region (US-East, EU-West, Asia-Pacific)
¢ Cross-Region Replication: Kafka MirrorMaker 2 or AWS Global Tables
¢ Global Load Balancer: Route53 with latency-based routing

¢ Conflict Resolution Service: Handles concurrent updates

e Event Store: DynamoDB Global Tables or Cassandra multi-DC

Event Replication Strategy
Region A produces event:

{
Local event store write

Async replication to Region B, C
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Local consumers process immediately
Remote consumers process after replication

Conflict Resolution Strategies

e Last-Write-Wins (LWW): Use timestamp or vector clocks, simple but may lose data
¢ Application-Specific Logic: Merge conflicts based on business rules

e CRDTs: Use grow-only sets, counters for conflict-free merges

¢ Causal Consistency: Preserve causally related events order

CRDT Example for Counter

// G-Counter (Grow-only Counter)
class GCounter {
Map counts;

void increment(Regionld region) {
counts[region]++;

int value() { return counts.values().sum(); }

Consistency Guarantees

¢ Eventual Consistency: All regions converge to same state

e Causal Consistency: Preserve happens-before relationships

¢ Read-Your-Writes: User sees their own updates immediately

¢ Monotonic Reads: Users don't see older versions after newer ones

Latency Optimization

¢ Route users to nearest region

e Cache frequently accessed data in each region

e Use edge locations (CloudFront) for static content
e Async replication with local-first writes

9. Design an event-driven architecture for a video streaming platform that handles live streaming, video processing, CDN distribution, and real-
time viewer analytics. How would you handle backpressure and ensure quality of service?

Streaming Platform Architecture
Multi-tier event-driven system with ingestion, processing, distribution, and analytics pipelines.
System Components

¢ Ingest Service: Receives RTMP/WebRTC streams from broadcasters
Transcoding Pipeline: Converts video to multiple formats/bitrates

CDN Distribution: CloudFront or Akamai for global delivery

Player Events: Captures play, pause, buffer, quality change events
Analytics Pipeline: Real-time viewer metrics and engagement

Event Flow

StreamStarted - Transcoding Jobs
{

SegmentTranscoded - CDN Upload
{

SegmentAvailable - Player Notification
l



ViewerEvents - Analytics Pipeline
l
MetricsAggregated — Dashboard Update

Video Processing Pipeline

¢ Segmentation: Split stream into 2-10 second HLS/DASH segments

¢ Parallel Transcoding: Process segments concurrently across workers
o Adaptive Bitrate: Generate 240p, 480p, 720p, 1080p variants

¢ Event-Driven Jobs: Kafka triggers Lambda/ECS tasks per segment

Handling Backpressure

¢ Rate Limiting: Limit concurrent transcoding jobs per account
¢ Priority Queues: Separate queues for live vs VOD processing
¢ Dynamic Scaling: Auto-scale workers based on queue depth

¢ Circuit Breaker: Fail fast when transcoding service overloaded
* Buffering: Buffer segments in S3 before CDN distribution

Quality of Service (QoS)

// Prioritize live streams

if (event.streamType == 'LIVE') {
queue = highPriorityQueue;
timeout = 5_seconds;

} else {
queue = standardQueue;
timeout = 30_seconds;

}
Real-Time Analytics

e Stream viewer events to Kinesis/Kafka

e Use Flink for windowed aggregations (concurrent viewers, avg bitrate)
e Store metrics in TimescaleDB or InfluxDB

e Dashboard updates via WebSocket (Server-Sent Events)

Monitoring and Alerting
Track: transcoding latency, CDN hit ratio, buffer ratio, concurrent viewers, failed segments.

10. How would you design an event-driven architecture for a fraud detection system that processes financial transactions in real-time, uses
machine learning models, and must make decisions within 100ms while handling millions of transactions per hour?

Real-Time Fraud Detection Architecture
Hybrid architecture combining rule-based engines and ML models with event streaming for low-latency decisions.
System Components

* Transaction Gateway: Receives transaction events via REST/gRPC

e Event Stream: Kafka for durable transaction log

¢ Rules Engine: Fast deterministic checks (velocity, blacklist, amount limits)
e ML Inference Service: Trained models for anomaly detection

¢ Decision Service: Aggregates scores and makes approve/decline decision
¢ Feedback Loop: Captures outcomes for model retraining

Event Processing Pipeline

TransactionReceived
| (parallel processing)

[Rules Engine] [Feature Store] [ML Model]
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ScoresAggregated (50ms)

DécisionMade (approve/review/decline)
TrlansactionCompIeted

Meeting 100ms Latency Requirement

¢ In-Memory Processing: Keep hot data (user profiles, recent transactions) in Redis

¢ Feature Caching: Pre-compute and cache user features (30-day velocity, avg transaction)

¢ Model Optimization: Use lightweight models (XGBoost, decision trees) not deep neural networks
e Async Logging: Write audit logs asynchronously to not block decision

* Timeout Strategy: Fail-open after 100ms with conservative decision

Rules Engine Example

if (transaction.amount > user.dailyLimit)
return DECLINE;

if (blacklist.contains(transaction.cardNumber))
return DECLINE;

if (velocity.last5min > 5)
return REVIEW;

return PASS_TO_ML;

ML Model Serving
Deploy models in TensorFlow Serving or custom gRPC service
Use model versioning for A/B testing

.
e Batch inference for multiple transactions (micro-batching)
e Feature store (Feast, Tecton) for consistent feature computation

Scalability and Reliability
¢ Partitioning: Shard by user_id or merchant_id for parallel processing
* Replication: Deploy multiple inference service replicas
¢ Circuit Breaker: Fallback to rules-only if ML service fails
¢ Monitoring: Track latency (p50, p95, p99), false positive rate, model accuracy

Feedback Loop

Capture DecisionMade and TransactionOutcome events for model retraining, adjusting thresholds, and improving rules.
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Coding and Debugging

This section presents practical coding challenges and questions about debugging techniques.

1. Implement a simple event emitter class that supports subscribe, unsubscribe, and emit methods with proper error handling.
Event Emitter Implementation

Here's a robust event emitter implementation for event-driven architectures:

class EventEmitter {
constructor() { this.events = {}; }
subscribe(event, callback) {
if (!this.events[event]) this.events[event] = [];
this.events[event].push(callback);
return () => this.unsubscribe(event, callback);

unsubscribe(event, callback) {
if (this.events[event]) this.events[event] = this.events[event].filter(cb => cb !== callback);

emit(event, data) {
if (this.events[event]) this.events[event].forEach(cb => { try { cb(data); } catch(e) { console.error(e); } });

}
Key features:

¢ Maintains a registry of event listeners

e Returns unsubscribe function for cleanup

¢ Includes try-catch for error isolation

e Prevents one failing handler from blocking others

2. How would you debug message loss in a distributed event-driven system? What tools and techniques would you use?
Debugging Message Loss Strategy

Systematic approach to identify message loss:

e Correlation IDs: Add unique identifiers to trace messages across services

* Distributed Tracing: Use tools like Jaeger, Zipkin, or AWS X-Ray to visualize message flow
¢ Message Auditing: Implement producer/consumer counters and periodic reconciliation

¢ Dead Letter Queues: Configure DLQs to capture failed messages for analysis

¢ Logging: Structured logging with timestamps at publish, receive, and process stages

e Metrics: Monitor queue depth, consumer lag, processing time, and error rates

¢ Network Analysis: Use tcpdump or Wireshark to inspect network-level issues

¢ Broker Logs: Check Kafka, RabbitMQ, or SQS logs for replication/persistence failures

Common causes: Network partitions, consumer crashes before acknowledgment, message TTL expiration, queue overflow, serialization errors.
3. Write code to implement an idempotent event handler that prevents duplicate processing using a deduplication cache.

Idempotent Event Handler
Implementation using an in-memory cache with TTL for deduplication:

class IdempotentHandler {
constructor(ttiMs = 3600000) {
this.processed = new Map();
this.ttl = ttIMs;

async handle(event, processor) {
const key = event.id || JSON.stringify(event);
if (this.processed.has(key)) return { status: 'duplicate’, result: this.processed.get(key) };
const result = await processor(event);
this.processed.set(key, result);
setTimeout(() => this.processed.delete(key), this.ttl);
return { status: 'processed’, result };

}
Production considerations:

e Use Redis or DynamoDB for distributed deduplication
¢ Include event timestamp in deduplication key

¢ Implement sliding window cleanup strategy

¢ Handle cache failures gracefully

4. How do you handle poison messages in an event-driven architecture? Provide a code example with retry logic and DLQ routing.
Poison Message Handling

Robust handler with exponential backoff and DLQ routing:

class ResilientEventHandler {
async process(message, maxRetries = 3) {
let attempt = message.retryCount || 0;
try {
await this.handleMessage(message);
await this.acknowledge(message);
} catch (error) {
if (attempt < maxRetries) {
await this.retry(message, attempt, Math.pow(2, attempt) * 1000);
} else {
await this.sendToDLQ(message, error);

}
}
}

Best practices:

e Log full error context before DLQ routing



e Add metadata: original timestamp, error type, retry history
¢ Implement alerting on DLQ depth thresholds

e Create replay mechanism for DLQ messages after fixes

e Classify errors: transient (retry) vs permanent (DLQ immediately)

5. Explain how you would implement event sourcing with snapshot support. What are the debugging challenges?
Event Sourcing with Snapshots

Implementation approach:

class EventStore {

async getAggregate(id, snapshotinterval = 100) {
const snapshot = await this.loadSnapshot(id);
const events = await this.loadEvents(id, snapshot?.version || 0);
let state = snapshot?.state || this.initialState();
events.forEach(e => state = this.apply(state, e));
if (events.length >= snapshotinterval) await this.saveSnapshot(id, state, events.length);
return state;

}
Debugging challenges:

* State reconstruction errors: Use event replay in test environment to verify correctness
¢ Snapshot corruption: Implement checksum validation and version tagging

¢ Event ordering issues: Add sequence numbers and detect gaps

* Schema evolution: Use event versioning and upcasting for backward compatibility

¢ Performance profiling: Monitor snapshot load time vs event replay time

e Temporal debugging: Tools to replay system state at any point in time

6. Write a circuit breaker implementation for event consumers to prevent cascade failures when downstream services are unavailable.

Circuit Breaker Pattern
Implementation with three states: CLOSED, OPEN, HALF_OPEN:

class CircuitBreaker {
constructor(threshold = 5, timeout = 60000) {
this.state = 'CLOSED'; this.failures = 0; this.threshold = threshold; this.timeout = timeout;

async execute(fn) {
if (this.state === 'OPEN') throw new Error('Circuit breaker is OPEN');
try {
const result = await fn();
this.onSuccess(); return result;
} catch (error) {
this.onFailure(); throw error;

}

onSuccess() { this.failures = 0; if (this.state === 'HALF_OPEN') this.state = 'CLOSED'; }

onFailure() { this.failures++; if (this.failures >= this.threshold) { this.state = 'OPEN'; setTimeout(() => this.state = 'HALF_OPEN', this.timeout); } }
}

Monitoring: Track state transitions, failure rates, and recovery time.
7. How would you debug event ordering issues in a distributed system with multiple consumers and partitions?

Event Ordering Debugging
Diagnostic techniques:

¢ Partition Key Analysis: Verify events for same entity use consistent partition keys

¢ Sequence Numbers: Add monotonically increasing sequence numbers to detect gaps or reordering

¢ Timestamp Comparison: Compare producer timestamp, broker timestamp, and consumer timestamp

* Consumer Offset Tracking: Monitor offset commits to detect reprocessing or skips

e Concurrency Detection: Log consumer ID and processing thread to identify parallel processing of ordered events

Code example for validation:

class OrderValidator {
constructor() { this.lastSeq = {}; }
validate(event) {
const key = event.entityld;
const expected = (this.lastSeq[key] || 0) + 1;
if (event.sequence !== expected) {
console.error(* Order violation: expected ${expected}, got ${event.sequence}’);

this.lastSeq[key] = event.sequence;
}
}

Solutions: Single consumer per partition, message ordering guarantees, idempotent handlers.
8. Implement a backpressure mechanism for event consumers that throttles consumption based on processing capacity.

Backpressure Implementation
Adaptive throttling based on processing latency and queue depth:

class BackpressureConsumer {

constructor(maxConcurrent = 10, targetLatency = 1000) {
this.maxConcurrent = maxConcurrent; this.targetLatency = targetLatency;
this.inFlight = 0; this.metrics = [];

}

async consume(message) {
while (this.inFlight >= this.maxConcurrent) await this.wait(100);
this.inFlight++; const start = Date.now();
try { await this.process(message); }
finally { this.inFlight--; this.recordMetric(Date.now() - start); this.adjustConcurrency(); }

adjustConcurrency() { const avglLatency = this.getAvgLatency(); if (avgLatency > this.targetLatency * 1.5) this.maxConcurrent = Math.max(1, this.maxConcurrent - 1); }

Key concepts: Semaphore-based limiting, adaptive scaling, latency-based feedback loop.
9. What tools and techniques would you use to profile memory leaks in long-running event consumers?

Memory Profiling for Event Consumers



Profiling tools by runtime:

Node.js: --inspect flag with Chrome DevTools, clinic.js, heapdump module
Java: JVisualVM, Eclipse MAT, JProfiler, -XX:+HeapDumpOnOutOfMemoryError
Python: memory_profiler, tracemalloc, objgraph, pympler

.NET: dotMemory, PerfView, ANTS Memory Profiler

Debugging techniques:

e Take heap snapshots at intervals and compare retained size
Track object allocation rates and garbage collection frequency
Monitor event handler closures for unintended references
Check for unbounded caches or collections

Verify event listener cleanup (removelListener called)

o Profile third-party library usage for known leaks

Common causes: Unclosed connections, circular references, global caches, timer leaks, event listener accumulation.
10. Design a testing strategy for event-driven systems. How would you write integration tests that verify end-to-end event flow?
Event-Driven Testing Strategy

Test pyramid approach:

Unit Tests: Test event handlers in isolation with mocked dependencies
Contract Tests: Verify event schema compatibility between producers and consumers
Integration Tests: Use embedded brokers (TestContainers) for realistic message flow
End-to-End Tests: Verify complete workflows across multiple services

Integration test example:

describe('Order Processing Flow', () => {
it('should process order from creation to fulfillment', async () => {
const testBroker = await startTestBroker();
const orderld = await publishEvent(‘OrderCreated’, { id: '123' });
await waitForEvent('OrderValidated', e => e.orderld === orderld, 5000);
await waitForEvent(‘OrderFulfilled', e => e.orderld === orderld, 5000);
const finalState = await getOrderState(orderld);
expect(finalState.status).toBe('FULFILLED');
1
1

Key practices: Event capture for assertions, timeout handling, idempotency verification, failure scenario testing.
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Behavioral Questions

These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Tell me about a time when you designed and implemented an event-driven architecture from scratch. What challenges did you face?

Situation: At my previous company, we had a monolithic e-commerce platform that struggled with scalability during peak traffic periods, causing checkout delays
and inventory inconsistencies.

Task: | was tasked with redesigning the order processing system using event-driven architecture to improve scalability and decouple services.

Action: | designed an event-driven system using Apache Kafka as the message broker. | identified key domain events like OrderPlaced, PaymentProcessed, and
InventoryReserved. | implemented event producers in the order service and created dedicated consumer services for payment, inventory, and notification handling. |
also established event schemas using Avro for backward compatibility and implemented dead-letter queues for failed events.

Result: The new architecture reduced order processing time by 60%, eliminated tight coupling between services, and allowed independent scaling of components.
During Black Friday, the system handled 10x normal traffic without degradation.

2. Describe a situation where you had to handle event ordering and consistency issues in a distributed system. How did you resolve it?

Situation: In our financial transaction system, we encountered race conditions where account balance updates were processed out of order, leading to incorrect
balances and failed transactions.

Task: | needed to ensure strict event ordering for account-related events while maintaining system performance and availability.

Action: | implemented partition keys based on account IDs in Kafka to guarantee ordering within each partition. For critical operations, | introduced optimistic
locking with version numbers in the database. | also implemented an event sourcing pattern for account transactions, storing all events in order and rebuilding state
by replaying events. Additionally, | added idempotency keys to prevent duplicate processing.

Result: Event ordering issues were completely eliminated, account balance accuracy reached 100%, and the system passed all financial audits. The idempotency
mechanism prevented duplicate transactions worth over $500K in the first quarter.

3. Can you share an experience where you had to debug a complex issue in an event-driven system? What was your approach?

Situation: Our microservices-based platform experienced intermittent data inconsistencies where customer profile updates weren't reflecting across all services,
causing customer complaints and support tickets.

Task: | was responsible for identifying the root cause and implementing a fix while ensuring no data loss occurred.

Action: | implemented distributed tracing using OpenTelemetry to track events across services. | added correlation IDs to all events and analyzed trace data to
discover that one consumer service was silently failing due to schema incompatibility. | reviewed event schemas and found that a recent deployment introduced a
breaking change. | implemented schema validation at publish time, added comprehensive logging for consumer failures, and created monitoring dashboards for
event lag and error rates. | also set up alerts for consumer group lag exceeding thresholds.

Result: Identified and fixed the schema issue within 4 hours. Implemented safeguards that prevented similar issues, reducing debugging time for future incidents by
75%. Customer complaints dropped to zero within a week.

4. Tell me about a time when you had to choose between different messaging patterns (pub/sub, point-to-point, request-reply) for a specific use
case. What influenced your decision?

Situation: We were building a new notification system that needed to send alerts via email, SMS, push notifications, and Slack based on various system events like
order status, security alerts, and system health.

Task: | needed to design the messaging architecture to support multiple notification channels, allow easy addition of new channels, and ensure reliable delivery.

Action: | analyzed the requirements and chose a pub/sub pattern using AWS SNS/SQS. The rationale was: multiple consumers needed the same event (fan-out),
channels could be added without modifying producers, and each channel could process at its own pace. | created topic-based routing for different event types and
implemented separate queues for each notification channel. For critical notifications requiring acknowledgment, | added a request-reply pattern using correlation
IDs. | also implemented retry logic with exponential backoff for failed deliveries.

Result: Successfully delivered 99.9% of notifications within SLA. Added three new notification channels in 6 months with zero changes to event producers. System
scaled to handle 5 million notifications daily.

5. Describe a situation where you had to implement event replay or time-travel debugging capabilities. Why was it needed and how did you
implement it?

Situation: Our inventory management system had a critical bug that caused incorrect stock levels for several hours before detection. We needed to correct
historical data and understand what happened.

Task: | was asked to implement event replay capabilities to reprocess events and restore correct inventory states, and provide debugging tools for future incidents.

Action: | implemented event sourcing by persisting all events in an append-only event store using PostgreSQL with timestamp indexing. | built a replay mechanism
that could reprocess events from any point in time with configurable speed. | created a separate replay consumer group to avoid affecting production consumers. For
debugging, | developed a time-travel query interface that allowed reconstructing system state at any historical moment. | also added event versioning to handle
schema evolution during replay.

Result: Successfully replayed 72 hours of events and corrected inventory discrepancies for 15,000 SKUs. The replay capability reduced MTTR for data inconsistency
issues from days to hours. Time-travel debugging became invaluable for root cause analysis, reducing investigation time by 80%.

6. Share an experience where you had to optimize the performance of an event-driven system that was experiencing high latency or throughput
issues.

Situation: Our real-time analytics pipeline was experiencing significant lag, with events taking 30+ seconds to process, making dashboards nearly useless for
operational decisions.

Task: | needed to reduce event processing latency to under 2 seconds while handling 50,000 events per second during peak hours.

Action: | profiled the entire pipeline and identified bottlenecks: single-threaded consumers, inefficient database queries, and excessive network calls. | implemented
parallel processing by increasing partition count from 3 to 24 and scaling consumer instances accordingly. | introduced batch processing for database writes,
reducing DB calls by 90%. | implemented caching using Redis for frequently accessed reference data. | also optimized serialization by switching from JSON to Avro,
reducing message size by 40%. Additionally, | tuned Kafka consumer configurations for optimal throughput.

Result: Reduced average latency from 30 seconds to 800ms, exceeding the target. System now handles 100,000 events per second with room for growth.
Infrastructure costs decreased by 25% due to more efficient resource utilization.

7. Tell me about a time when you had to ensure data consistency across multiple services in an event-driven architecture without using distributed
transactions.

Situation: Our order fulfillment system required coordinating order creation, payment processing, inventory reservation, and shipping across four independent
microservices. Using distributed transactions would violate our architectural principles and hurt performance.

Task: | needed to ensure eventual consistency across services while handling failures gracefully and maintaining data integrity.



Action: | implemented the Saga pattern using choreography where each service published events upon completing its local transaction. | designed compensating
transactions for each step (e.g., Releaselnventory, RefundPayment) to handle failures. Each service maintained its own transaction log and published events
atomically using the Transactional Outbox pattern. | implemented idempotency checks using unique request IDs to handle duplicate events. | also added
comprehensive monitoring to track saga completion rates and failure patterns.

Result: Achieved 99.95% successful order completion rate. Failed sagas were automatically compensated within 5 seconds. The system handled edge cases like
partial failures gracefully, reducing manual intervention by 90%. Average order processing time improved by 40% compared to the previous synchronous approach.

8. Describe a situation where you had to migrate from a synchronous REST-based architecture to an event-driven architecture. What was your
strategy?

Situation: Our legacy monolithic application with synchronous REST APIs was causing cascading failures and couldn't scale to meet growing business demands.
Leadership approved a migration to event-driven architecture.

Task: | was responsible for planning and executing the migration with zero downtime and minimal risk to the business.

Action: | adopted a strangler fig pattern for gradual migration. | started by identifying bounded contexts and high-value, low-risk services to migrate first. |
implemented an event bus alongside existing REST APIs and used the Dual Write pattern temporarily where services wrote to both database and event stream. |
created adapter services to translate between REST calls and events during transition. | ran both systems in parallel for 3 months with feature flags controlling traffic
routing. | established comprehensive testing including chaos engineering to validate resilience. | also trained the team on event-driven patterns and best practices.

Result: Completed migration of 12 services over 9 months with zero production incidents. System reliability improved from 99.5% to 99.95%. Reduced inter-service
latency by 70% and enabled independent deployment of services, increasing deployment frequency from weekly to daily.

9. Can you share an experience where you had to implement security and compliance requirements in an event-driven architecture, such as
encryption, audit logging, or data privacy?

Situation: Our healthcare application needed to comply with HIPAA regulations, requiring encryption of PHI data, comprehensive audit trails, and strict access
controls across our event-driven architecture.

Task: | was responsible for implementing security controls and audit mechanisms while maintaining system performance and developer productivity.

Action: | implemented end-to-end encryption for events containing PHI using envelope encryption with AWS KMS. | added field-level encryption for sensitive
attributes in event payloads. For audit logging, | implemented event sourcing to maintain immutable audit trails with who, what, when, and why for every data
change. | enforced access controls using OAuth2 scopes and service-to-service authentication with mutual TLS. | implemented data masking in non-production
environments and added automated compliance checks in CI/CD pipelines. | also created monitoring dashboards for security events and configured alerts for
suspicious patterns.

Result: Successfully passed HIPAA compliance audit on first attempt. Zero security incidents or data breaches in 2 years of operation. Audit trail capabilities reduced
compliance reporting time from weeks to hours. Performance impact of encryption was under 5% due to efficient implementation.

10. Tell me about a time when you had to handle a large-scale event processing failure or data loss incident. How did you respond and what did
you learn?

Situation: During a major system upgrade, a configuration error caused our Kafka consumer group to skip 6 hours of events, resulting in missing order
confirmations, unprocessed payments, and angry customers.

Task: | needed to quickly assess the impact, recover lost events, and prevent future occurrences while managing stakeholder communication.

Action: | immediately formed an incident response team and established a communication channel. | first stopped further damage by pausing the faulty consumers.
| analyzed Kafka logs to determine the exact offset range that was skipped. | implemented a recovery consumer that processed the missed events in chronological
order while handling duplicates using idempotency keys. | coordinated with business teams to identify critical events requiring manual intervention. Post-incident, |
implemented offset monitoring with alerts, added automated offset backup/restore procedures, and created runbooks for similar scenarios. | also introduced pre-
deployment validation for consumer configurations.

Result: Recovered and processed all 2.3 million missed events within 8 hours with 99.8% accuracy. Identified and manually handled 47 edge cases requiring
business decisions. Implemented safeguards that prevented similar incidents, and documented lessons learned that became part of team training. Customer impact
was minimized to a 12-hour delay rather than permanent data loss.
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