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Core Concepts
This section focuses on fundamental principles and advanced concepts that an experienced
developer should master.

1. How do you approach designing a system that needs to scale from 1,000 to 100 million
users?

Strategic Scaling Approach

Designing for extreme scale requires evolutionary architecture thinking rather than premature
optimization. Here's my systematic approach:

Phase 1 (1K-100K users): Monolithic architecture with vertical scaling, single database,
simple caching layer (Redis), and CDN for static assets
Phase 2 (100K-1M users): Read replicas, database sharding strategy planning, microservices
extraction for high-traffic domains, message queues for async processing
Phase 3 (1M-10M users): Multi-region deployment, service mesh implementation, event-
driven architecture, CQRS patterns where appropriate
Phase 4 (10M-100M users): Global load balancing, edge computing, polyglot persistence,
chaos engineering practices

Key principles: Build for current scale +1 order of magnitude, instrument everything from day one,
design for failure, and maintain clear migration paths. Always balance technical complexity against
business velocity.

2. Explain the CAP theorem and how it influences your architectural decisions in
distributed systems.

CAP Theorem in Practice

The CAP theorem states that distributed systems can only guarantee two of three properties:
Consistency, Availability, and Partition Tolerance. Since network partitions are inevitable, the
real choice is between CP and AP systems.

CP Systems (Consistency + Partition Tolerance): Financial transactions, inventory
management, booking systems. Example: Using Raft consensus (etcd, Consul) where strong
consistency is non-negotiable
AP Systems (Availability + Partition Tolerance):  Social media feeds, analytics dashboards,
recommendation engines. Example: Cassandra with eventual consistency for user activity
streams

Practical decision framework:

if (data_loss_unacceptable || regulatory_requirements) {
  choose_CP_system();
  accept_potential_downtime();
} else if (user_experience_critical) {
  choose_AP_system();
  implement_conflict_resolution();
}

Modern systems often use hybrid approaches—CP for critical writes, AP for reads, with careful
domain boundary design.

3. What's your approach to technical debt management at scale across multiple teams?

Strategic Technical Debt Management

Technical debt is an investment decision, not a failure. My framework involves visibility,
prioritization, and systematic reduction:



Quantification: Implement debt tracking systems (tags in JIRA, dedicated debt backlogs) with
metrics like deployment frequency impact, incident correlation, and developer velocity drag
Classification: Categorize debt as deliberate vs. accidental, and local vs. systemic. Systemic
debt affecting multiple teams gets highest priority
The 20% Rule: Allocate 15-20% of sprint capacity specifically for debt reduction, non-
negotiable at the organizational level
Architectural Decision Records (ADRs): Document why debt was incurred, expected
lifespan, and payoff criteria
Debt Sprints: Quarterly focused efforts where teams tackle cross-cutting concerns

Key insight: The cost of technical debt is nonlinear. A system at 30% debt capacity operates
normally; at 70%, velocity collapses. Maintain continuous investment rather than crisis-driven
rewrites.

4. How do you design APIs that remain backward compatible while evolving over years?

API Evolution Strategy

Long-term API compatibility requires disciplined versioning and extension patterns :

Versioning Strategy: Use URI versioning for major breaking changes (/v1/, /v2/), header-
based versioning for minor variations. Maintain N-2 version support minimum
Additive Changes Only: New optional fields, new endpoints, new query parameters—never
remove or change existing field semantics
Deprecation Process: 12-month minimum deprecation window with clear migration guides,
runtime warnings in responses, and usage analytics
Contract Testing: Consumer-driven contracts (Pact) ensure changes don't break downstream
clients

Example response evolution:

{
  "user_id": 123,
  "name": "John",
  "email": "john@example.com",
  "profile_url": "/v2/profiles/123",
  "_links": {"self": "/v2/users/123"},
  "_deprecated": ["name splits to first_name/last_name in v3"]
}

Use hypermedia controls (HATEOAS) and GraphQL for flexibility without versioning overhead.

5. Describe your approach to making build vs. buy decisions for critical infrastructure
components.

Build vs. Buy Decision Framework

This is a strategic investment decision  requiring multi-dimensional analysis:

Core Competency Test: Does this component provide competitive differentiation? If no,
strongly favor buy. Example: Build your recommendation engine, buy your email delivery
service
Total Cost of Ownership (TCO):  Calculate 3-year costs including development, maintenance,
opportunity cost, and risk. Build often underestimates by 3-5x
Time-to-Market Impact: Can we ship 6 months earlier by buying? What's the revenue
impact?
Vendor Risk Assessment: Single vendor lock-in, pricing trajectory, company viability, data
portability
Customization Requirements: If we need >40% custom functionality, build bias increases
Team Capability: Do we have expertise to build AND maintain? Maintenance is 80% of
lifecycle cost

Decision matrix example: For observability, we bought DataDog (commodity, excellent product)
but built our own feature flagging system (core to experimentation culture, specific requirements).

Key principle: Minimize the surface area of what you build. Your competitive advantage is narrow.

6. How do you establish and maintain engineering standards across a 200+ engineer
organization?



Scaling Engineering Standards

Standards at scale require automation, governance, and cultural buy-in :

Architecture Decision Records (ADRs): Lightweight documents capturing context, decision,
and consequences. Stored in git, reviewed like code
Platform Teams: Dedicated teams building golden paths—internal platforms, templates, and
libraries that make the right way the easy way
Automated Guardrails: Pre-commit hooks, CI/CD gates, automated security scanning,
dependency vulnerability checks. Block PRs that violate standards
Tech Radar: Quarterly-updated guidance on adopt/trial/assess/hold for languages,
frameworks, and tools
Guild System: Cross-team communities of practice (Security Guild, Frontend Guild) that evolve
standards collaboratively
Exception Process: Clear escalation path for justified deviations with required documentation

Example enforcement:

// .eslintrc.js
module.exports = {
  extends: ['@company/eslint-config'],
  rules: {
    'no-console': 'error',
    '@company/approved-dependencies': 'error'
  }
};

Critical insight: Standards without tooling fail. Invest in developer experience.

7. What's your strategy for managing database migrations in a high-traffic production
environment with zero downtime?

Zero-Downtime Migration Strategy

Database migrations at scale require multi-phase deployments and careful state management:

Phase 1 - Expand:  Add new schema elements (columns, tables) without removing old ones.
Deploy application code that writes to both old and new schemas
Phase 2 - Migrate: Backfill data from old to new schema using batched background jobs with
rate limiting to avoid replication lag
Phase 3 - Contract: Deploy application code reading from new schema only, stop writing to
old schema
Phase 4 - Cleanup: After monitoring period (1-2 weeks), remove old schema elements

Example column rename:

-- Phase 1: Add new column
ALTER TABLE users ADD COLUMN email_address VARCHAR(255);

-- Phase 2: Dual write in application
UPDATE users SET email_address = email WHERE email_address IS NULL;

-- Phase 3: Switch reads to email_address
-- Phase 4: DROP COLUMN email

Key practices: Use feature flags to control rollout, implement shadow reads to verify data integrity,
maintain rollback capability at every phase, and always test migrations on production-scale staging
environments.

8. How do you approach incident management and post-mortem culture to drive
continuous improvement?

Incident Management Framework

Effective incident response requires clear processes, blameless culture, and systematic
learning:

Severity Definitions: Clear SLA impact-based classification (SEV1: customer-facing outage,
SEV2: degraded performance, SEV3: internal tools affected)



Incident Command System:  Defined roles—Incident Commander (coordinates),
Communications Lead (stakeholder updates), Technical Lead (investigates root cause)
War Room Protocol: Dedicated Slack channel per incident, automatic logging of all actions,
clear escalation paths
Blameless Post-Mortems: Focus on system failures, not human error. Template includes
timeline, root cause analysis, contributing factors, action items with owners
Action Item Tracking: Post-mortem action items tracked in dedicated backlog with executive
visibility, completion rate as team metric

Post-mortem structure:

## Incident: API Latency Spike
**Duration:** 45 minutes
**Impact:** 15% of requests >5s latency
**Root Cause:** Database connection pool exhaustion
**Why:** Traffic spike + inefficient query pattern
**Actions:** 1) Increase pool size 2) Add query optimization 3) Implement circuit breakers

Cultural element: Celebrate learning from failures. Share post-mortems company-wide.

9. Explain your approach to designing for observability in microservices architectures.

Observability-First Architecture

Observability must be built into the system design , not added later. The three pillars—logs,
metrics, traces—work together:

Structured Logging: JSON-formatted logs with consistent fields (request_id, user_id,
service_name, trace_id). Centralized aggregation (ELK, Splunk) with retention policies
Metrics & Instrumentation: RED metrics (Rate, Errors, Duration) for every service endpoint.
USE metrics (Utilization, Saturation, Errors) for resources. Prometheus + Grafana standard stack
Distributed Tracing: OpenTelemetry instrumentation across all services. Trace context
propagation in headers. Jaeger or Tempo for trace storage
Service Level Objectives (SLOs): Define error budgets (99.9% availability = 43 minutes
downtime/month). Alert on budget burn rate, not arbitrary thresholds

Example instrumentation:

const tracer = opentelemetry.trace.getTracer('order-service');
const span = tracer.startSpan('process_order');
span.setAttribute('order.id', orderId);
span.setAttribute('user.id', userId);
try {
  await processOrder(orderId);
  span.setStatus({code: SpanStatusCode.OK});
} finally {
  span.end();
}

Key insight: High cardinality dimensions enable debugging unknown unknowns.

10. How do you balance innovation and experimentation with system stability and
reliability?

Innovation-Stability Balance Framework

This requires structured experimentation with clear risk boundaries:

Two-Track Development: 70% of engineering capacity on core product/stability, 20% on
strategic initiatives, 10% on experimental innovation
Risk-Tiered Deployment: Innovations deployed first to internal users, then 1% canary, then
gradual rollout with automated rollback triggers
Feature Flags: All new features behind flags with gradual rollout controls and instant kill
switches. LaunchDarkly or custom solution
Chaos Engineering: Proactive failure injection in staging and production (Netflix Simian Army
model) to validate resilience
Innovation Time: Dedicated hackathons, 20% time, or innovation sprints with clear criteria for
graduation to production
Failure Tolerance: Explicitly accept that 70% of experiments will fail. Measure learning



velocity, not just success rate

Example policy:

if (feature.risk === 'high') {
  require_feature_flag();
  require_monitoring_dashboard();
  require_rollback_plan();
  start_with_internal_users();
  gradual_rollout([1, 5, 25, 50, 100]);
}

Cultural principle: Psychological safety to experiment within guardrails. Celebrate intelligent
failures.
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Data Structures and Algorithms
Questions in this section test your understanding of how to work with and manipulate data
efficiently.

1. Explain how to implement an LRU (Least Recently Used) cache with O(1) time
complexity for both get and put operations.

LRU Cache Implementation

An LRU cache requires a combination of a hash map and a doubly linked list. The hash map
provides O(1) lookup, while the doubly linked list maintains the access order.

Hash Map: Maps keys to nodes in the linked list
Doubly Linked List: Stores key-value pairs with most recently used at the head
Get Operation: Move accessed node to head
Put Operation: Add new node at head, remove least recently used (tail) if capacity exceeded

class LRUCache:
    def __init__(self, capacity):
        self.cache = {}
        self.head = Node(0, 0)
        self.tail = Node(0, 0)
        self.head.next = self.tail
        self.tail.prev = self.head
        self.capacity = capacity

Time Complexity: O(1) for both get and put operations

2. How would you find all pairs in an array that sum to a specific target value? What is
the optimal time complexity?

Two Sum Problem

The optimal approach uses a hash set to track seen numbers while iterating through the array once.

Algorithm: For each number, check if (target - number) exists in the set
Time Complexity: O(n) - single pass through array
Space Complexity: O(n) - hash set storage

def find_pairs(arr, target):
    seen = set()
    pairs = []
    for num in arr:
        complement = target - num
        if complement in seen:
            pairs.append((complement, num))
        seen.add(num)
    return pairs

This approach is significantly better than the naive O(n²) nested loop solution.

3. Explain the sliding window technique and provide an example of finding the maximum
sum of k consecutive elements.

Sliding Window Technique

The sliding window is an optimization technique that reduces time complexity by maintaining a
window of elements and sliding it across the data structure.

Use Cases: Subarray/substring problems with contiguous elements
Fixed Window: Window size remains constant



Dynamic Window: Window size changes based on conditions

def max_sum_k_consecutive(arr, k):
    window_sum = sum(arr[:k])
    max_sum = window_sum
    for i in range(k, len(arr)):
        window_sum += arr[i] - arr[i-k]
        max_sum = max(max_sum, window_sum)
    return max_sum

Time Complexity: O(n) instead of O(n*k) with nested loops

4. What is the difference between a min-heap and max-heap? How would you implement
a median finder using heaps?

Heap-Based Median Finder

A min-heap has the smallest element at root, while a max-heap has the largest. For finding median
in a stream, use two heaps:

Max-heap: Stores the smaller half of numbers
Min-heap: Stores the larger half of numbers
Balance: Keep heaps equal size or max-heap one element larger
Median: Top of max-heap (odd count) or average of both tops (even count)

class MedianFinder:
    def __init__(self):
        self.small = []  # max-heap
        self.large = []  # min-heap
    def add(self, num):
        heappush(self.small, -num)
        heappush(self.large, -heappop(self.small))
        if len(self.small) < len(self.large):
            heappush(self.small, -heappop(self.large))

Time Complexity: O(log n) insert, O(1) find median

5. Explain how a Trie (prefix tree) works and when you would use it over a hash table.

Trie Data Structure

A Trie is a tree-like data structure that stores strings character by character, sharing common
prefixes.

Advantages over Hash Table:  Prefix searches, autocomplete, lexicographic ordering
Space Efficiency: Shared prefixes reduce memory for similar strings
Time Complexity: O(m) for insert/search where m is string length
Use Cases: Autocomplete, spell checkers, IP routing tables

class TrieNode:
    def __init__(self):
        self.children = {}
        self.is_end = False
class Trie:
    def insert(self, word):
        node = self.root
        for char in word:
            node = node.children.setdefault(char, TrieNode())
        node.is_end = True

Hash tables cannot efficiently handle prefix-based queries.

6. How do you detect a cycle in a linked list? Explain Floyd's Cycle Detection Algorithm.

Floyd's Cycle Detection (Tortoise and Hare)

Floyd's algorithm uses two pointers moving at different speeds to detect cycles efficiently.

Slow Pointer: Moves one step at a time



Fast Pointer: Moves two steps at a time
Cycle Detection: If pointers meet, cycle exists
Space Complexity: O(1) - no extra storage needed

def has_cycle(head):
    slow = fast = head
    while fast and fast.next:
        slow = slow.next
        fast = fast.next.next
        if slow == fast:
            return True
    return False

Time Complexity: O(n). To find cycle start, reset one pointer to head and move both one step until
they meet.

7. What is the time complexity of common operations on a balanced BST versus an
unbalanced BST?

BST Time Complexity Analysis

The performance of Binary Search Trees depends heavily on balance.

Balanced BST (AVL, Red-Black): O(log n) for search, insert, delete
Unbalanced BST (worst case): O(n) - degenerates to linked list
Average Case: O(log n) with random insertions
Self-Balancing: AVL and Red-Black trees maintain O(log n) through rotations

Comparison Table:

Search: Balanced O(log n) | Unbalanced O(n)
Insert: Balanced O(log n) | Unbalanced O(n)
Delete: Balanced O(log n) | Unbalanced O(n)
Space: Both O(n)

For guaranteed performance, use self-balancing trees like AVL or Red-Black trees.

8. Explain the difference between DFS and BFS. When would you choose one over the
other?

DFS vs BFS Comparison

Depth-First Search (DFS) explores as far as possible along each branch, while Breadth-First
Search (BFS) explores level by level.

DFS: Uses stack (or recursion), O(n) space in worst case
BFS: Uses queue, O(w) space where w is maximum width

When to use DFS:

Finding paths, topological sorting, detecting cycles
Memory-constrained (tree-like structures)
Backtracking problems

When to use BFS:

Shortest path in unweighted graphs
Level-order traversal
Finding nearest neighbors

def bfs(graph, start):
    queue = [start]
    visited = {start}
    while queue:
        node = queue.pop(0)
        for neighbor in graph[node]:
            if neighbor not in visited:
                visited.add(neighbor)
                queue.append(neighbor)



9. How would you implement a thread-safe queue? What synchronization mechanisms
would you use?

Thread-Safe Queue Implementation

A thread-safe queue requires synchronization to prevent race conditions when multiple threads
access it concurrently.

Mutex/Lock: Ensures mutual exclusion for critical sections
Condition Variables: Allows threads to wait for queue state changes
Blocking Operations: Producer waits when full, consumer waits when empty
Atomic Operations: For lock-free implementations

from threading import Lock, Condition
class ThreadSafeQueue:
    def __init__(self):
        self.queue = []
        self.lock = Lock()
        self.not_empty = Condition(self.lock)
    def put(self, item):
        with self.lock:
            self.queue.append(item)
            self.not_empty.notify()

Python's queue.Queue provides built-in thread-safety. For high-performance scenarios, consider
lock-free queues using CAS operations.

10. Explain the concept of amortized time complexity with an example of dynamic array
resizing.

Amortized Time Complexity

Amortized analysis averages the time per operation over a sequence of operations, accounting for
occasional expensive operations.

Dynamic Array: Doubles capacity when full
Individual Insert: O(1) normally, O(n) when resizing
Amortized Cost: O(1) per insertion over n operations

Analysis: If we insert n elements, resizing occurs at sizes 1, 2, 4, 8...n. Total copy cost is
1+2+4+...+n = 2n-1, so average per insertion is (2n-1)/n ≈ 2, which is O(1).

class DynamicArray:
    def append(self, item):
        if self.size == self.capacity:
            self.capacity *= 2
            new_arr = [None] * self.capacity
            for i in range(self.size):
                new_arr[i] = self.arr[i]
            self.arr = new_arr
        self.arr[self.size] = item
        self.size += 1

Other examples: Hash table resizing, Splay trees
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System Design
These questions evaluate your ability to think about the bigger picture, including architecture,
scalability, and performance.

1. Design a scalable URL shortener service like bit.ly. What are the key components and
design considerations?

Key Components

API Gateway: Handles incoming requests for URL creation and redirection
Application Servers: Stateless services for business logic
Database: Stores URL mappings (short code to original URL)
Cache Layer: Redis/Memcached for frequently accessed URLs
Load Balancer: Distributes traffic across application servers

Design Considerations

URL Generation: Use base62 encoding (a-z, A-Z, 0-9) for short codes. For a 7-character code,
you get 62^7 = 3.5 trillion URLs
Database Choice: NoSQL (Cassandra/DynamoDB) for high write throughput and horizontal
scalability
Caching Strategy: Cache hot URLs (80/20 rule). Use LRU eviction policy
High Availability: Multi-region deployment with database replication
Rate Limiting: Prevent abuse using token bucket algorithm

Sample URL Generation Logic

function generateShortCode(id) {
  const chars = '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ';
  let code = '';
  while (id > 0) {
    code = chars[id % 62] + code;
    id = Math.floor(id / 62);
  }
  return code.padStart(7, '0');
}

Scalability

Read-heavy: 100:1 read-to-write ratio. Heavy caching required
Partitioning: Shard database by hash of short code
Analytics: Use message queue (Kafka) for async processing of click events

2. How would you design a distributed rate limiter that works across multiple servers?

Approaches

Centralized Store (Redis):  Most common approach using Redis with atomic operations
Token Bucket Algorithm: Allows burst traffic while maintaining average rate
Sliding Window Log: More accurate but memory intensive
Fixed Window Counter: Simple but can allow 2x traffic at window boundaries

Redis-Based Implementation

// Token Bucket with Redis
const key = `rate_limit:${userId}`;
const limit = 100; // requests per minute
const current = await redis.incr(key);
if (current === 1) {



  await redis.expire(key, 60);
}
if (current > limit) {
  throw new Error('Rate limit exceeded');
}

Design Considerations

Consistency: Use Redis Cluster for high availability. Accept eventual consistency for better
performance
Race Conditions: Use Lua scripts in Redis for atomic operations
Distributed Coordination: Consider using Redis Sorted Sets for sliding window
Fallback: If Redis is down, fail open (allow requests) or closed (deny) based on criticality

Advanced: Sliding Window with Redis

// Remove old entries and count
const now = Date.now();
const windowStart = now - 60000;
await redis.zremrangebyscore(key, 0, windowStart);
const count = await redis.zcard(key);
if (count < limit) {
  await redis.zadd(key, now, `${now}-${Math.random()}`);
}

3. Design a real-time notification system that can handle millions of concurrent users.
How do you ensure message delivery?

Architecture Components

WebSocket Servers: Maintain persistent connections with clients
Message Queue: Kafka/RabbitMQ for reliable message delivery
Presence Service: Tracks which users are online and on which servers
Notification Service: Business logic for creating and routing notifications
Storage: PostgreSQL for notification history, Redis for online user state

Message Delivery Guarantees

At-least-once delivery: Store notifications in DB before sending. Retry on failure
Idempotency: Include unique message ID so clients can deduplicate
ACK mechanism: Client acknowledges receipt, server marks as delivered
Offline handling: Queue messages for offline users, deliver on reconnection

Connection Management

class ConnectionManager {
  async handleConnect(userId, socket) {
    await redis.sadd(`online:${userId}`, socket.id);
    await redis.hset('socket:server', socket.id, SERVER_ID);
    const pending = await db.getPendingNotifications(userId);
    pending.forEach(n => socket.send(n));
  }
}

Scalability Patterns

Horizontal Scaling: Use consistent hashing to distribute connections across WebSocket
servers
Pub/Sub: Redis Pub/Sub for routing messages to correct WebSocket server
Fan-out: For broadcasts, use message queue with multiple consumers
Backpressure: Implement rate limiting per connection to prevent overwhelming clients

4. Explain the CAP theorem and how you would design a system that prioritizes
availability over consistency. Provide a concrete example.

CAP Theorem



CAP theorem states that a distributed system can only guarantee 2 out of 3 properties:

Consistency: All nodes see the same data at the same time
Availability: Every request receives a response (success or failure)
Partition Tolerance: System continues operating despite network partitions

AP System Design: Social Media Feed

In a social media feed, we prioritize Availability and Partition Tolerance over strict consistency.
Users can tolerate seeing slightly stale data.

Architecture

Multi-master replication: Write to any region, async replication to others
Eventually consistent: Use conflict resolution strategies (last-write-wins, vector clocks)
Read-your-writes: Ensure users see their own updates immediately via sticky sessions
Quorum reads/writes: W=1, R=1 for maximum availability

Example: Post Creation

async function createPost(userId, content) {
  const post = { id: generateId(), userId, content, ts: Date.now() };
  await db.write(post); // Write to local region
  await cache.set(`user:${userId}:posts`, post); // Immediate cache
  publishToQueue(post); // Async replication
  return post; // Return immediately
}

Handling Conflicts

Vector Clocks: Track causality to detect conflicts
CRDTs: Conflict-free replicated data types for automatic merge
Application-level resolution: Merge strategies based on business logic

5. Design a distributed caching system. How do you handle cache invalidation,
consistency, and the thundering herd problem?

Cache Architecture

Layer 1: Application-level cache (in-memory, per instance)
Layer 2: Distributed cache (Redis Cluster, Memcached)
Layer 3: CDN for static content
Cache-aside pattern: Application manages cache, loads from DB on miss

Cache Invalidation Strategies

TTL-based: Set expiration time, suitable for data that can be stale
Write-through: Update cache synchronously with DB write
Write-behind: Update cache immediately, async DB update
Event-based: Invalidate cache on DB change events (CDC with Debezium)

Thundering Herd Solution

When cache expires, multiple requests simultaneously hit the database. Solutions:

async function getWithLock(key) {
  let value = await cache.get(key);
  if (!value) {
    const lock = await cache.set(`lock:${key}`, 1, 'NX', 'EX', 10);
    if (lock) {
      value = await db.query(key);
      await cache.set(key, value, 'EX', 3600);
    } else {
      await sleep(100); return getWithLock(key);
    }
  }
  return value;
}



Additional Patterns

Probabilistic early expiration: Refresh cache before TTL expires based on load
Request coalescing: Deduplicate simultaneous requests for same key
Stale-while-revalidate: Serve stale data while fetching fresh data in background

Consistency Models

Strong consistency: Invalidate cache on every write (high latency)
Eventual consistency: Accept stale reads, use TTL (better performance)
Read-your-writes: Invalidate user-specific cache on their writes

6. How would you design a news feed system like Twitter or Facebook that can scale to
hundreds of millions of users?

Architecture Overview

Fan-out on Write (Push):  Pre-compute feeds when posts are created
Fan-out on Read (Pull): Compute feed on demand when user requests
Hybrid Approach: Push for most users, pull for celebrities with millions of followers

Hybrid Design Components

Post Service: Handles post creation and storage
Fan-out Service: Distributes posts to followers' feeds
Feed Service: Retrieves and ranks feed for display
Graph Database: Stores social connections (Neo4j, or denormalized in Cassandra)
Timeline Cache: Redis stores pre-computed feeds

Feed Generation Logic

async function generateFeed(userId) {
  const following = await getFollowing(userId);
  const [regular, celebrity] = partition(following, isCelebrity);
  const cached = await redis.lrange(`feed:${userId}`, 0, 99);
  const live = await db.getRecentPosts(celebrity, limit=20);
  return merge(cached, live).sort(byTime).slice(0, 50);
}

Fan-out Strategy

Regular users (<5k followers): Fan-out on write. Push to all followers' Redis lists
Celebrities (>5k followers): Don't fan-out. Fetch their posts on-demand
Async processing: Use Kafka for fan-out jobs to handle spikes

Ranking Algorithm

Chronological: Simple timestamp-based sorting
Engagement-based: Score = likes + comments + shares weighted by recency
ML-based: Personalized ranking using user interaction history
Real-time updates: WebSockets push new posts to active users

Scalability

Sharding: Partition users by user_id hash across multiple databases
Caching: Multi-layer cache (L1: app memory, L2: Redis, L3: DB)
Read replicas: Separate read and write databases

7. Design a distributed task scheduler that can execute millions of tasks reliably. How do
you handle failures and ensure exactly-once execution?

System Components

Task Queue: Kafka/RabbitMQ for durable task storage
Scheduler Service: Determines when tasks should execute
Worker Nodes: Execute tasks, horizontally scalable
Coordinator: Zookeeper/etcd for distributed coordination and leader election



State Store: PostgreSQL for task metadata and execution history

Task Execution Flow

async function executeTask(task) {
  const lock = await acquireLock(task.id, ttl=300);
  if (!lock) return; // Another worker has it
  try {
    await db.updateStatus(task.id, 'RUNNING');
    const result = await task.execute();
    await db.updateStatus(task.id, 'COMPLETED', result);
  } catch (err) {
    await handleFailure(task, err);
  } finally {
    await releaseLock(task.id);
  }
}

Exactly-Once Execution

Idempotency key: Each task has unique ID, check before execution
Database transactions: Update task status and execute in transaction where possible
Two-phase commit: For distributed transactions across services
Outbox pattern: Write task result and status update to same database atomically

Failure Handling

Retry with exponential backoff:  Retry failed tasks with increasing delays
Dead letter queue: Move permanently failed tasks for manual investigation
Circuit breaker: Stop retrying if downstream service is down
Timeout handling: Kill tasks that exceed max execution time

Scheduling Strategies

Cron-based: Use cron expressions for recurring tasks
Delay-based: Execute after specific delay using sorted sets in Redis
Priority queue: High-priority tasks execute first
Rate limiting: Control task execution rate per worker

8. Design a geographically distributed database system. How do you handle data
replication, consistency, and minimize latency?

Replication Strategies

Multi-master replication: Write to any region, conflicts resolved via CRDTs or vector clocks
Leader-follower: One region handles writes, others replicate asynchronously
Geo-partitioning: Data pinned to specific regions based on user location
Hybrid: Critical data uses synchronous replication, rest is async

Consistency Models

Strong consistency: Synchronous replication to all regions (high latency). Use Paxos/Raft
Eventual consistency: Async replication, conflicts resolved later (low latency)
Causal consistency: Maintain causally related operations order
Session consistency: User sees their own writes within session

Latency Optimization

async function writeWithLocalityAwareness(userId, data) {
  const region = getUserRegion(userId);
  const localDB = getDBConnection(region);
  await localDB.write(data); // Write to nearest region
  replicateAsync(data, otherRegions); // Background replication
  await cache.set(userId, data); // Update global cache
  return { success: true, latency: 'low' };
}



Conflict Resolution

Last-write-wins (LWW): Use timestamps, simple but can lose data
Version vectors: Track causality, detect true conflicts
Application-level merge: Custom logic based on business rules
CRDTs: Data structures that automatically resolve conflicts (counters, sets)

Data Placement Strategies

User affinity: Store user data in their home region
Hot data replication: Replicate frequently accessed data to all regions
Cold data archival: Move old data to cheaper storage (S3 Glacier)
Compliance: Keep sensitive data in specific regions (GDPR)

Technologies

Google Spanner: Global strong consistency using atomic clocks
CockroachDB: Multi-region SQL with automatic rebalancing
Cassandra: Tunable consistency, excellent for geo-distribution
DynamoDB Global Tables: Multi-region with eventual consistency

9. How would you design a video streaming platform like YouTube? Cover video upload,
processing, storage, and delivery.

System Architecture

Upload Service: Handles large file uploads with resumable uploads
Transcoding Pipeline: Converts videos to multiple formats and resolutions
Storage: Object storage (S3, GCS) for video files
CDN: CloudFront/Akamai for global content delivery
Metadata Service: Stores video info, user data, comments
Recommendation Engine: ML-based video suggestions

Upload Flow

async function handleUpload(file, userId) {
  const uploadId = generateId();
  const chunks = splitFile(file, chunkSize=5MB);
  for (let chunk of chunks) {
    await s3.uploadPart(uploadId, chunk);
  }
  await s3.completeMultipartUpload(uploadId);
  await queue.publish('transcode', {uploadId, userId});
  return {uploadId, status: 'processing'};
}

Video Processing Pipeline

Transcoding: FFmpeg converts to multiple formats (H.264, VP9, AV1)
Adaptive bitrate: Generate 240p, 360p, 480p, 720p, 1080p, 4K versions
Thumbnail generation: Extract frames at intervals for preview
Content analysis: ML models for copyright detection, inappropriate content
Distributed processing: Use Kubernetes jobs or AWS Batch for parallel processing

Storage Strategy

Hot storage: Recent/popular videos on SSD-backed storage
Warm storage: Standard S3 for regular access
Cold storage: Glacier for rarely accessed old videos
Deduplication: Hash-based dedup to save storage
Replication: Multi-region replication for disaster recovery

Delivery Optimization

CDN caching: Cache popular videos at edge locations
Adaptive streaming: HLS/DASH protocols adjust quality based on bandwidth
Prefetching: Preload next segments while user watches



P2P delivery: WebRTC for peer-assisted streaming to reduce CDN costs

Scalability

Upload: 500 hours of video uploaded per minute requires massive parallelization
Storage: Petabytes of data, use object storage with lifecycle policies
Bandwidth: CDN handles terabits/sec of traffic globally

10. Design a distributed search engine. How do you index billions of documents and
return results in milliseconds?

Architecture Components

Crawler: Distributed web crawlers fetch and parse documents
Indexer: Builds inverted index mapping terms to documents
Query Service: Processes search queries and ranks results
Storage: Distributed file system (HDFS) for raw documents
Index Store: Elasticsearch/Solr for inverted indices
Cache: Redis for frequent queries and results

Inverted Index Structure

// Simplified inverted index
const index = {
  'distributed': [doc1, doc5, doc12],
  'system': [doc1, doc3, doc5, doc8],
  'design': [doc1, doc2, doc5]
};
// Posting list with positions
const detailedIndex = {
  'distributed': [{docId: 1, positions: [5, 23]}, ...]
};

Indexing Pipeline

Document processing: Tokenization, stemming, stop-word removal
TF-IDF calculation: Term frequency × Inverse document frequency for relevance
Sharding: Partition index by document ID or term hash
Replication: Multiple replicas for fault tolerance and load distribution
Incremental indexing: Update index without full rebuild

Query Processing

Query parsing: Tokenize and normalize query terms
Index lookup: Retrieve posting lists for each term
Intersection: Find documents containing all query terms (AND operation)
Ranking: Score documents using BM25 or learning-to-rank models
Distributed search: Query all shards in parallel, merge results

Ranking Algorithm

function calculateScore(doc, query) {
  let score = 0;
  for (let term of query.terms) {
    const tf = doc.termFrequency[term];
    const idf = Math.log(totalDocs / docsWithTerm[term]);
    score += tf * idf * doc.pageRank * 0.3;
  }
  return score;
}

Performance Optimization

Caching: Cache popular queries and their results
Early termination: Stop processing after finding top-K results
Skip lists: Optimize posting list traversal for multi-term queries
Bloom filters: Quickly check if term exists in shard



Compression: Compress posting lists to reduce I/O

Scalability

Horizontal scaling: Add more index shards and query nodes
Geo-distribution: Regional index replicas for low latency
Real-time indexing: Separate index for recent documents
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Coding and Debugging
This section presents practical coding challenges and questions about debugging techniques.

1. Write a function to flatten a nested list of arbitrary depth without using recursion.

Iterative Flattening Using a Stack

An iterative approach using a stack avoids recursion limits and provides clear control flow:

def flatten(nested_list):
    stack = [nested_list]
    result = []
    while stack:
        current = stack.pop()
        if isinstance(current, list):
            stack.extend(reversed(current))
        else:
            result.append(current)
    return result

Key points:

Uses a stack to process elements iteratively
Reverses items before extending to maintain order
Handles arbitrary nesting depth without stack overflow
Time complexity: O(n) where n is total elements

2. Implement an efficient in-place string reversal function and explain memory
considerations.

In-Place String Reversal

In languages like Python where strings are immutable, true in-place reversal isn't possible, but we
can demonstrate the concept with character arrays:

def reverse_string(s):
    chars = list(s)
    left, right = 0, len(chars) - 1
    while left < right:
        chars[left], chars[right] = chars[right], chars[left]
        left += 1
        right -= 1
    return ''.join(chars)

Memory considerations:

String immutability in Python/Java requires O(n) space
In C/C++, char arrays can be reversed truly in-place with O(1) space
Two-pointer technique minimizes operations
Time complexity: O(n), Space: O(n) for Python, O(1) for mutable arrays

3. Write a function to check if a string is a palindrome, considering only alphanumeric
characters and ignoring case.

Optimized Palindrome Check

Use two-pointer technique with character filtering:

def is_palindrome(s):
    left, right = 0, len(s) - 1
    while left < right:



        while left < right and not s[left].isalnum():
            left += 1
        while left < right and not s[right].isalnum():
            right -= 1
        if s[left].lower() != s[right].lower():
            return False
        left += 1
        right -= 1
    return True

Advantages:

O(1) space complexity - no extra string allocation
Single pass through the string
Handles edge cases: empty strings, non-alphanumeric characters
Case-insensitive comparison without preprocessing

4. What debugging tools and techniques do you use for production issues in distributed
systems?

Production Debugging Arsenal

Observability Tools:

Distributed Tracing: Jaeger, Zipkin, or OpenTelemetry for request flow visualization
Logging: ELK Stack, Splunk, or Datadog with structured logging (JSON format)
Metrics: Prometheus + Grafana for system health and performance
APM Tools: New Relic, Dynatrace for application performance monitoring

Debugging Techniques:

Correlation IDs to track requests across services
Feature flags for controlled rollbacks
Canary deployments to isolate issues
Thread dumps and heap dumps for JVM applications
Live debugging with conditional breakpoints in staging replicas
Chaos engineering to reproduce race conditions

Best practices: Always include request context, use log levels appropriately, implement circuit
breakers, and maintain runbooks for common issues.

5. Explain memory profiling techniques and how you identify memory leaks in long-
running applications.

Memory Profiling Strategies

Tools by Language:

Python: memory_profiler, tracemalloc, objgraph, pympler
Java: JProfiler, YourKit, VisualVM, Eclipse MAT for heap dumps
Node.js: Chrome DevTools, clinic.js, heapdump
Go: pprof, runtime/trace package

Detection Techniques:

Monitor heap growth over time - consistent upward trend indicates leaks
Generate and compare heap snapshots at intervals
Analyze object retention paths to find unexpected references
Use weak references for caches to allow garbage collection
Profile memory allocation hotspots

Common leak sources: Event listener accumulation, unclosed database connections, circular
references, global caches without eviction, closure captures, and static collections.

# Python example using tracemalloc
import tracemalloc
tracemalloc.start()
# ... run code ...
snapshot = tracemalloc.take_snapshot()
top_stats = snapshot.statistics('lineno')



for stat in top_stats[:10]:
    print(stat)

6. How do you handle exception handling in a microservices architecture? Provide code
examples.

Exception Handling in Microservices

Layered Exception Strategy:

class ServiceException(Exception):
    def __init__(self, msg, code, service):
        self.message = msg
        self.code = code
        self.service = service

def call_service_with_retry():
    for attempt in range(3):
        try:
            return external_service.call()
        except TimeoutError:
            if attempt == 2: raise ServiceException(
                "Service timeout", 504, "payment-svc")
        except ConnectionError:
            raise ServiceException(
                "Service unavailable", 503, "payment-svc")

Best Practices:

Circuit Breaker Pattern: Fail fast when service is down
Retry with Exponential Backoff: For transient failures
Bulkhead Pattern: Isolate failures to prevent cascade
Graceful Degradation: Return cached/default values when possible
Centralized Error Handling: Middleware to standardize error responses
Correlation IDs: Track errors across service boundaries
Log exceptions with context but don't expose internals to clients

7. What is monkey patching? Provide a practical use case and explain the risks.

Monkey Patching: Dynamic Runtime Modification

Definition: Modifying or extending code at runtime by changing classes, modules, or functions after
they're defined.

# Example: Patching for testing
import requests

original_get = requests.get

def mock_get(url, **kwargs):
    if 'test.com' in url:
        return MockResponse(200, {'data': 'test'})
    return original_get(url, **kwargs)

requests.get = mock_get

Practical Use Cases:

Testing: Mock external dependencies without dependency injection
Hot-fixing: Patch third-party library bugs without forking
Instrumentation: Add logging/metrics to existing code
Feature flags: Dynamically enable/disable functionality

Risks and Mitigation:

Risk: Breaks encapsulation and makes code unpredictable
Risk: Difficult to debug - behavior differs from source code
Risk: Version incompatibilities when libraries update
Mitigation: Use only in tests or as temporary fixes



Mitigation: Document thoroughly and add warnings
Mitigation: Prefer dependency injection and proper abstraction

8. Write a function to find the first non-repeating character in a string with optimal time
complexity.

First Non-Repeating Character

Use a hash map to track character frequencies in a single pass:

def first_non_repeating(s):
    char_count = {}
    for char in s:
        char_count[char] = char_count.get(char, 0) + 1
    
    for char in s:
        if char_count[char] == 1:
            return char
    return None

Complexity Analysis:

Time Complexity: O(n) - two passes through the string
Space Complexity: O(k) where k is unique characters (O(1) for fixed alphabet)
First loop builds frequency map
Second loop maintains original order while checking counts

Alternative approach using OrderedDict: Can solve in one pass by tracking order and counts
simultaneously, but similar performance characteristics.

9. How do you debug race conditions and deadlocks in multi-threaded applications?

Debugging Concurrency Issues

Race Condition Detection:

Thread Sanitizer (TSan): Detects data races at runtime (C++/Go)
Helgrind/DRD: Valgrind tools for race detection
Stress Testing: Run with high concurrency to expose timing issues
Logging: Thread-safe logging with thread IDs and timestamps
Atomic Operations: Use language-specific atomic primitives

Deadlock Detection:

Thread Dumps: jstack (Java), py-spy (Python), gdb (C++)
Lock Ordering: Enforce consistent lock acquisition order
Timeouts: Use timed lock acquisition to detect deadlocks
Visualization: Tools like VisualVM show thread states

# Python deadlock prevention with lock ordering
class BankAccount:
    _lock_order = {}
    
    def transfer(self, other, amount):
        first = min(id(self), id(other))
        second = max(id(self), id(other))
        with locks[first], locks[second]:
            self.balance -= amount
            other.balance += amount

Best Practices: Minimize lock scope, prefer lock-free data structures, use higher-level concurrency
primitives (channels, actors), and implement timeout mechanisms.

10. Implement a LRU cache with O(1) get and put operations. Explain your design
choices.

LRU Cache Implementation

Combine hash map with doubly linked list for O(1) operations:



class LRUCache:
    def __init__(self, capacity):
        self.capacity = capacity
        self.cache = {}
        self.head = Node(0, 0)
        self.tail = Node(0, 0)
        self.head.next = self.tail
        self.tail.prev = self.head
    
    def get(self, key):
        if key in self.cache:
            self._move_to_front(self.cache[key])
            return self.cache[key].value
        return -1

Design Choices:

HashMap: O(1) key lookup
Doubly Linked List: O(1) insertion/deletion at any position
Sentinel Nodes: Simplify edge cases (empty list)
Move to Front: Recently accessed items stay near head
Eviction: Remove from tail when capacity exceeded

Operations:

get(key): Lookup in map, move to front, return value
put(key, value): Add to map and front; evict tail if over capacity
Both operations maintain O(1) time complexity

Thread-safety: Add ReentrantLock or synchronized blocks for concurrent access.
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Behavioral Questions
These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Tell me about a time when you had to make a critical architectural decision that
impacted the entire engineering organization.

Situation: At my previous company, our monolithic application was causing deployment bottlenecks
and affecting team velocity across 8 engineering teams.

Task: As Principal Engineer, I needed to evaluate whether to migrate to microservices and create a
migration strategy that wouldn't disrupt business operations.

Action: I conducted a thorough analysis including:

Created a proof-of-concept with 2 services to validate the approach
Documented trade-offs and presented to leadership with cost projections
Designed a phased migration plan with clear success metrics
Established service ownership guidelines and API standards

Result: The migration reduced deployment time by 75%, improved team autonomy, and decreased
production incidents by 40% over 18 months. The framework I established became the standard for
all new services.

2. Describe a situation where you had to influence senior leadership to change technical
direction without having direct authority.

Situation: Leadership wanted to build a custom ML platform from scratch, which would have taken
18+ months and diverted resources from core product development.

Task: I needed to convince them to adopt existing cloud ML services instead, despite their concerns
about vendor lock-in.

Action: I:

Built a comparative analysis showing TCO over 3 years
Created a working prototype using AWS SageMaker in 2 weeks
Organized demos with the product team to show capabilities
Addressed vendor lock-in concerns with abstraction layer design
Presented risk analysis of the build vs. buy decision

Result: Leadership approved the cloud approach, saving an estimated $2M in development costs
and allowing us to launch ML features 14 months earlier than originally planned.

3. Tell me about a time when you had to deal with a significant technical failure in
production that you were responsible for.

Situation: A database migration script I reviewed and approved caused a 3-hour outage affecting
100K+ users, resulting in data inconsistencies.

Task: I needed to resolve the immediate crisis, restore service, and prevent similar incidents while
maintaining team trust.

Action: I:

Immediately assembled the incident response team and led the war room
Coordinated rollback procedures and data reconciliation efforts
Communicated transparently with stakeholders throughout the incident
Conducted a blameless post-mortem within 48 hours
Implemented automated migration testing and staged rollout procedures



Created a database change review checklist and training program

Result: Service was restored within 3 hours with 99.8% data integrity. The new processes prevented
similar incidents, and the team appreciated the blameless culture approach, which actually improved
psychological safety.

4. Describe a time when you had to mentor or coach an underperforming senior engineer.

Situation: A senior engineer on my team was consistently missing deadlines and producing code
that required extensive revisions, affecting team morale and project timelines.

Task: I needed to help them improve performance while being respectful and maintaining their
confidence.

Action: I:

Had a private one-on-one to understand underlying issues (discovered they were overwhelmed
by scope ambiguity)
Worked with them to break down large tasks into smaller, manageable chunks
Paired with them on complex problems to model problem-solving approaches
Set up weekly check-ins with clear, measurable goals
Provided specific, actionable feedback on code reviews
Connected them with relevant training resources

Result: Within 3 months, their performance improved significantly. They became one of the team's
most reliable contributors and later thanked me for the structured support. They're now a tech lead
at the company.

5. Tell me about a time when you had to balance technical debt against feature delivery
pressure.

Situation: Our payment processing system had accumulated significant technical debt, causing
frequent bugs, but the product team was pushing for new payment methods to capture market
share.

Task: I needed to address the technical debt without completely halting new feature development.

Action: I:

Quantified the technical debt impact: 30% of engineering time spent on bugs, $50K/month in
failed transactions
Proposed a hybrid approach: 60% feature work, 40% refactoring
Created a refactoring roadmap that enabled new features more efficiently
Implemented monitoring to track improvements in stability metrics
Negotiated with product leadership using data-driven arguments

Result: Over 6 months, we reduced payment failures by 80%, decreased bug fix time by 65%, and
still delivered 3 major payment features. The refactored architecture actually accelerated
subsequent feature development by 40%.

6. Describe a situation where you had to build consensus among engineers with strongly
opposing technical viewpoints.

Situation: Two senior engineers had opposing views on our frontend framework choice—one
advocated for React, the other for Vue—and the disagreement was stalling a critical project.

Task: I needed to facilitate a decision that both engineers would support and implement effectively.

Action: I:

Organized a structured technical evaluation session with clear criteria
Had each engineer build the same feature prototype in their preferred framework
Created a scorecard based on: team expertise, ecosystem, performance, and hiring
Invited the broader team to evaluate both prototypes
Facilitated a discussion focused on project needs rather than personal preferences
Made the final decision transparent with documented reasoning



Result: We chose React based on team expertise and hiring market. The Vue advocate appreciated
the fair process and became a React champion. The structured approach became our template for
future technical decisions.

7. Tell me about a time when you identified and solved a systemic problem that others
hadn't noticed.

Situation: I noticed our engineering team's velocity had declined by 30% over 6 months, but no one
could pinpoint why. Sprint commitments were being met, but overall output was down.

Task: I needed to investigate the root cause and implement a solution to restore productivity.

Action: I:

Analyzed JIRA data and found engineers were context-switching between 4-5 projects weekly
Interviewed team members and discovered fragmented focus was causing cognitive overhead
Mapped out dependencies and identified unnecessary cross-team coordination
Proposed team restructuring around product verticals instead of technical layers
Piloted the new structure with one team for 2 sprints
Measured impact using cycle time and deployment frequency metrics

Result: The pilot team's velocity increased 45%. We rolled out the structure company-wide,
resulting in 35% overall productivity improvement and significantly higher engineer satisfaction
scores.

8. Describe a time when you had to make a difficult trade-off between code quality and
time-to-market.

Situation: A major customer was threatening to churn unless we delivered a complex integration
feature within 6 weeks—half our estimated timeline with proper testing and documentation.

Task: I needed to determine if we could deliver safely and what compromises were acceptable.

Action: I:

Analyzed the feature to identify must-have vs. nice-to-have components
Proposed a phased approach: MVP in 6 weeks, full feature in 12 weeks
Identified areas where we could reduce scope without compromising core functionality
Established non-negotiable quality gates: security review, integration tests, rollback plan
Negotiated with the customer to accept the phased approach
Allocated 20% of the timeline for hardening and edge case handling

Result: We delivered the MVP on time with zero critical bugs. The customer stayed, and we
completed the full feature as planned. The phased approach became our standard for handling
urgent requests.

9. Tell me about a time when you had to drive adoption of a new technology or practice
across multiple teams.

Situation: Our infrastructure costs were escalating rapidly, and I identified that adopting
Kubernetes could reduce costs by 40% and improve deployment efficiency, but teams were resistant
due to the learning curve.

Task: I needed to drive organization-wide Kubernetes adoption across 6 engineering teams with
varying technical expertise.

Action: I:

Created a comprehensive migration plan with clear phases and timelines
Built a reference implementation and internal documentation
Established a Kubernetes guild with representatives from each team
Conducted hands-on workshops and office hours for support
Migrated my own team's services first to demonstrate value
Created reusable Helm charts and CI/CD templates to reduce friction
Tracked adoption metrics and celebrated early wins publicly



Result: Achieved 90% adoption within 9 months, reduced infrastructure costs by 38%, and
deployment time decreased by 60%. Three engineers became Kubernetes experts and now support
other teams.

10. Describe a situation where you had to handle a conflict between engineering best
practices and business constraints.

Situation: Our security team mandated implementing OAuth 2.0 with MFA across all services within
3 months, but this would have broken integrations for 200+ enterprise customers using API keys.

Task: I needed to satisfy security requirements without disrupting existing customers or delaying
the security improvement.

Action: I:

Facilitated a meeting between security, product, and engineering teams
Proposed a dual-authentication approach supporting both methods temporarily
Designed a 12-month deprecation timeline with customer communication plan
Built automated migration tools to help customers transition easily
Created detailed migration guides and offered dedicated support
Implemented monitoring to track adoption and identify struggling customers

Result: We met the security deadline with the dual approach, and 85% of customers migrated
within 9 months. Zero customer churn occurred due to the change, and we improved our security
posture significantly while maintaining business relationships.
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