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Core Concepts

This section focuses on fundamental principles and advanced concepts that an experienced developer should master.

1. What is the Ethereum Virtual Machine (EVM), and what is its role in Web3 development?

The Ethereum Virtual Machine (EVM) is a software component that executes smart contracts on the Ethereum blockchain. It serves as a runtime environment for
executing bytecode, which is the low-level code that smart contracts are compiled into. The EVM plays a crucial role in Web3 development by providing a secure and
isolated environment for executing smart contract code, ensuring that the code runs deterministically and consistently across all nodes in the Ethereum network.

// Example EVM bytecode
0x6060604052341561000f57600080fd5b60d38061001d6000396000f3006060604052600436106049576000357c0100000000000000000000000000000000000000000000(

2. Explain the concept of gas and gas fees in the Ethereum network.

In the Ethereum network, gas refers to the unit of computation used to measure the computational effort required to execute transactions or smart contract functions.
Each operation in the Ethereum Virtual Machine (EVM) has an associated gas cost, and users must pay a gas fee to have their transactions processed and included in
the blockchain.

Key Points:

¢ Gas is used to prevent infinite loops and protect the network from non-halting computations.

¢ Gas fees are paid in Ether (ETH) and are collected by the miners who validate and process transactions.

¢ The gas fee is calculated as: gas_used * gas_price, where gas_used is the total gas consumed by the transaction, and gas_price is the amount of ETH the user is
willing to pay per unit of gas.

3. What is the Ethereum Request for Comment (ERC) standard, and why is it important in Web3 development?

The Ethereum Request for Comment (ERC) is a set of technical standards and specifications for creating and implementing smart contracts and tokens on the
Ethereum blockchain. These standards define the rules and guidelines for various aspects of Ethereum-based applications, including token creation, token transfers,
and interactions with smart contracts.

Importance of ERC Standards:

¢ Interoperability: ERC standards ensure compatibility and interoperability between different Ethereum-based applications and wallets.

¢ Security: By adhering to established standards, developers can leverage best practices and reduce the risk of vulnerabilities.

* Adoption: Widely adopted ERC standards, such as ERC-20 for fungible tokens and ERC-721 for non-fungible tokens (NFTs), facilitate broader adoption and
integration.

4. What is the Merkle tree data structure, and how is it used in blockchain technology?

A Merkle tree, also known as a hash tree, is a data structure used in blockchain technology to efficiently verify the integrity and consistency of large datasets. It is a
tree-like structure where each leaf node represents a data block, and each non-leaf node is the hash of its child nodes.

Key Properties:

« Efficient Verification: Merkle trees allow for efficient verification of data by only requiring a small subset of the tree (the Merkle proof) to validate the inclusion
of a specific data block.

¢ Immutability: Any change to the underlying data blocks would result in a different root hash, making it easy to detect tampering.

« Data Integrity: Merkle trees ensure the integrity of the entire dataset by encoding all data blocks into a single root hash.

5. What is the difference between public and private blockchains in the context of Web3 development?
Public Blockchains:

¢ Open and permissionless, allowing anyone to join and participate

e Transactions are publicly visible and verifiable

¢ Consensus is achieved through decentralized mechanisms (e.g., Proof-of-Work, Proof-of-Stake)
e Examples: Bitcoin, Ethereum

Private Blockchains:

* Restricted access, with a central authority controlling participation

¢ Transactions are visible only to authorized participants

¢ Consensus is typically achieved through pre-approved nodes

« Often used in enterprise or consortium settings for specific use cases

6. Explain the concept of consensus algorithms in blockchain networks and their importance.

Consensus algorithms are mechanisms used in blockchain networks to achieve agreement among distributed nodes on the current state of the blockchain. They ensure
that all nodes in the network maintain a consistent and immutable record of transactions, preventing double-spending and ensuring the integrity of the system.

Importance of Consensus Algorithms:

¢ Decentralization: Consensus algorithms enable decentralized decision-making without relying on a central authority.

¢ Fault Tolerance: They allow the network to reach consensus even in the presence of faulty or malicious nodes.

¢ Security: By enforcing rules and validating transactions, consensus algorithms help maintain the security and integrity of the blockchain.
¢ Trust: Consensus algorithms establish trust in the network by ensuring that all nodes agree on the state of the blockchain.

7. What are the key security considerations when developing Web3 applications?

Key Security Considerations for Web3 Development:

* Smart Contract Security: Ensure proper testing, auditing, and secure coding practices to prevent vulnerabilities like reentrancy attacks, integer overflows, and
access control issues.

Key Management: Implement secure key management practices, including proper storage, backup, and recovery mechanisms for private keys and mnemonics.
Transaction Security: Validate and sanitize user inputs, implement proper access controls, and follow best practices for signing and broadcasting transactions.
Front-end Security: Protect against common web vulnerabilities like cross-site scripting (XSS), cross-site request forgery (CSRF), and man-in-the-middle attacks.
Privacy and Data Protection: Implement appropriate measures to protect user privacy and comply with relevant data protection regulations.

8. What is the difference between Web3 and traditional web applications?

Key Differences:

Decentralization: Web3 applications are built on decentralized networks like blockchain, eliminating the need for centralized servers or authorities.
Trustless and Permissionless: Web3 apps operate in a trustless manner, enabling direct peer-to-peer interactions without intermediaries.

Ownership and Control: Users have full ownership and control over their data and digital assets in Web3 applications.
Transparency and Immutability: Web3 leverages blockchain technology to ensure transparency and immutability of data and transactions.

9. Explain the concept of a smart contract and its role in Web3 development.

A smart contract is a self-executing program that runs on a decentralized blockchain network. It defines a set of rules and conditions that automatically execute when



certain criteria are met. In Web3 development, smart contracts play a crucial role by enabling the creation of decentralized applications (dApps) that can facilitate
trustless transactions, automate processes, and enforce predefined agreements without the need for intermediaries.

// Example Solidity smart contract
contract SimpleContract {
uint value;

function setValue(uint _value) public {
value = _value;

function getValue() public view returns(uint) {
return value;
}
}

10. What is a decentralized application (dApp), and how does it differ from traditional applications?

A decentralized application (dApp) is an application that runs on a decentralized network, such as a blockchain, rather than a centralized server. Unlike traditional
applications, dApps have several key characteristics:

* Decentralized: dApps operate on a peer-to-peer network, eliminating the need for a central authority or intermediary.
¢ Transparent and Immutable: All data and transactions in a dApp are recorded on a public, immutable blockchain.

¢ Trustless: dApps allow users to interact directly without the need for a trusted third party.

¢ Censorship-resistant: Since dApps run on a decentralized network, they are resistant to censorship and downtime.
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Data Structures and Algorithms

Questions in this section test your understanding of how to work with and manipulate data efficiently.

1. Implement a function to find the first non-repeating character in a string.
def first_non_repeating_char(string):
char_count = {}
for char in string:
char_count[char] = char_count.get(char, 0) + 1
for char in string:
if char_count[char] ==
return char
return None
Time Complexity: O(n), where n is the length of the string.
Space Complexity: O(k), where k is the number of unique characters in the string.
2. Explain the concept of a Trie data structure and its use cases.
A Trie, also known as a prefix tree, is a tree-based data structure used for efficient information retrieval operations like prefix searches and pattern matching.
Use Cases
Autocomplete/Autosuggestion systems
IP routing tables
Data compression

Spell checking
Longest prefix matching

Tries are particularly useful when you need to store and retrieve strings efficiently, especially when dealing with large datasets or when the strings have common
prefixes.

3. What is the time complexity of the following operations in a binary search tree: insertion, deletion, and search?
Binary Search Tree Operations

¢ Insertion: O(log n) in the average case, O(n) in the worst case (skewed tree)
* Deletion: O(log n) in the average case, O(n) in the worst case (skewed tree)
¢ Search: O(log n) in the average case, O(n) in the worst case (skewed tree)

The time complexity of these operations in a balanced binary search tree is O(log n) on average. However, in the worst case, when the tree is skewed (resembling a
linked list), the time complexity becomes O(n).

4. Implement a function to reverse a singly linked list.

class Node:
def __init__(self, data):
self.data = data
self.next = None

def reverse_linked_list(head):
prev = None
current = head
while current is not None:
next_node = current.next
current.next = prev
prev = current
current = next_node
return prev

Time Complexity: O(n), where n is the number of nodes in the linked list.
Space Complexity: O(1), as it is done in-place.
5. Explain the concept of dynamic programming and its use cases.

Dynamic Programming is a technique for solving complex problems by breaking them down into simpler subproblems, solving the subproblems once, and storing
their solutions for later use.

Use Cases

¢ Fibonacci sequence calculation
¢ Longest common subsequence

¢ Knapsack problem

¢ Shortest path algorithms

¢ Matrix chain multiplication

Dynamic programming is useful when the problem exhibits overlapping subproblems and optimal substructure, meaning that the solution to the problem can be
constructed from solutions to its subproblems.

6. How would you implement a Least Recently Used (LRU) cache?
Implementation

To implement an LRU cache, we can use a combination of a hash table (dictionary) and a doubly linked list. The hash table stores the key-value pairs, while the doubly
linked list keeps track of the order in which the items were accessed.

class Node:
def __init_ (self, key, value):
self.key = key

self.value = value
self.prev = None
self.next = None

class LRUCache:
def __init__(self, capacity):
self.capacity = capacity
self.cache = {}
self.head = Node(0, 0)



self.tail = Node(0, 0)
self.head.next = self tail
self.tail.prev = self.head

Time Complexity: O(1) for get and put operations.
7. Explain the time and space complexity of the following sorting algorithms: Bubble Sort, Merge Sort, and Quick Sort.
Bubble Sort

¢ Time Complexity: O(n”"2) in the average and worst cases
* Space Complexity: O(1) (in-place sorting)

Merge Sort

+ Time Complexity: O(n log n) in the average and worst cases
¢ Space Complexity: O(n) (requires temporary arrays for merging)

Quick Sort

¢ Time Complexity: O(n log n) in the average case, O(n"2) in the worst case
* Space Complexity: O(log n) in the average case (recursive calls), O(n) in the worst case (unbalanced partitions)

8. Implement a function to find the longest palindromic substring in a given string.

def longest_palindrome(s):
n = len(s)
dp = [[False] * n for _in range(n)]
max_len = 1
start = 0

for i in range(n):
dplilli] = True

foriin range(n - 1):
if s[i] == s[i + 1]:
dplilli + 1] = True
max_len = 2
start =i

for length in range(3, n + 1):
foriin range(n - length + 1):
j=i+length-1
if s[i] == s[j] and dp[i + 1][j - 11:
dplilljl = True
if length > max_len:
max_len = length
start =i

return s[start:start + max_len]
Time Complexity: O(n"2), where n is the length of the string.

Space Complexity: O(n"2), for the 2D dynamic programming table.
9. How would you implement a stack using an array or a linked list?
Using an Array

class Stack:
def __init__(self):
self.items =[]

def push(self, item):
self.items.append(item)

def pop(self):
return self.items.pop()

def peek(self):
return self.items[-1]

def is_empty(self):
return len(self.items) ==

Using a Linked List

class Node:
def __init_ (self, data):
self.data = data
self.next = None

class Stack:
def __init__(self):
self.top = None

def push(self, data):
new_node = Node(data)
new_node.next = self.top
self.top = new_node

def pop(self):
if self.top is None:
return None
data = self.top.data
self.top = self.top.next
return data

Time Complexity: O(1) for push, pop, and peek operations.
10. Given an array of integers and a target sum, find two numbers in the array that add up to the target sum.
Brute Force Approach
def pair_sum(nums, target):
for i in range(len(nums)):
forjin range(i + 1, len(nums)):

if nums[i] + nums[j] == target:
return [numslil, nums[j]]



return []

Time Complexity: O(n"2)

Optimized Approach (Using a Hash Table)

def pair_sum(nums, target):

seen = {}

for num in nums:
complement = target - num
if complement in seen:

return [num, complement]

seen[num] = True

return []

Time Complexity: O(n)
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System Design

These questions evaluate your ability to think about the bigger picture, including architecture, scalability, and performance.

1. How would you design a scalable URL shortening service?

Key Requirements:

* High availability and low latency
¢ Horizontal scalability

¢ Data partitioning and replication
e Caching

Proposed Architecture:

. Use a load balancer to distribute incoming requests across multiple application servers.

. Application servers handle request routing, URL encoding/decoding, and data storage/retrieval.

. Use a distributed key-value store like Redis or Cassandra for fast lookup and storage of short URLs.

. Shard/partition data across multiple database nodes for horizontal scalability.

. Use a global cache like Redis or Memcached to reduce database load.

. Consider using a Content Delivery Network (CDN) to serve static content and cached data closer to users.

oOUhWNH

const generateShortURL = (longURL) => {
const hash = crypto.createHash('sha256')
.update(longURL)
.digest(‘hex')
.slice(0, 8);
return "https://short.ly/${hash}";
}

2. How would you design a highly available and scalable social media feed system?

Key Requirements:

¢ Low latency for read/write operations

¢ High availability and fault tolerance

¢ Horizontal scalability to handle massive user growth

* Consistent data replication across multiple data centers

Proposed Architecture:

. Use a load balancer to distribute incoming requests across multiple application servers.

. Application servers handle user authentication, feed generation, and data storage/retrieval.

. Use a distributed in-memory cache like Redis or Memcached to store frequently accessed feed data.

Store user data and feed posts in a scalable NoSQL database like Cassandra or DynamoDB.

. Use message queues like RabbitMQ or Apache Kafka for asynchronous feed updates and fanout.

. Deploy the system across multiple data centers using a multi-master database replication strategy for high availability and disaster recovery.

const getFeed = async (userld) => {
const cachedFeed = await cache.get( feed:${userld}");
if (cachedFeed) return cachedFeed;

const feed = await db.getFeedForUser(userld);
cache.set('feed:${userld}", feed);
return feed;

}

3. Describe the architecture of a real-time chat application and how you would handle scaling challenges.

Key Requirements:

¢ Low latency for real-time messaging

¢ High availability and fault tolerance

¢ Horizontal scalability to handle massive user growth
¢ Persistent message storage and retrieval

Proposed Architecture:

. Use a load balancer to distribute incoming requests across multiple application servers.

. Application servers handle user authentication, message routing, and data storage/retrieval.

Use WebSockets or a real-time messaging protocol like MQTT for bi-directional communication between clients and servers.

. Implement a pub/sub messaging system using a message queue like RabbitMQ or Apache Kafka for real-time message delivery.
. Store chat messages in a scalable NoSQL database like Cassandra or DynamoDB for persistent storage.

. Use in-memory caching like Redis or Memcached for frequently accessed data like active user sessions and recent messages.

. Scale horizontally by adding more application servers and database nodes as needed.

const sendMessage = async (userld, roomld, message) => {
const messageld = await db.storeMessage(userld, roomld, message);
const room = “room:${roomlid}";
mgttBroker.publish(room, JSON.stringify({ userld, messageld, message }));

4. How would you design a highly available and scalable blockchain node infrastructure?

Key Requirements:

¢ High availability and fault tolerance

¢ Horizontal scalability to handle increasing transaction load
¢ Data consistency and integrity

¢ Secure and decentralized architecture

Proposed Architecture:

. Deploy a cluster of blockchain nodes across multiple data centers or cloud regions for high availability and disaster recovery.

Use a load balancer to distribute incoming transactions across multiple nodes.

. Implement a consensus mechanism like Proof-of-Work (PoW) or Proof-of-Stake (PoS) to ensure data consistency and integrity across nodes.
. Use a distributed storage system like IPFS or Filecoin for decentralized and redundant data storage.

. Implement sharding or partitioning mechanisms to distribute the workload across multiple nodes and improve scalability.

. Implement robust security measures like encryption, access controls, and secure communication protocols.

. Monitor and auto-scale node resources based on demand and transaction load.

const validateTransaction = async (tx) => {



const isValid = await blockchain.verifyTransaction(tx);
if (!isValid) return false;

const block = await blockchain.mineBlock([tx]);
await p2pNetwork.broadcastBlock(block);
return true;

5. How would you design a decentralized file storage system?

Key Requirements:

Decentralized and distributed architecture
Data redundancy and fault tolerance

High availability and durability

Efficient data retrieval and transfer

Proposed Architecture:

NOoOouU s WN K

. Use a peer-to-peer (P2P) network protocol like BitTorrent or IPFS for decentralized file sharing and distribution.

. Implement a distributed hash table (DHT) like Kademlia or Chord for efficient data lookup and routing.

. Split files into smaller chunks and distribute them across multiple nodes using erasure coding or data sharding techniques.

. Implement incentive mechanisms like proof-of-replication or proof-of-storage to encourage nodes to contribute storage and bandwidth resources.
. Use content-addressing and cryptographic hashing to ensure data integrity and immutability.

. Implement caching mechanisms and content delivery networks (CDNs) to improve data retrieval performance.

. Implement access controls and encryption for data privacy and security.

const uploadFile = async (file) => {
const chunks = await splitFile(file);
const hashes = await storeChunks(chunks);
const fileHash = await generateFileHash(hashes);
await publishMetadata(fileHash, hashes);

6. How would you design a scalable and secure decentralized identity management system?

Key Requirements:

Decentralized and self-sovereign identity
Privacy and data protection
Interoperability and portability
Scalability and performance

Proposed Architecture:

. Use blockchain technology or a distributed ledger to store and manage identities in a decentralized and immutable manner.

Implement self-sovereign identity principles, allowing users to control and manage their own identities and personal data.

. Use cryptographic techniques like public-key cryptography and zero-knowledge proofs for authentication and data verification.

Implement decentralized identifiers (DIDs) and verifiable credentials (VCs) for portable and interoperable digital identities.
Use off-chain storage solutions like IPFS or Filecoin for storing large amounts of identity data and documents.

. Implement access controls and selective disclosure mechanisms to protect user privacy and data.

Use sharding or partitioning techniques to distribute the workload across multiple nodes and improve scalability.

. Implement robust security measures like encryption, access controls, and secure communication protocols.

const createldentity = async () => {
const { publicKey, privateKey } = await generateKeyPair();
const did = await registerDID(publicKey);
const vc = await issueVerifiableCredential(did, 'email’, 'user@example.com');
return { did, privateKey, vc };

}

7. How would you design a scalable and secure decentralized voting system?

Key Requirements:

Decentralized and transparent architecture
Voter privacy and anonymity

Vote integrity and immutability

Scalability and performance

Proposed Architecture:

NousrwNE

. Use a blockchain or distributed ledger technology to record and store votes in a decentralized and immutable manner.

Implement a secure and anonymous voting mechanism using techniques like homomorphic encryption, zero-knowledge proofs, or blind signatures.
Use decentralized identifiers (DIDs) and verifiable credentials (VCs) for voter authentication and eligibility verification.

Implement a consensus mechanism like Proof-of-Stake (PoS) or Proof-of-Authority (PoA) to ensure data consistency and integrity across nodes.

Use sharding or partitioning techniques to distribute the workload across multiple nodes and improve scalability.

. Implement robust security measures like encryption, access controls, and secure communication protocols.
. Implement audit trails and transparency mechanisms to ensure the integrity and verifiability of the voting process.

const castVote = async (voterld, candidateld, encryptedVote) => {
const isEligible = await verifyVoterEligibility(voterld);
if (!isEligible) return false;

const txHash = await blockchain.submitVote(voterld, candidateld, encryptedVote);
return txHash;

}

8. How would you design a scalable and secure decentralized oracle network?

Key Requirements:

Decentralized and trustless architecture
Data integrity and authenticity

Scalability and performance

Incentive mechanisms for oracle providers

Proposed Architecture:

DNOGAWN

. Use a blockchain or distributed ledger technology as the underlying infrastructure for the oracle network.
. Implement a decentralized oracle network (DON) with multiple independent oracle providers.
. Use cryptographic techniques like digital signatures and zero-knowledge proofs to ensure data integrity and authenticity.

Implement incentive mechanisms like staking, reputation systems, or token rewards to encourage oracle providers to provide accurate and reliable data.
Use sharding or partitioning techniques to distribute the workload across multiple nodes and improve scalability.

Implement robust security measures like encryption, access controls, and secure communication protocols.

Implement data aggregation and consensus mechanisms to ensure consistency and reliability of oracle data.

. Provide APIs and interfaces for smart contracts and decentralized applications (dApps) to interact with the oracle network.

const requestData = async (dataSource, query) => {



const oraclelds = await getOracleProviders(dataSource);

const responses = await Promise.all(oraclelds.map(async (id) => {
const signature = await signQuery(query, id);
return fetchData(id, query, signature);

)

return aggregateResponses(responses);

9. How would you design a scalable and secure decentralized exchange (DEX)?

Key Requirements:

Decentralized and trustless architecture
Liquidity and order book management
Scalability and performance

Security and user privacy

Proposed Architecture:

LCoOoONOOULIAWN K

. Use a blockchain or distributed ledger technology as the underlying infrastructure for the decentralized exchange.

. Implement an automated market maker (AMM) model or an order book-based model for managing liquidity and order matching.
. Use smart contracts to handle trading logic, order execution, and settlement.

. Implement decentralized identity and authentication mechanisms for user onboarding and KYC/AML compliance.

. Use cryptographic techniques like zero-knowledge proofs and ring signatures to ensure user privacy and transaction anonymity.
. Implement sharding or partitioning techniques to distribute the workload across multiple nodes and improve scalability.

. Implement robust security measures like encryption, access controls, and secure communication protocols.

. Integrate with decentralized oracle networks for fetching real-time price data and external data sources.

. Provide APIs and interfaces for wallets, dApps, and other DeFi protocols to interact with the DEX.

const trade = async (tokenA, tokenB, amount) => {
const amountOut = await dex.getAmountOut(tokenA, tokenB, amount);
const txHash = await dex.swap(tokenA, tokenB, amount, amountOut);
return txHash;

10. How would you design a scalable and secure decentralized finance (DeFi) lending platform?

Key Requirements:

Decentralized and trustless architecture
Liquidity management and capital efficiency
Risk management and collateralization
Scalability and performance

Proposed Architecture:

. Use a blockchain or distributed ledger technology as the underlying infrastructure for the DeFi lending platform.
. Implement a liquidity pool model or a peer-to-peer (P2P) lending model for managing liquidity and matching lenders with borrowers.
. Use smart contracts to handle lending logic, collateral management, interest rate calculations, and loan repayments.

Implement decentralized identity and authentication mechanisms for user onboarding and KYC/AML compliance.
Integrate with decentralized oracle networks for fetching real-time price data and external data sources.
Implement risk management mechanisms like over-collateralization, liquidation engines, and insurance protocols.

. Use cryptographic techniques like zero-knowledge proofs and ring signatures to ensure user privacy and transaction anonymity.
. Implement sharding or partitioning techniques to distribute the workload across multiple nodes and improve scalability.
. Implement robust security measures like encryption, access controls, and secure communication protocols.

const borrow = async (tokenld, amount, collateral) => {
const loanld = await lending.requestLoan(tokenld, amount, collateral);
const txHash = await lending.depositCollateral(loanld, collateral);
return txHash;

}
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Coding and Debugging

This section presents practical coding challenges and questions about debugging techniques.

1. Write a function to flatten a nested array in JavaScript.
Recursive Approach
function flatten(arr) {
return arr.reduce((flat, val) =>

flat.concat(Array.isArray(val) ? flatten(val) : val), [1);
This recursively flattens nested arrays by reducing and concatenating non-array values, or flattening nested arrays.
2. How would you reverse a string in JavaScript?
function reverseString(str) {

return str.split(''").reverse().join(");

}
This converts the string to an array, reverses the array using reverse(), and joins it back into a string.
3. Write a function to check if a string is a palindrome.
function isPalindrome(str) {
const cleaned = str.replace(AW/g, '").toLowerCase();
return cleaned === cleaned.split(").reverse().join(");
This cleans the string, converts to lowercase, then checks if the reversed string matches the original.
4. How would you use Chrome DevTools for debugging JavaScript?
Use Sources panel to set breakpoints and step through code
Log variables and objects to the Console
Use Network panel to inspect network requests

Leverage Memory panel for leak detection
Use Performance panel to profile app

5. What is exception handling and how is it implemented in JavaScript?

Exception handling allows programs to catch and handle runtime errors gracefully.

try {
// code that may throw errors
} catch(err) {
// handle errors
} finally {
// cleanup

The try block wraps code that may throw, catch handles errors, and finally executes cleanup code.
6. How would you implement memoization in JavaScript?

const memoize = fn => {
const cache = {};
return (...args) => {
const key = JSON.stringify(args);
if (cache[key]) return cachelkey];
cache[key] = fn(...args);
return cachelkey];
}
}

This higher-order function takes a function and returns a memoized version that caches results based on the arguments.
7. What is monkey patching and when would you use it?
Monkey patching refers to extending or modifying the behavior of a class/module at runtime. It's useful for:
¢ Adding features to third-party libraries
¢ Quick bug fixes without modifying the original code
¢ Mocking dependencies in tests
However, it should be used judiciously as it can lead to conflicts.
8. How would you implement a debounce function in JavaScript?
function debounce(fn, delay) {
let timeout;
return (...args) => {
clearTimeout(timeout);
timeout = setTimeout(() => fn(...args), delay);

}
}

This debounce function delays invoking the passed function until a certain period of time has elapsed since the last call.
9. What is memory profiling and why is it important?
Memory profiling is the process of identifying memory leaks and inefficient memory usage in applications. It's crucial for:
¢ Optimizing performance by reducing memory bloat
e Catching memory leaks that can cause crashes
¢ Analyzing memory consumption of data structures
Chrome DevTools and tools like memwatch can help profile memory usage.

10. How would you implement throttling in JavaScript?

function throttle(fn, delay) {



let lastCall = 0;
return (...args) => {
const now = Date.now();
if (now - lastCall < delay) return;
lastCall = now;
fn(...args);

}

This throttle function limits the rate at which a function can be invoked over time.
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Behavioral Questions

These questions assess your soft skills, problem-solving approach, and how you work in a team.

1. Describe a time when you had to learn a new technology or skill quickly. How did you approach it?

Situation:

During a project, our team decided to incorporate a new web3 technology that | was unfamiliar with, and | needed to quickly get up to speed.
Task:

| had to learn and become proficient in this new technology within a short timeframe to meet project deadlines.

Action:

| started by researching the technology online, reading documentation, and watching tutorials. | also reached out to more experienced developers in my network for
guidance and best practices. To solidify my understanding, | created a small sample project to experiment with the technology hands-on.

Result:

By dedicating focused time to learning the new technology through various resources and practical application, | was able to quickly gain proficiency and successfully
integrate it into the project within the required timeline.

2. Can you give an example of a time when you had to deal with ambiguity or uncertainty in a project? How did you handle it?

Situation:

During a project, we received feedback from the client that their requirements had changed, but the new requirements were not clearly defined.

Task:

| needed to navigate the ambiguity and uncertainty surrounding the new requirements to ensure the project stayed on track.

Action:

| scheduled a meeting with the client to gather as much information as possible about their new vision for the project. | asked clarifying questions and took detailed
notes. | then worked closely with my team to analyze the available information, identify potential risks and gaps, and develop a flexible plan that could accommodate
changes as we received more clarity.

Result:

By proactively seeking clarification, communicating effectively with the client and my team, and remaining adaptable, we were able to successfully navigate the
ambiguity and deliver a solution that met the client's evolving needs.

3. Tell me about a time when you had to work with a difficult team member. How did you handle the situation?

Situation:

| was working on a project with a team member who was often unresponsive and missed deadlines, which caused delays and frustration for the rest of the team.
Task:

| needed to find a way to address the issue and ensure the project stayed on track.

Action:

| scheduled a one-on-one meeting with the team member to discuss the situation in a respectful and constructive manner. | listened to their perspective and tried to
understand any challenges they were facing. | then clearly communicated the impact their actions were having on the team and project timelines, and we agreed on a
plan to improve communication and accountability.

Result:

After our meeting, the team member became more responsive and proactive in meeting deadlines. By addressing the issue directly but empathetically, we were able to
resolve the conflict and get the project back on track.

4. Tell me about a time when you had to make a difficult decision. What was the decision, and how did you arrive at it?

Situation:

During a project, we encountered a critical security vulnerability in a third-party library we were using, and we had to decide whether to continue using it or find an
alternative solution.

Task:

| needed to weigh the risks and benefits of each option and make a decision that would ensure the security and stability of our application.

Action:

| gathered input from the team, including security experts and developers familiar with the library. We thoroughly evaluated the severity of the vulnerability, the
likelihood of it being exploited, and the effort required to replace the library. After careful consideration of all factors, we decided to prioritize security and find an
alternative solution, even though it would require additional development time.

Result:

By making the difficult decision to replace the vulnerable library, we were able to deliver a more secure application, mitigating potential risks and maintaining the trust
of our users.

5. Describe a time when you had to work on a project with tight deadlines. How did you prioritize tasks and manage your time effectively?
Situation:

I was working on a project with an aggressive timeline, and we had to deliver a minimum viable product (MVP) within a tight three-month deadline.

Task:

| needed to prioritize tasks and manage my time effectively to ensure we met the deadline without compromising quality.

Action:



| worked closely with the project manager and team to break down the project into smaller, manageable tasks and create a detailed project plan with realistic
timelines. We identified the critical path and prioritized tasks accordingly. | also employed time management techniques like the Pomodoro technique and daily stand-
ups to stay focused and track progress.

Result:

By carefully planning, prioritizing tasks, and managing my time efficiently, we were able to deliver the MVP on time, meeting the client's expectations while maintaining
a high standard of quality.

6. Can you give an example of a time when you had to collaborate with a cross-functional team? How did you ensure effective communication and
coordination?

Situation:

| was working on a project that required collaboration between developers, designers, and product managers from different teams and locations.

Task:

| needed to ensure effective communication and coordination across these cross-functional teams to deliver a cohesive product.

Action:

| established regular check-ins and stand-up meetings to keep everyone aligned and provide updates on progress. | also created shared documentation and project
management tools to centralize information and ensure transparency. When conflicts or misunderstandings arose, | facilitated open discussions to clarify requirements
and reach a consensus.

Result:

By proactively facilitating communication and coordination across teams, we were able to work together effectively, leveraging each team's expertise and delivering a
high-quality product that met the needs of all stakeholders.

7. Tell me about a time when you had to deal with a challenging technical problem. How did you approach and solve it?

Situation:

While working on a decentralized application (dApp), we encountered a complex issue related to scaling and performance on the Ethereum network.

Task:

| needed to find a solution that would ensure our dApp could handle high transaction volumes without compromising performance or user experience.

Action:

| started by thoroughly researching the issue and potential solutions, including exploring Layer 2 scaling solutions like Plasma and state channels. | also consulted with
experienced Ethereum developers in my network for guidance and best practices. After evaluating the pros and cons of different approaches, | proposed implementing
a hybrid solution that combined off-chain data storage with on-chain settlement for high-volume transactions.

Result:

By taking a systematic approach, leveraging industry expertise, and implementing a creative solution, we were able to significantly improve the scalability and
performance of our dApp, ensuring a seamless user experience even during periods of high demand.

8. Can you describe a situation where you had to adapt to changing requirements or priorities mid-project? How did you handle it?
Situation:

During the development of a decentralized finance (DeFi) application, the client requested a major change in the project scope and architecture to incorporate new
features and integrate with a different blockchain network.

Task:
| needed to adapt our development approach and codebase to accommodate these changing requirements while minimizing disruption to the project timeline.
Action:

I immediately scheduled a meeting with the project team to assess the impact of the changes and develop a plan. We prioritized the most critical features and broke
down the work into smaller, manageable tasks. | also coordinated with the client to ensure clear communication and alignment on the new requirements.

Result:

By quickly adapting our approach, prioritizing tasks, and maintaining open communication with the client, we were able to successfully incorporate the new
requirements and deliver a feature-rich DeFi application that met the client's evolving needs.

9. Tell me about a time when you had to mentor or coach a junior team member. How did you approach it, and what was the outcome?
Situation:

A junior developer joined our team and was tasked with implementing a new feature in our web3 application, but they were struggling with understanding the
decentralized architecture and smart contract interactions.

Task:

| needed to provide guidance and mentorship to help the junior developer overcome these challenges and successfully complete their assigned tasks.

Action:

| scheduled regular one-on-one sessions with the junior developer to understand their specific areas of difficulty and provide targeted feedback and guidance. | shared
resources, code examples, and best practices related to web3 development. | also encouraged them to ask questions and pair-programmed with them on complex
tasks to provide hands-on learning opportunities.

Result:

Through consistent mentorship, patience, and a focus on practical learning, the junior developer gained confidence and a deeper understanding of web3 development
principles. They were able to successfully implement the new feature and contribute more effectively to the project.

10. Describe a time when you had to deal with a difficult client or stakeholder. How did you handle the situation professionally?
Situation:

During a project, we had a client who was frequently dissatisfied with our progress and would express their frustrations in an aggressive manner, often making
unreasonable demands.

Task:
| needed to find a way to manage the client's expectations and maintain a professional working relationship, while also ensuring the project stayed on track.

Action:



| scheduled a meeting with the client to understand their concerns and clarify their expectations. | listened actively and acknowledged their frustrations, but also
respectfully explained the project constraints and the rationale behind our approach. | proposed a more structured communication plan with regular check-ins and
progress updates to keep them informed and involved.

Result:

By addressing the client's concerns with empathy and professionalism, while also setting clear boundaries and expectations, we were able to improve our working
relationship and build trust. The client became more understanding and collaborative, allowing us to deliver a successful project.
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